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Abstract 
Computer systems experience failures the most frequent causes of which are software faults. After 

an “infant mortality” period, software failures occur in a non-deterministic manner. As a 

consequence, stochastic modeling is required to capture the behavior of software systems. Also, 

aging phenomena are observed in software systems or software applications designed to run 

continuously in time, which are generated by error conditions accumulation. Proactive solutions 

are needed to counteract such phenomena effectively. Software rejuvenation is a proactive fault 

management technique. It is a scheduled action that occasionally terminates a software application 

or a system, cleans its internal state and immediately restarts it in a state where it has regained its 

full capacity. 

Software rejuvenation has been modeled in various computer systems to prevent software 

failures that might cause financial loss or even to human loss. Rejuvenation can be performed at 

two different levels, partial or full, or a combination of the two. Usually, rejuvenation manages to 

prevent software failures caused by aging phenomena. Nevertheless, under certain conditions, 

rejuvenation may fail. In this thesis, the concept of failed rejuvenation is introduced, which refers 

to the failure cases imputable to an abnormal function during the rejuvenation procedure. 

Rejuvenation is modeled in systems which suffer from resource exhaustion. Free physical 

memory can be used as a measure of the resources that degrade gracefully. Rejuvenation under the 

optimal schedule manages to release system resources and hence to improve the system’s 

performance. Moreover, rejuvenation effects on resource availability optimization combined with 

resource reservation techniques are also studied. 

The efficiency of software rejuvenation in improving a system’s performance is studied by 

employing classic dependability measures. Rejuvenation is modeled on redundant, cluster and 

distributed computing systems and it aims to improve their availability and service reliability. 

Moreover, improvements of dependability measures due to software rejuvenation are highlighted 

in the context of the VoIP telecommunication application. In all the above cases, the key goal is to 

determine the optimal rejuvenation policy which contributes to the systems’ performance.  

Explicit approximate inverse preconditioning is adopted for efficiently solving sparse linear 

systems of algebraic equations, so as to derive the software systems performance and 

dependability measures. 

The appropriate modeling framework for studying further the impact of rejuvenation on 

various computer systems is provided in this thesis. Rejuvenation is the next step for self-healing 

systems, since it contributes to autonomic computing, whether the systems in question are large 

technological ones such as the Grid, or lower scale software systems such as the ones used in 

today’s mobile phones. 
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1. CHAPTER 1        

        

INTRODUCTION 

 

1.1 Software Aging and Ordinary Rejuvenation 

The fact that the performance of Computer systems can be affected by malfunctions or 

outages consisting in either hardware or software failures is common knowledge. It is 

equally well known that hardware failures can be severe and can have undesired 

consequences not only for computer systems but also for humans. Today however, 

hardware is considered reliable to a great extent; moreover various mechanisms have 

emerged which ensure high levels of hardware performance. 

On the other hand, software failures are equally or more severe than hardware 

failures for a computer system. Nowadays, thanks to the evolution of hardware fault 

tolerance, it is highly unlikely for computer systems to fail because of hardware 

malfunctions. In opposition to hardware-originated problems though, fault avoidance by 

appropriate implementation of software engineering practices is still an issue especially 

with complex software systems. Moreover, it is almost impossible to fully test and verify 

that software is fault free. Consequently, software faults are the principal cause of 

computer systems’ failures [28], [33], [48], [119]. Software faults (thereby referred to as 

bugs), can be classified under different categories according to their nature and the way 

they manifest themselves.  

During the development and the testing phase of a software application, engineers 

test software by employing both dynamic and static techniques, such as code reviews and 

walkthroughs, in order to identify and remove bugs that manifest themselves during 

software execution [64]. Their quality of being reproducible renders such bugs easy to 

detect.  Reproducible faults that can be fixed during the testing and debugging phase are 

called Bohrbugs [48]. 
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Another class of software faults appearing under specific sequences of events is the 

so-called Heisenbugs ([48]) or alternatively Mandelbugs [64]. Despite the fact that 

software is tested before being released, these faults remain in it during the operational 

phase. Their occurrence is non-deterministic and can depend on error propagation or the 

system-internal environment. A Heisenbug may never manifest itself if a failed operation 

is retried: for instance if an application process crashes, a simple restart may resolve the 

problem. This category of faults can be counteracted by checkpointing and replication. 

Software systems that run continuously in time are subject to the phenomenon of 

resource exhaustion.  In point of fact, operating system resources such as swap space and 

free available memory are progressively exhausted due to defects in software such as 

memory leaks or incomplete clean up of resources after use [147]. Faults that may appear 

because of system resource exhaustion are called aging related bugs. 

1.1.1 Software Aging 

As software systems run continuously, error conditions generated by aging related bugs 

can be accumulated and lead either to performance degradation which in its turn leads to 

the software system’s crash, or hang failure. This phenomenon has been reported in the 

literature as software aging [68], [96]. Typical causes of software aging are memory leaks, 

unreleased file-locks, data corruption, storage space fragmentation and accumulation of 

round-off  errors [22], [31], [68], [73]. 

The phenomenon of software aging has been reported in various software systems. 

Examples include real-life telecommunication billing applications [68], telecommunication 
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switching software [12], widely used software systems/applications such as Netscape and 

xrn [22],  an experimental set up on a server running Apache [83] and the Axis Soap 1.3 

server [3]. The most vivid example of how software aging can affect a critical safety 

system, and lead even to loss of human lives, is discussed in [91], where round off errors 

led to a failure on Patriot’s missile software. The authors’ conclusion was that if the 

system had been rebooted every 8 hours, no accident would have happened. 

The way to deal with software aging so far involved actions like restarting an 

application or rebooting a computer system. Such methods are normally initiated 

subsequent to a failure incident, but such incidents are best avoided. Proactive restart or 

reboot should be performed at the point in time when the probability of a software failure 

shows the tendency of increasing with time. Actually, software systems manifest such 

performance degradation because they run continuously in time. Consequently, a 

preventive and proactive technique is needed to counteract software aging. 

1.1.2 Ordinary Software Rejuvenation 

In the perspective of counteracting software aging, the concept of preventing error 

accumulation should be introduced. In view of the non-deterministic nature of aging 

related failures, it is imperative for the aforementioned concept to include an 

implementation policy which takes into account that a failure occurrence may be 

completely stochastic. 

In 1995, Huang et al. were the first to introduce the concept of a proactive technique 

counteracting software aging [68]. The technique was called software rejuvenation and 

can be considered a software preventive and proactive maintenance technique. In [68] 

rejuvenation is defined as “the periodic preemptive rollback of continuously running 

applications to prevent software failures in the future”. In practice, ordinary software 

rejuvenation is the concept of periodically stopping the running software, cleaning its 

internal state and restarting it [108].  Cleaning the internal state of software might involve 

garbage collection, defragmentation, flushing operating system kernel tables and 

reinitializing internal data structures [68], [123].  

The main advantage of ordinary software rejuvenation lies in its proactive nature. 

Rejuvenation is designed to be performed so as to eliminate error accumulation and 

release operating system resources. Thus software performance degradation is prevented, 

as well as subsequent failure. Also, potential error conditions are minimized and thus
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Figure 1.2: Software rejuvenation model (Huang et al.  [68]) 

 

failures with unexpected consequences are equally avoided. By rejuvenating an 

application, it is possible to avoid failure occurrence altogether or to extend the time 

interval between failures, a fact that contributes to a system’s reliability by its impact on 

measures like the mean time to failure (MTTF). On the other hand, rejuvenation can also 

maximize the fraction of time during which the system is providing service to its users 

and hence contribute to its availability. 

When implementing software rejuvenation, timing is of critical importance for two 

reasons. The first is related to the fact that aging does not cause an application or software 

to fail immediately after its initiation; there is a certain time period which elapses before 

an application ages and therefore becomes prone to failures. During this time interval, the 

application is robust and the probability of failure is low. When this interval, called based 

longevity interval ([68]), elapses the application becomes failure probable. Rejuvenation 

has to be implemented with regard to the base longevity interval, depending on the 

nature of the application or software in question. 

The second reason of the importance of timing in rejuvenation is related to the 

disadvantages of its implementation, since it obviously involves an overhead. This fact 

can be considered as a major disadvantage but, to its defense, one can claim that when 

rejuvenation is at its origin, then it involves scheduled downtime as opposed to higher 

downtime caused by unplanned outages. Consequently, when software rejuvenation is 

allowed for in view of enhancing system availability, reliability and/or reduce downtime 

cost, the optimal time (optimal schedule) to perform it has to be determined in advance. 

Another provision to be made when a rejuvenation policy is designed has to do with the 

fact that, in contrast with hardware maintenance where there are no such effects [115], the 

faults to be counteracted by the former can affect other parts of the software. 
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The first rejuvenation model referred to in the relevant literature is briefly presented 

here to illustrate the idea behind it. The model in question can be found in [68] and it 

describes the behavior of a continuously running application. The application’s behavior 

is firstly modeled when no rejuvenation action is taken. The running application stays in a 

highly robust state 0 for a time period which corresponds to its base longevity interval. 

Then, after the base longevity interval elapses, the aging phenomena being at work cause 

the application to enter a failure probable state 1. Once state 1 is reached, a software 

failure may occur and the application enters the failure state 2. Finally, the system returns 

to the highly robust state after the failure is repaired. Figure 1.2 presents the transition 

state diagram representing the two-step failure model. If rejuvenation is adopted, an 

additional state 3 representing the rejuvenation state emerges. After recovering from 

rejuvenation, the process enters the highly robust state. 

1.1.3 Modeling Ordinary Software Rejuvenation 

In the literature, modeling aging and software rejuvenation is based on two approaches: 

The model-based and the measurement-based methodology [123], [127]. In the model-

based approach, analytic models are used for determining the rejuvenation interval 

(perform rejuvenation every x hours) that will improve the software system’s 

performance, called optimal rejuvenation policy (schedule). Analytic models have been 

extensively presented in the literature in [36], [37], [38], [47], [48] and [68]. The 

measurement-based approach consists in periodically monitoring software system 

attributes in order to detect software aging signs and in enabling proactive actions like 

rejuvenation to prevent failures. Measurement-based approaches for software aging and 

rejuvenation can be found in [22], [47], [83] and [130]. Finally, a comprehensive stochastic 

model for software rejuvenation can be found in [131] developed from a combination of 

both methodologies, the analytical and the measurement-based one. 

Ordinary rejuvenation can also be offered at two levels. The distinction between 

these levels lies in the actions taken by each in order to release system resources. The first 

level corresponds to partial and the second to full rejuvenation [28], [124], [127], [141], 

[132]. Usually, the choice of the level of rejuvenation action depends on the level of 

software degradation. The difference in rejuvenation levels is reflected on their effects. 

Partial and full rejuvenation ([28], [141]) are described in the paragraphs to follow. 
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Partial rejuvenation is a service-level rejuvenation. When it is performed, all 

necessary data is saved and the following restart of the service resumes the operation in a 

more usable state. It can also be considered as a partial restart. The impact of other 

applications running on the same operating system (OS) is assumed to be minimal. Partial 

rejuvenation returns the system to a more usable state but not in an “as good as new” 

state. 

During full rejuvenation the OS and all the services of the machine which undergoes 

it have to be stopped. In fact, the full rejuvenation action restarts the OS to recover all its 

free memory, therefore it can be also considered as a full restart. It is a thorough 

rejuvenation, and it affects all applications (i.e. web server instances, application server 

instances, logging services, management services, CORBA servers) on the machine 

undergoing it. As a consequence, it takes more time to complete it [141] and once it is 

completed, the system enters a robust state. 

In the literature, partial and full rejuvenation can be found under the terms level-1 

and level-2 rejuvenation actions respectively ([28], [141]), or level-1 and level-2 restarts 

[67]. Moreover, partial rejuvenation is alternatively described as application-level 

rejuvenation, while full rejuvenation is called system-level rejuvenation. Finally, depending 

on the type of preventive maintenance actions undertaken, rejuvenation can be 

characterized as either perfect or imperfect. 

1.1.4 Software Rejuvenation Literature 

In the latest development of the concept, the Huang’s approach of software rejuvenation 

was enriched with the idea of periodic rejuvenation whereas Markov regenerative 

stochastic Petri nets were used to deal with a deterministic interval between successive 

rejuvenations [51].  

Time-dependent software rejuvenation policies are introduced in [52] to counteract 

system’s performance degradation due to software aging, while in [99] performance 

degradation is modeled by the gradual decrease of the service rate. The effects of software 

aging, resulting either in unavailability or in performance degradation, are modeled in 

[47] and two rejuvenation policies are suggested. Software aging effects that result either 

in unavailability or in performance degradation are modeled in [47] and two rejuvenation 

policies are proposed. The aforementioned model was generalized by considering 
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multiple servers by Okamura et al in [95], and in [94] it was extended to a communication 

network with burst arrival and rejuvenation. 

A fine grained software rejuvenation model is presented in [22] based on the 

assumption that it is possible to monitor the current degradation level of the system so 

that future strategy can be planed. Two different strategies are discussed that can be 

employed in order to decide whether and when to rejuvenate.  

Checkpointing is combined with rejuvenation in [49] for a software system with 

finite mission time.  Tai et al on the other hand suggest the use of a preventive on-board 

maintenance policy including software and system rejuvenation in [123]. 

In a slightly different approach Dohi et al. in [36], [37], [38], [39], develop statistical 

non-parametric algorithms to estimate software rejuvenation schedules, using semi-

Markov reward models [16]  while statistical observation of system failure rate is used in 

[16] to develop an adaptive software rejuvenation scheme. Huang’s rejuvenation model is 

extended in [35] and [72] which also include statistically non-parametric algorithms to 

determine the optimal rejuvenation schedule. Rinsanka and Dohi [107] develop a faster 

estimation algorithm for the optimal periodic rejuvenation schedule which maximizes the 

steady-state system availability. 

Another extension of the Huang’s model is introduced by Rinsaka and Dohi [108] 

resulting in a fault tolerant system with a redundant component.  In [34], [120] and [121] 

semi-Markov models are used to generalize the same rejuvenation model under different 

dependability measures; also computational methods for the optimal rejuvenation 

schedule are developed. A semi-Markov decision process is also adopted by Eto and Dohi 

in [43] to deal with a simple condition based rejuvenation policy. The same kind of 

decision process is also employed in [42], to model an operational software system 

consisting of one operating system and multiple applications, where corrective 

maintenance and preventive rejuvenation actions are taken aiming at deriving the optimal 

rejuvenation schedule that maximizes asymptotic availability. Semi-Markov decision 

processes combined with dynamic programming are also employed in an effort to 

determine the optimal rejuvenation schedule in an operational software system with 

multiple degradations [41]. Dynamic programming has also been used to optimally 

schedule the rejuvenation of distributed computation in an effort to minimize the 

expected total time of the latter [40]. 
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The effectiveness of software rejuvenation on the reliability of an operational 

software system through measurement-based models is studied in [127]. The optimal 

rejuvenation policy for achieving higher levels of resource availability is studied in [137] 

by means of a semi-Markov model which integrates both the aforementioned levels of 

rejuvenation, namely partial and full. Trivedi et al examine stochastic models in view of 

evaluating the effectiveness of proactive fault management in operational software 

systems and in order to determine the optimal times to perform rejuvenation in a variety 

of scenarios in [128]. 

The notion of performability modeling of software rejuvenation is analyzed by Garg 

and Van Moorsel in [50]. In the same line of thought, response time as a performability 

measure and how the former can be affected by software rejuvenation is presented by 

Avritzer et al [11], while Tai et al present a performability oriented framework that enables 

software rejuvenation in distributed applications [122]. In [136], a time-based rejuvenation 

model is introduced to improve performability measures of a cluster system. Cluster 

system availability and productivity are also discussed in [133], using stochastic reward 

nets, while in [96] optimal availability and downtime of an active/standby cluster system 

are studied with respect to the optimal rejuvenation policy using a semi-Markov process. 

Liu et al [88], develop stochastic reward net models to evaluate different rejuvenation 

policies that affect the availability design of a Cable Modem Termination System (CMTS). 

Bobbio et al use fine-grained software degradation models for optimal rejuvenation 

scheduling [21].  

Software rejuvenation has also been a valuable means to deal with security issues. 

Indeed, the rejuvenation of running software can prevent any serious damages caused by 

attacks [7]. Aung and Park study in [10] the survival from attacks in real time when 

rejuvenation is implemented. 

Rejuvenation is also studied in the context of web and application servers. Matias 

and Filho [92], present the results of an experimental research work, in which they have 

evaluated the software aging effects on a Web server as well as the performance of a 

rejuvenation agent. It is shown that the availability and performance of the Web server is 

accrued when rejuvenation is enabled, compared to the one provided in a rejuvenation-

free scenario. In the course of server consolidation using virtual machines the virtual 

machine monitors’ software aging becomes critical. The latter’s eventual crash failure or 

performance degradation affects all virtual machines on it. Kourai and Chiba [76] suggest 
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the implementation of software rejuvenation as a means to counteract software aging in 

such a system. In [124] a technique is introduced aiming to increase the availability of 

application servers through the use of virtualization, clustering and software 

rejuvenation.  

Micro-Rebooting is presented in [117] as a means to improve rejuvenation. A Micro-

Reboot is a reboot performed in a more fine-grained component than that of the entire 

application. In the work in question, the authors examine the feasibility of using Micro-

Reboots in Apache Tomcat. 

Parvin et al [98], employ self-regenerative software components in order to perform 

optimal software rejuvenation in wireless sensor networks with a view to increase their 

availability of nodes. 

In [66] a software rejuvenation model with pre-start technology is proposed which 

reduces downtime and improves availability by switching between active copy and 

backup copy, a process which can replace the restart operation and resolve unavailability 

issues. 

In [69], a discrete renewal reward process is adopted in order to describe the 

stochastic behavior of a telecommunication billing application with a degradation mode, 

and derive an optimal periodic rejuvenation schedule minimizing the expected cost.  

In [143] a software rejuvenation policy of an application server cluster is considered. 

A rejuvenation model in a two-dimension state space for a two-node application server 

cluster is designed and the relevant quantitative analysis using continuous time Markov 

process is equally presented. The selected optimal rejuvenation interval was proven to 

greatly reduce expected systematic downtime and improve software reliability of the 

application server cluster in question. 

Silva et al [117] introduce software rejuvenation based on automated self-healing 

techniques, which can easily be applied to off-the-shelf Application Servers and Internet 

sites. Thein and Park [124], [125], focus on the software aspect when aiming at high 

availability of application servers, as it is known that the unavailability mainly originates 

from software faults.  

It must be pointed out that the term “ordinary” stands for the usual software 

rejuvenation technique which is used in the literature. 
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1.2 Stochastic Modeling Tools and Dependability Measures 

As stated above, computer systems are subject to failures; hence methods for improving 

their performance in terms of availability and reliability are needed [126]. The probability 

theory plays a rather important role in measuring and improving the dependability of 

computer systems due to the randomness of failure occurrence. The uncertainty about the 

state of a system at any given time generates the need for using stochastic processes to 

describe the formers’ evolution in time. 

As already stated, at the end of the early-life period, the occurrence of a software 

failure becomes completely random. Moreover, during the wear-out period, the failure 

rate increases with time and the amount of time needed for repairing a failure may 

sometimes be random too. Consequently, the need for a non-deterministic modeling is 

clear as far as software systems are concerned. Since software failures manifest a non-

deterministic behavior, software rejuvenation as a proactive technique implemented to 

prevent these failures should also be stochastically modeled. 

1.2.1 Markov Modeling 

The randomness of software failures highlights the fact that failures occur independently 

of the age of software or the application. Hence, it is clear that the state of a software 

application at a given time is not related to its past history. Therefore a stochastic process 

that has no memory is appropriate for modeling the behavior of software systems 

susceptible to failures, repairs and software rejuvenation actions. To be more specific, let’s 

consider a stochastic process { }TttXX ∈= ),( . The set of all the possible values that the 

random variable X(t) can take which is called state space and is usually denoted by E, and 

let Tt ∈  denote the time parameter with T = {t : t > 0}. In this case the stochastic process is 

a continuous time process and it is appropriate for describing the evolution of a software 

system in time, if for 0<…< s2 < s1 < s < t, it satisfies the following condition known as the 

“memory-less property”: 

( ) ( )isXjtXiXisXisXisXjtX ss ======== )()(Pr)(,)(,)(,)()(Pr 021 0
21
K      (1.1) 

The “memory-less property” holds for a particular kind of stochastic processes, the 

Markov process. It follows that a Markov process is the appropriate stochastic modeling 

tool for describing the evolution of software systems. Under the Markov framework, the 

period of time needed for a system’s state to change follows an exponential distribution. 
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The Markov process as it is defined above is a continuous time Markov chain usually 

abbreviated as CTMC. The corresponding process when referring to discrete time is called 

discrete time Markov chain (DTMC). 

1.2.2 Continuous Time Markov Chains (CTMC) 

As far as modeling software rejuvenation with CTMCs is concerned, two issues should be 

examined. First, as regards the time to recover from rejuvenation, the former can be 

considered equal to that of completing a preventive maintenance action; therefore, it can 

be approximated by an exponential distribution. Secondly, the time to trigger 

rejuvenation depends on the approach adopted when modeling the behavior of a 

software system. In the measurement–based approach, the point in time to enter a 

degraded state in which rejuvenation is triggered can be approximated by an exponential 

distribution as it has been stated earlier. But following the time-based approach, 

rejuvenation actions are usually triggered after a fixed interval. Nevertheless, the point in 

time to trigger rejuvenation, after the base longevity interval elapses, can be assumed to 

be exponentially distributed [68].  

Hence, the evolution of a computer system experiencing software aging, in which 

rejuvenation is adopted to counteract it can be described by a CTMC { }0),( ≥= ttXX . The 

evolution of such a process is fully characterized by its initial probability vector of the 

CTMC given by Pr(X(0) = k), k∈E and the transition probabilities: 
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The Chapman–Kolmogorov equations are used to obtain the transition probabilities. 

To use them directly presents its difficulties, since a system of differential equations has to 

be derived and solved beforehand. Under certain regularity conditions, it can be shown 

that for each j there is a non negative continuous function qj(t) defined by: 
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For each i, with i ≠ j, there exists a non negative continuous function qij(t), which is 

known as the transition rate from state i to state j at time t defined by: 
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The transition probabilities and the transition rates are related through the 

following equations, where o(h) is any function of h that approaches 0 faster than h, 

meaning that 0
)(

lim
0

=
→ h

ho

h
 [126]: 

jihohtqhttp
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    (1.5) 

Let Q(t)=[qij(t)] be the infinitesimal generator matrix (or as it is sometimes called the 

generator matrix) with diagonal entries qii(t) =-qi(t). Clearly itq
j ij ∀=∑ ,)( 0 . Forward and 

backward Kolmogorov’s equations, taking into account that P(v,t) =[ Pij(v,t)], can be 

written as: 
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For the unconditional probability Pj(t) a differential equation can be also derived 
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while using the matrix form p(t)=[P1(t), P2(t),…]: 

)()(
)(

tt
dt

td
Qp

p
=      (1.8) 

Transient or asymptotic analysis of a software system in which rejuvenation is 

performed, can be determined according to the need of the corresponding study. The 

majority of the systems examined in the literature, are designed to run continuously for a 

long period. Therefore, it is necessary to analyse their behavior in the long run. Indeed, 

asymptotic analysis is based on the fact that for an irreducible continuous time Markov 

chain, the limits 

)(lim)(lim tPtp j
t

ij
t

j
∞→∞→

==π      (1.9) 

always exist and are independent of the initial state i [126]. Consequently, the solution of 

the system πQ=0 under the condition 1=∑ ∈Ei iπ  provides the asymptotic probability 

distribution.  

On the other hand, transient state probabilities are more difficult to obtain and 

techniques like Laplace transformation are often needed for this purpose. The transition 

probability matrix and the generator matrix can also be estimated either by empirical or 

by non-parametric algorithms, such as the maximum likelihood estimators. 
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1.2.3 Semi-Markov Processes (SMP) 

If the time for an event occurrence during a computer system evolution is not 

exponentially distributed, a different stochastic model is called for. Such cases occur 

when, for instance, the repair times cannot be approximated by exponential distributions 

and either Erlang or Weibull distributions are used instead. Moreover, the characteristics 

of transition from a state to another may vary with time. Hence, increasing or decreasing 

failure rate distributions can be considered to model the system’s behavior in the 

appropriate manner. In such cases, the Markov property does not really hold. When non-

exponential distributions for transition times between system’s states need to be modeled, 

a semi-Markov process (SMP) can be employed. The importance of SMPs relies on the fact 

that in the majority of real cases, lifetimes and repair times are not exponential [86]. 

SMPs are also very important for software rejuvenation, since the time to trigger 

rejuvenation may be of fixed duration. Modeling a fixed duration action is usually 

described in the literature as being performed by adopting the unit step function )( rtu −  

where r stands for the rejuvenation interval. 

An SMP, which embeds a Markov renewal sequence, Y={(Yn, Sn), n ≥ 0}, can be 

defined as X={X(t), t ≥ 0} with:  

0)( )( ≥= tYtX tN      (1.10) 

where N(t) is the number of observations of a process X(t) denoting the state of the system 

at time t ≥ 0 [79].  

The definition of the SMP implies that if Sn→∞, there is a one-to-one correspondence 

between {(Yn, Sn), n ≥ 0} and {X(t), t ≥ 0}. The SMP is regular when it makes a finite 

number of transitions in a finite amount of time, which is equivalent with Sn→∞.  

A regular SMP is specified by the initial distribution αi = Pr (X(0) = i) and the kernel 

G(x) = [Gij(x)]. An alternative method of describing an SMP can be introduced. Define  

 ( )jYiYtStQij ==≤= 101 ,|Pr)(     (1.11) 

and hence 
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Since the limiting behavior of computer systems is of main concern, for the 

asymptotic analysis of an SMP, the steady-state distribution v of its embedded DTMC 

must be computed first. Such a solution exists, if the embedded DTMC is irreducible 
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recurrent [30]. Vector v is the solution of the system v = vG(∞) under the condition 

1=∑ ∈Ei iv .  

The distribution of the time that the SMP spends at each state, called sojourn time 

distribution in state i, Hi(·) is also needed. It is defined as follows [79]: 

( ) ∑
∞

=
−−+ ==≤=

0

00111 )(,,,,,,|Pr)(
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ijnnnnni xGSYSYSiYxXxH K   (1.13) 

where Xn = Sn – Sn-1 for n ≥ 1 and is called the nth sojourn time. 

Moreover, the mean sojourn time in state i, denoted by hi is defined as follows: (cf. 

[30], [79], [86]) 

( ) ( )∫
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It follows that the limiting distribution of an SMP can be obtained for any i∈E: 
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1.2.4 Cyclic Non-Homogeneous Markov Chains (CNHMC) 

Homogeneous Markov chains are used to model cases where the entries qij(t) of the 

generator matrix are time independent. Nevertheless, there are other cases, when 

transitions among system states depend on time. For instance, when modeling software 

rejuvenation on a client-server system, the time to trigger rejuvenation depends on the 

load of the system. More precisely, since rejuvenation causes an overhead, it is best 

triggered during the idlest period of the server. Additionally, in such systems the arrival 

rates of clients differ from one period of time to another. Therefore, time periods of equal 

or non-equal length can be observed. Moreover, the transition characteristics may 

manifest a periodic behavior. 

These cases can be modeled by processes which are not time-homogeneous and 

which manifest a periodic nature. The cyclic non-homogeneous Markov chain (CNHMC) 

is a special category of Markov chains, one that can capture all the previous characteristics 

of a system. 

In the discrete time case, let E={1, 2,…, s} be the state space of a stochastic process 

X={Xn;n∈IN}. X is a Markov Chain if ( ) ( ) saXjXXXXjX nnnn .,|Pr,,,|Pr 1101 === ++ K  

0E, >∈∀ nj . Let also α =(αi)i∈E be the initial probability distribution with αi = Pr (X0 = i). 
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For all E∈ji,  the one-step transition probability from state i to state j in the interval 

[n,n+1] is defined as ( ) ( )iXjXjip nnn === + |Pr, 1 . The probability (pn(i,j), i,j∈E, n∈IN) is 

called transition probability function of chain X. All the common properties of transition 

probability functions hold also for pn(i,j). Notice that if pn(i,j) is independent of the time 

instant n, then the chain is characterised as time-homogeneous [104]. 

The function ( ),( jipn ; i ,j ∈E, n∈ IN ) is called cyclic (or periodic) of period d (d>1), if 

d is the smallest integer verifying the equation ),(),( jipjip rrmd =+  with m, r∈ IN and i, j ∈E. 

Let pr = {pr(i,j) = Pr(Xr+1 = j | Xr = i); (i,j) ∈ 2E , r ∈ IN, r < d}, be the one step 

probability transition matrix and p0,n = {p0,n(i,j) = Pr(Xn = j | X0 = i); (i, j) ∈ 2E , n ∈ IN } be 

the nth step transition probability matrix. The chain X is completely defined by α and pn. 

The probability of state j at time n is given by:  
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If the chain X is cyclic, the transition probability matrix is cyclic too with period d and n = 

md + r. Then, (cf. [104]): 
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or in matrix form: 

r
m

drmd ,0,0)( ppαP ⋅⋅=+      (1.18) 

The CNHMCs can be studied asymptotically due to their weak convergence. 

Let Y={Yn; n ≥ 0} be an embedded homogeneous Markov chain from X={Xn ; n ≥ 0} 

such as Yn =Xnd and let pn be the transition probability matrix of X. Then p0,d is the 

constant transition probability matrix of Y. 

If additionally Y is irreducible and aperiodic with all states recurrent non-null, then 

its transition probability from time 0 to time n tends to a matrix with identical rows 

(ergodic matrix) as time n tends to infinity, resulting in [ ] π1p ⋅=
∞→

n
d

n
,lim 0  for deriving the 

limiting probability distribution. This distribution can also be derived by solving 

( ) 0Ipπ =−r,0  with the additional condition 1=⋅1π . In matrix notation, the following 

system can be obtained: 

TT bπA =⋅      (1.19) 
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where 
( )


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 −
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T
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K

Ip
A r  and bT =[0,0,…, 1], with ( )T

,0 Ip −r  in the (s-1) first rows of A and 

with bT composed by (s-1)zeros followed by a one. The steady state probabilities inside a 

cycle are given by =)( jrπ [ r,0pπ ⋅ ] ( )j  , r ∈{0, 1, 2,…,d-1}, [102], [104], [105], [106]. 

Usually, transition rates are provided rather than transition probabilities. In such 

cases, a digitization procedure is necessary [126]. 

1.2.5 Dependability Measures 

Dependability can be defined as the science of failures; therefore, in order to study 

dependability knowledge of these failures is not sufficient; their assessment, prediction, 

control and measurement are also required [134]. In other words, dependability is the 

ability of an entity to perform required functions under certain conditions. 

Software rejuvenation, introduced as a technique to prevent software failures, aims 

to contribute to the software systems’ improvement in terms of dependability measures 

such as availability and reliability. Improving dependability involves the optimization of 

dependability measures. 

Definitions of dependability measures definitions and their expressions for a CTMC 

can be found in [14]. Let X= }0),({ ≥ttX  be a stochastic process with state space 

},,,{ sK21E =  and infinitesimal generator matrix Ejiijq ∈= ,)(Q . Let also Eii ∈))(α( be the 

initial distribution of X. 

Moreover, let the state space E be portioned into two subsets U and D, containing 

the operational (r states) and the down states (s-r states) respectively Finally, let 

( )T, 0011 KK=rs1  the s-dimensional column vector the r first elements of which 

are equal to 1 and the remaining s-r equal to zero, and let ( )T11 K=r1  be an r-

dimensional column vector the elements of which are 1, cf [110]. 

Availability is measured as the probability that the system is operational at time t: 

A(t)=Pr(entity not failed at instant t). This definition refers to the so called instantaneous 

availability and can be expressed by: 

0,0,]U)(Pr[)( , ≥≥⋅=∈= ⋅ ttetXtA rs
t 1α

Q    (1.20) 

When referring to continuously running systems, the quantity of interest is their 

asymptotic availability. The asymptotic or steady state availability can be computed based 

on the steady state distribution derived by solving a known linear system of equations: 
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Reliability is measured as the probability of an entity to perform a required function 

under given conditions for the time interval [0,t]: R(t)=Pr(entity not failed during [0,t]). 

Hence the reliability of a system modelled by a CTMC is given by: 

0,])(],,0[Pr[)(
U

1 ≥=∈∈∀= ⋅ teUuXtutR r
t 1α

Q   (1.22) 

where UQ is a submatrix of Q restricted on the up states. 

The MTTF expresses the mean time elapsed until an entity’s first failure and is the 

mean operational time of the entity till it fails for the first time. It is given by [126]: 

∫
∞

=
0

)( dttRMTTF      (1.23) 

1.3 Explicit Approximate Inverse Preconditioning 

As discussed earlier, either when computing asymptotic availability in the case of 

adopting a homogeneous (cf. section 1.2.2) or a non-homogeneous (cf. equation (1.19)) 

continuous time Markov chain model, or even when computing the steady state 

distribution of the embedded discrete time Markov chain of a Semi-Markov process (cf. 

section 1.2.3) , a linear system of algebraic equations needs to be efficiently solved. 

For the efficient computation of the asymptotic probability distributions, the states 

of the corresponding graph need to be permuted or reordered resulting in the following 

linear system of algebraic equations: 

B u = s      (1.24) 

where the coefficient (n×n) matrix B is the following arrowhead type structure: 
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The coefficient matrix B has the following properties  

• positive definite if 0>xBxT  ∀x∈ IRn, x 0≠ . 

• diagonal dominant iff ][1,  aa ni
n

j

jiii

ij

∈∀≥∑
≠
=

,
1

,,  

For solving linear systems there is a choice between direct methods and well-known 

iterative methods. The cost-effectiveness of iterative methods over direct solution 

methods for solving linear systems is now commonly accepted. The well known Jacobi, 

Gauss-Seidel and Successive Over-Relaxation (SOR) methods have been used. Recently, 

generalized explicit approximate inverse preconditioning has been derived and used for 

the efficient solution of such linear systems, cf. [56], [57], [58], [59]. 

Let us consider the approximate factorization of the coefficient matrix B such that: 

LUB ≈       (1.25) 

where L and U are sparse strictly lower and upper (with main diagonal unity elements) 

triangular matrices of the same profile as B [60]. The elements of the decomposition L and 

U factors have been computed by the DODALUFA algorithm, cf. [59]. The memory 

requirements of the DODALUFA algorithm are nO )122( 21 ++≈ ll words while the 

computational work required by the factorization process is nO )233( 21 ++≈ ll  

multiplicative operations.  

Let ( )i,j
δl µ≡M , i∈[1,n], j∈[max(1,i-δl+1), min(n, i+δl-1)] an [n×(2δl-1)] matrix, be the 

approximate inverse of the coefficient matrix B: 

1)( −≈ LUM δl       (1.26) 

The elements of the approximate inverse have been determined by retaining a 

certain number of elements of the inverse, i.e. only δl elements in the lower part and (δl -1) 

elements in the upper part of the inverse cf. [56], [58], [59]. Then the elements have been 

computed by solving recursively the following systems: 

],...,1[and 11 nδlδlδl ∈== −− LUMULM    (1.27) 

by the so-called ODODGAIM algorithm [59]. The memory requirements of the 

ODODGAIM algorithm are ≈ [n × (2δl -1)] words and the computational work involved 

is  ≈ nlO ])1[( 21 δ++ ll multiplicative operations, cf. [57]. 

According to the proposed computational strategies this class of approximate 

inverses includes various families of approximate inverses having in mind the desired 
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requirements of accuracy, storage and computational work as can be seen by the 

following diagrammatic relationship, i.e.,  

class I      class II     class III 

                                                     1
i

δlδl MMMMB ←←←≡− ~
                   (1.28) 

where the entries of class I approximate inverse have been retained after the computation 

of the exact inverse, while the entries of class II approximate inverse have been computed 

and retained during the computational procedure of the approximate inverse. The class III 

diagonal inverse was computed based on the inversion of the diagonal entries of the 

decomposition factor, i.e. L, resulting in a fast inverse algorithm [56]. 

In the following, the Explicit Preconditioned Generalized Conjugate Gradient 

Square (EPGCGS) and the Explicit Preconditioned Generalized BIconjugate Conjugate 

Gradient-STAB (EPGBICG-STAB) methods are presented. 

The EPGCGS method can be expressed by the following compact scheme: 

Let 0u  be an arbitrary initial approximation to the solution vector u. Then,  

set  ,0e =0  solve  ),(  δl
00 BusMr −=              (1.29) 

set   ( ).,  =  p   00000 and rσrσ =              (1.30) 

Then, for i=0, 1, ..., (until convergence) compute the vectors 111 i+i+i+ , , σru  and the scalar 

quantities  , βα i+i 1  as follows: 

form  ii Bσq  = ,     calculate  ( ),, p = α i
δl

ii qMσ 0           (1.31) 

compute  , - α +β = i
δl

iiiii+ qMere 1             (1.32) 

              , +α    ,   +  +β = iiii+i+iiii duueerd =11 and           (1.33) 

form       ii=  Bdq ,    compute   , - α = i
δl

iii+ qMrr 1           (1.34) 

set          ( ) ,pp =   β,   ,  =p ii+i+i+i+ 11101 evaluaterσ           (1.35) 

compute   .  +ββ + ii+i+i+i+i+ σerσ
2

11111 2=             (1.36) 

The computational complexity of the EPGCGS method is 

νnnδuδl  ] adds 8  mults 11)442O[(2 21 +++++≈ ll  operations, where ν denotes the number of 

iterations required for convergence to a predetermined tolerance level [58]. 

The EPGBICG-STAB method can be expressed by the following compact scheme: 

Let 0u  be an arbitrary initial approximation to the solution vector u. Then,  

set   0u =0              (1.37) 

compute  ,  00 usr B−=             (1.38) 
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set   0. = p =vrr  000000    and   1 =   , ωα =  =  ρ  =′         (1.39) 

Then, for i = 1, ..., (until convergence) compute the vectors ii r ,u  and the scalar quantities 

 α, β, ωi  as follows :  

calculate  ,= ρ i-i 






10 r ,'r ,             (1.40) 

and  ( ) ( )11 i-i-i ωαρρβ =             (1.41) 

compute  ( ),  ω  + β = i-i-i-i-i 1111 vprp −            (1.42) 

form  ,        = iii
δl

i ByvpMy =and            (1.43) 

and  ,
i

ρα = i 



 v ,'r0             (1.44) 

compute  ,v - r = x ii-i α1              (1.45) 

form  ,    and    = iiii AztxMz =δl   `         (1.46) 

set  ( ) ( ),  ,   ,  = iiiii tMtMxMtMω
δlδlδlδl                (1.47) 

compute  iiii-i  +ω + α zyuu 1=             (1.48) 

and  . -  ω iiii txr =              (1.49) 

The computational complexity of the EPGBICG-STAB method is 

νnnδuδl  ] adds 6  mults 12)443O[(3 21 +++++≈ ll  operations, where ν denotes the number of 

iterations required for convergence to a predetermined tolerance level.  

The convergence analysis of the generalized explicit approximate inverse 

preconditioning has been given in [58]. Parallelization issues on the construction of the 

approximate inverse and the explicit preconditioned conjugate gradient type methods 

have been addressed in [53], [60]. 

 

 

 



 

2. CHAPTER 2        

        

MARKOV MODELING OF SOFTWARE 

REJUVENATION FOR MINIMIZING 

RESOURCE EXHAUSTION 

 

Since software rejuvenation is a proactive technique 

implemented to prevent software failures, it can be used for 

minimizing resource exhaustion on a computer system. Hence, 

in this chapter, after choosing the appropriate stochastic 

modeling tool, rejuvenation is modeled on software or 

applications whose resources degrade in time. Partial and full 

rejuvenation actions are enabled and the concept of a failed 

rejuvenation is also considered. Additionally, strategies 

concerning what kind of rejuvenation action to perform in order 

to improve software system’s performance are proposed. In 

order to optimize resource availability, rejuvenation is proposed 

to be combined with resource reservation techniques, aiming in 

minimizing the probability of a denial of service.  
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2.1 Markov Models for Failed Rejuvenation 

Having in mind how maintenance is performed in hardware components, despite the 

important differences between hardware and software operation, the idea of a failure due 

the rejuvenation procedure came up. Until now, in the whole literature since 1995, 

rejuvenation is considered as ordinary, i.e. when performed always fulfils its purpose. But 

rejuvenation may fail. Hence innovatively, the concept of “failed rejuvenation” is 

introduced to express the fact that rejuvenation actions may not be completed or a 

rejuvenation action may be performed improperly. More precisely, failed rejuvenation 

indicates an abnormal function during the rejuvenation process.  

The latter situation may be extremely rare but it may occur under certain conditions 

and circumstances as for instance when garbage collection problems due to too large 

applications or applications with severe real time constraints occur [23]. When a failure on 

the rejuvenation procedure occurs, the software system enters a failure state and needs to 

be rebooted in order to return to a robust state. The concept of a failed rejuvenation can be 

met either when partial or full rejuvenation actions need to be performed. 

Failed rejuvenation and its effect on software systems are studied during the present 

and the following chapters. 

2.1.1 Modeling Partial, Full and Failed Rejuvenation in a Client-Server System 

with Heterogeneous Load 

To examine the effects of modeling failed rejuvenation, a client-server system is 

considered since such systems need to be highly available and reliable. Rejuvenation is an 

action that can importantly contribute to this direction. When referring to client-server 

systems where the lack of availability can be tangible by the clients, administrators need 

to guarantee as less downtime as possible. Otherwise, a cost due to the fact of 

unavailability will occur. Hence, a client-server system as free as possible from failures 

should be designed.  

Consider a client-server system that is responsible for serving requests 24 hours a 

day. Resource degradation which may occur due to the increased number of clients’ 

requests for resources is modeled. To counteract resource degradation, software 

rejuvenation is performed. The concept of performing rejuvenation in two-levels is 

adopted; two rejuvenation actions, full and partial are modeled.  
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Figure 2.1: Partial, full and failed rejuvenation state transition diagram 

 

Based on the classic rejuvenation model presented in [68], partial and full 

rejuvenation are proposed to be performed depending on the load of the client-server 

system. In detail, when the load of the system is high, full rejuvenation should not be 

performed as it lasts for a quite long time period, though less than a repair after a 

software failure, increasing hence the time that the system is unavailable. On the other 

hand, full rejuvenation is the appropriate action during some idle hours of the day in 

order to clean the internal state of the system and prevent software failures. Finally, if the 

load fluctuates between high and low load levels, both rejuvenation actions are proposed 

to be performed according to the system needs.  

Partial and full rejuvenation are considered as techniques of software preventive 

maintenance, along with the corrective maintenance consisting in the system repair after a 

software failure. A rather new trend in the context of rejuvenation consists in decreasing 

the Mean Time To Repair (MTTR) either by micro-rebooting or virtualization [26], [116], 

[117]. Partial rejuvenation though can be thought as an action that decreases the MTTR as 

it lasts less than the full rejuvenation action. Additionally, failed rejuvenation expressing 

the case when rejuvenation fails to fulfill its purpose is considered. 

Consequently, as presented in Figure 2.1, the system starts serving at a robust state 

(state 1). When the system suffers from resource degradation it enters the failure probable 

state 2. From the failure probable state, the system may enter the rejuvenation state 3 if the 

appropriate conditions are reached or a failure incident occurs, and consequently enter 

the failure state 4. When the system experiences a failure, it has to be rebooted and enter a 

repair procedure. During the repair the system obviously cannot serve. On the other hand 

when the system enters the rejuvenation state 3, either partial or full rejuvenation can be 

triggered. Otherwise, if the rejuvenation procedure fails the system enters the failure state  
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Figure 2.2: Simulated load of a client server system during a day 

 

4. In detail, when partial rejuvenation is performed, the appropriate actions are taken and 

the system returns to state 2. But when full rejuvenation is performed, the system after 

being rejuvenated by stopping the OS and all the running applications in order to free up 

all of its resources, returns to the robust state 1. 

During both rejuvenation actions, the system cannot serve. But beyond this fact, the 

downtime caused by rejuvenation is less than the one caused by a system failure due to 

the fact that it is a scheduled action [68], [141]. Moreover, it is obvious that partial 

rejuvenation causes less system downtime in comparison with full rejuvenation. 

Under the assumption that the sojourn time in each state follows an exponential 

distribution with parameters shown in Figure 2.1, the system can be modeled under the 

Markov framework. But due to the fact that partial and full rejuvenation actions cannot be 

enabled in certain time periods, time dependencies for their rates occur.  

Based on the system load, it is assumed that 4 load periods can be distinguished. The first 

period (00.00-08.00) is defined as a low traffic period though the next four hours (08.00 -

12.00) compose the second period characterized as a medium traffic period. The load peak 

is assumed to occur in the third period (12.00-20.00) defined as the high traffic period and 

finally the system enters another medium traffic period, the fourth one (20.00-24.00). In 

Figure 2.2, a random realization of a daily load is presented, which is based on random 

numbers from exponential distribution. The figure is provided just for highlighting how 

the load of a client-server system can fluctuate. 
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Period m Length Load 

Full 

Rejuvenation 

Rate  λ1 

Partial 

Rejuvenation 

Rate λ2 

Rejuvenation 

Actions 

0 00.00-04.00 low ≠0 0 full 

1 04.00-08.00 low ≠0 0 full 

2 08.00-12.00 medium ≠0 ≠0 partial+full 

3 12.00-16.00 high ≠0 ≠0 partial 

4 16.00-20.00 high 0 ≠0 partial 

5 20.00-24.00 medium 0 ≠0 partial+full 

Table 2.1: Periods, loads and corresponding rejuvenation actions 

 

The proposed policy is to perform software rejuvenation according to the load 

period with respect to system’s downtime cost. In detail, in a low period, it is proposed to 

perform only full rejuvenation since shutting down the OS along with terminating all the 

running applications has less effect on system’s downtime cost.  

In a medium period, both rejuvenation actions should be performed, depending on 

the level of resource degradation, in order to effectively prevent resource exhaustion and 

consequently a software failure. Finally, in a high traffic period, since full rejuvenation 

causes important downtime cost, is not recommended to be performed. Hence, in the high 

traffic period only partial rejuvenation should be performed. 

Consequently, having in mind the model of Figure 2.1 and the fact that λ1 and λ2 

vary from period to period, the system reveals a non-homogeneous behavior.  

Taking also into account that the system performs in the same manner every day, 

there is also a cyclic behavior. Hence, a CNHMC is considered to model software 

rejuvenation in the client-server system model with s = 4 states. However, the only 

problem is that the traffic periods are not of the same length, a fact that impedes studying 

system’s behavior with CNHMC. Hence, periods can be defined as shown in Table 2.1. 

Thus, the evolution of the system in time is described by a CNHMC of six periods. 

Notice that the first period yields for m = 0 and the sixth for m = 5. Steady state probability 

distribution is provided using formula 11 −−= mmm pππ  for m = 1, …, 6, given that the 

embedded Markov Chain of the the process is irreducible, aperiodic with all states 

recurrent non-null, as it can be seen in Figure 2.1 .  

In order to avoid misunderstandings, notice that mπ , m = 1, …, 6 is the steady-state 

probability at the end of the mth period, 0π is the corresponding probability distribution at 

the beginning of the first period and 1−mp , m = 1, …, 6, is the transition probability matrix 
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for the (m-1)th period. Notice also that the end of the sixth traffic period coincides with the 

beginning of the first period indicating that 60 ππ ≡ . Hence: 

065432100556

432100445

32100334

2100223

100112

001

and ππppppppπpππ

pppppπpππ

ppppπpππ

pppπpππ

ppπpππ

pππ

≡==

==

==

==

==

=

  (2.1) 

and the steady state distribution can be computed by solving equation 

( ) 0Ippppppπ =−5432100  with the additional condition 1
E 0 =∑∈i

i)(π , where E is the state 

space of the model. 

Consequently the appropriate framework for studying the behavior of the proposed 

rejuvenation model in the long run is available. Deriving the limiting probability 

distribution for each period will contribute in introducing some performability indicators 

that depict the proposed model’s performance.  

A classical performability analysis need to be carried out in order to evaluate the 

expected downtime cost of the presented rejuvenation model. The study is based on [68], 

where the expected downtime cost is adopted as a performance measure. 

Similarly, with the procedure already presented, the Limit Total Expected 

Downtime Cost (LTEDC) in an interval of L time units, for each period of the CNHMC is 

given by the following equation: 

5,4,3,2,1,0,C
E

,i =×







= ∑

∈

mLLTEDC
i

imm π    (2.2) 

where im ,π  expresses the steady-state probability of state i in period m. Notice that the 

reward of each state is independent of the period. Index ci which in practice represents the 

cost of being at state i, takes values Ci = 0, i∈{1,2} and C3, C4 for the rejuvenation and the 

failure state correspondingly. Due to the scheduled nature of the downtime caused by 

rejuvenation: C3 << C4. 

LTEDC as n tends to infinity tends to a limit that changes from hour to hour but 

remains the same every day at the given hour. Hence LTEDC expresses the limiting down 

time cost at each hour of the day [106]. 
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Consequently, the performance of the proposed rejuvenation model with full, 

partial and failed rejuvenation in the sense of expected downtime cost (LTEDC), can be 

studied for each period, with respect to the fluctuation of the rejuvenation rate.  

To simplify the study of a system with a cyclic non-homogeneous Markov 

behaviour, sometimes an approximation of the system’s behavior is considered, by 

modelling it with a HMC. In the case of HMC framework, the corresponding transition 

rate matrix would be: 

( )
( )
















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++−

+−

−

=

µµ
λλλλλλ
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αα

00

0

00

332121

rr
Q    (2.3) 

 

To be more precise, an aggregation of the state transition rates of the client-server 

system is assumed, in order to highlight the differences between HMC and the proposed 

CNHMC modelling, in terms of the steady-state probabilities and the LTEDC measure. 

The homogeneity of the chain is violated by the fact that rates λ1 and λ2 vary from 

period to period. Consequently an aggregation of these rates is done, shown in the 

following equations, based on Table 2.1. In the following equations, terms λm,1 and λm,2 

stand for the corresponding rejuvenation rates over a period m = 1, 2, …, 6: 
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As a result, the corresponding transition rate matrix for the HMC Q’, and the known 

system of equations to be solved for deriving the steady-state probability distribution 

given that the homogeneous process is irreducible recurrent, along with the 

corresponding limit total expected downtime cost measure HLTEDC, can be computed 

based on the following equations: 
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Consequently measures LTEDC and HLTEDC for the CNHMC and the 

corresponding HMC can be then compared in order to indicate whether an 

approximation of modelling the client-server system by a HMC is valid or not. If the two 



                   Chapter 2 28 

measures do not reveal important differences, HMC can be used; otherwise the system 

ought to be modelled by a CNHMC. 

Either in the case of LTEDC or HLTEDC, given the provided framework, optimal 

rejuvenation policies minimizing these measures can be distinguished. 

2.1.2 Performance Estimation of a Software System under Partial, Full and 

Failed Rejuvenation 

Extending the study of section 2.1.1, consider a software system that enables partial and 

full rejuvenation in order to counteract software aging phenomena that occur due to error 

conditions accumulation. Moreover consider the exceptional case of a failed rejuvenation 

action that leads software to a failure. To simplify the following study, a continuously 

running software that does not reveal a cyclic behavior is considered.  

The difference with the model presented in section 2.1.1 consists firstly in modeling 

software system’s evolution when partial, full and failed rejuvenation occurs, with a more 

detailed state transition diagram. In detail, the partial rejuvenation action, when enabled, 

returns the system to a more usable state which is not the failure probable state as in 

section 2.1.1, but a degraded state. This indicates that the degradation procedure in the 

present model is a two-step procedure. 

Secondly, instead of the limiting behavior of the software system, an approach on 

determining the transient dependability measures is introduced. Actually, estimators for 

dependability measures such as availability reliability and system’s failure rate are 

introduced to capture the performance of the proposed rejuvenation model. 

These are Maximum Likelihood (ML) estimators for the instantaneous availability, 

the reliability and the failure rate functions. The maximum likelihood estimators have 

been proven to be more efficient than the usual empirical estimators [110], which have 

been used so far in the rejuvenation literature [71], [107]. The consistency of the above 

estimators can be shown based on some simulation results.  

In the literature on statistical inference of stochastic processes, two observation 

procedures can be met. Either a single realization is observed during a time interval or a 

number of independent and identical realizations in the same time interval are observed. 

In the present work the procedure of one single realization is adopted and the upper 

bound of the time interval is assumed to approach infinity. The evolution in time of the 

rejuvenation model proposed, can be described by a Markov process. Several works in the 
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literature deal with maximum likelihood estimators for either the transition probability 

matrix or for the infinitesimal generator matrix for finite-state Markov process [2], [6], 

[20]. The present work is based on getting direct estimation of the transition probabilities 

by the exponential formula [110]. 

It is also interesting to examine the behavior of the estimators for different 

rejuvenation policies, in order to be able to distinguish the optimal one as far as the 

transient system analysis is concerned. 

Finally, the ML estimators in the case of not adopting partial rejuvenation can also 

be derived for various rejuvenation policies in order to be compared with the 

corresponding estimators for the partial and full rejuvenation model. This is for 

distinguishing which model provides higher availability and reliability levels and reduces 

model’s failure rate. 

As shown in Figure 2.3, system’s software starts operating at a robust state (state 1). 

When the software runs continuously it may experience resource degradation and in this 

case enters a degraded state (state 2). If system’s software continues to reveal a degrading 

performance behavior, it enters the failure probable state (state 3). It is assumed that from 

the failure probable state the system can either enter the rejuvenation state or the failure 

state with the same probability. Let the rejuvenation model shown in Figure 2.3 be called 

Model 1. 

Let X= }0),({ ≥ttX  be a homogeneous continuous time Markov process with state 

space },,,,{ 54321E =  and infinitesimal generator matrix Ejiijq ∈= ,)(Q  where: 

∑
≠∈

−=−=≠≥
ikEk

ikiiiij qqqjiq
,

,,0     (2.6) 

Let also Eiia ∈))((  be the initial distribution of X  and 0)),(()( ≥= ttpt ijP  its transition 

function with: 

])(|)(Pr[

])0(|)(Pr[)(

ihXjhtX

iXjtXtpij

==+=

===
    (2.7) 

and in this case the solution of the Kolmogorov equation is: 

 

QP tet =)(       (2.8) 
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Figure 2.3: Transition diagram for partial full and failed rejuvenation 

 

Moreover denote the jump times of the process by ......0 110 <<<<<= +nn TTTT  and 

let nnn TTW −= +1:  be the sojourn times in the successively visited states. The discrete time 

process X= },{ 0≥nXn  is the Embedded Markov Chain (EMC) of )(tX  with transition 

probability matrix: 









=

≠
=

ji

ji
q

q

ji i

ij

,0

,
),(Q      (2.9) 

By denoting with }:0sup{)( tTntN n ≤≥=  the number of jumps in the time interval 

(0,t], the following expressions stand for the CTMC and the EMC: 

0),( ≥= nTXX nn  and 0,)( )( ≥= tXtX tN    (2.10) 

A sample path of }0),({ ≥ttX  starts at state 0X  at time 0, remains in 0X  for 0W  units 

of time, jumps to 1X , remains there for 1W  units of time and it continues at the same 

manner until it jumps to 1)( −TNX , remains for 1)( −TNW  units of time and finally jumps to 

state )(TNX  and remains there at least up to time T  [110]. This path can be represented by 

the sequence: ),,(),,(),...,,(),,(( )()(1)(1)(1100 TNTNTNTN WXWXWXWX −−  )(TNT TTU −= . 

The behavior of the maximum likelihood estimators for instantaneous availability, 

reliability and failure rate for the software rejuvenation model presented, can be derived 

and their consistency can be studied. Moreover, the behavior of the aforementioned 

estimators for Model 1 can be compared with the corresponding estimators for a 

rejuvenation model (Model 2) which is presented in Figure 2.4, in order to show the 

efficiency of adopting partial rejuvenation as far as availability and reliability are 

concerned 
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Figure 2.4 Transition diagram for full and failed rejuvenation 

 

The maximum likelihood estimators of the dependability measures are based on the 

maximum likelihood estimator of the generator matrix Q  of the process }0),({ ≥ttX  [110]. 

The asymptotic properties for the estimator of Q  have been proved in [6] and [20]. 

Finally, consistency and asymptotic normality of maximum likelihood estimators of 

availability, reliability and the failure rate for a continuous time Markov process have 

been proved in [110]. 

Suppose that K independent sample paths of }),({ 0≥ttX are observed and let 

),( KTN ij denote the number of transitions from state i to state j observed during K trials 

in the interval [0, T]. Let also ),( KTVi  denote the total time spent in state i during K trials 

in the interval [0, T]. Then the maximum likelihood estimator of the generator matrix Q, 

Ejiij
KTqKTt ∈

∧∧
= ,)),((),;(Q  can be derived ([110]): 
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   (2.11) 

To simplify the calculations K = 1 is settled denoting a single trial and )(Tq
ij

∧
as 

∞→T  is studied. Theoretical justifications concerning the above expression can be found 

in [2] and [110]. 
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For deriving the estimators, at first the state space E has to be partitioned into two 

subsets U and D containing the operational and the down states correspondingly such 

that DUE ∪= , ∅=∩ DU , ∅≠U and ∅≠D . In both rejuvenation models presented in 

Figures 4.5 and 4.6, states 1, 2 and 3 are the operational states. On the other hand, the 

rejuvenation state 4 and the failure state 5 are the down states. Moreover, with respect to 

this partition, the generator matrix Q and the initial distribution vector α are also 

partitioned as: 

( )
D    U

,
D

U
D       U

21
2221

1211
ααα

QQ

QQ
Q =








=  

Additionally let ( )T
3,5 00111=1  and ( )T

3 111=1 . 

In the case of considering a CTMC for describing the evolution of the partial, full 

and failed rejuvenation model, the instantaneous availability is given by: 

0],U)(Pr[)( ≥∈= ttXtA     (2.12) 

which in mathematical notation is: 

0,)( 3,5 ≥⋅= tetA t 1α
Q      (2.13) 

and the maximum likelihood estimator for A(t)is: 

0,);( 3,5
);( ≥=

∧∧
teTtA Ttt 1α

Q     (2.14) 

Correspondingly, system reliability R(t), given that the system starts working in 

state i with U∈i is : 

0],U)(],,0[Pr[)( ≥∈∈∀= tuXtutR    (2.15) 

and is given by: 

0,)( 31 ≥= tetR t 1α 11Q      (2.16) 

The corresponding maximum likelihood estimator for the reliability is: 

0,);( 3
);(

1 ≥=
∧∧

teTtR Ttt 1α 11Q     (2.17) 

As far as the failure rate is concerned, it can be defined as: 

)  Pr(
1

lim)(
0

tThtTt
h

t
h

>′+≤′<⋅=
→

λ  

where T’ is the hitting time of subset D (down states) [110]. T’ is known as the lifetime of 

the system. For the Markov process adopted in this section, the failure rate function can be 

expressed as: 



2.1. Markov Models for Failed Rejuvenation  33 

 















=

>−=−

=

0)(                               0

0)(,
,

,

)(

)(

)(
31

31

tR,

tR
e

e

tR
dt

tdR

t

t

t

1α

1Qα

11

11

Q
11

Q

λ    (2.18) 

Consequently, based on equation (2.11) and (2.18), the ML estimator of system’s 

failure rate is given by: 
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11
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λ     (2.19) 

Based on the transition probabilities among the states of the transition diagram in 

Figure 2.3, the estimator of the generator matrix can be derived and consequently the 

estimators of the instantaneous availability, reliability and failure rate can be also 

determined. 

In order to estimate Q based on ),( KTN ij  and ),( KTVi  a sample trajectory of the 

system in time interval [0,T] is generated and by using the embedded Markov chain 

method the rejuvenation model is simulated. The aforementioned method consists in 

using the transition probability matrix of the EMC in order to distinguish the next state 

and in generating the sojourn times of the visited states, using exponential distribution 

functions. 

Given the estimators for availability, reliability and failure rate, firstly their 

consistency can be shown. Additionally, since they are functions of the rejuvenation rate r, 

various policies with respect to r can be tested to distinguish the optimal one that 

improves the perfomability measures. Innovatively in the area of rejuvenation, the 

optimal policies can be proposed according to ML estimators instead of the empirical ones 

that are used in the literature.  
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2.2 Software Rejuvenation for Optimizing Free Resources  

2.2.1 Software Rejuvenation for free Physical Memory Optimization  

The first approach on software rejuvenation’s contribution in improving the performance 

of software systems concerns the free physical memory of a computer system. A software 

system that experiences resource exhaustion due to memory leaks and other aging related 

faults is considered. In this approach, the amount of free physical memory is used as a 

measure for the resources that degrade. 

Software rejuvenation is hence proposed to be adopted in order to prevent a 

continuously running software system from resource exhaustion. The first factor to decide 

on, is when to perform rejuvenation. In other words, the rejuvenation policy to apply has 

to be determined. Memory allocation and release is assumed to be totally arbitrary 

indicating that the time to the next memory allocation demand and to the next job service 

(memory release) is exponentially distributed. The aforementioned assumption indicates 

that a stochastic process whose future state depends only on the present one, can describe 

the evolution of the system. Consequently, a homogeneous continuous time Markov chain 

(CTMC) is adopted to model system’s behavior.  

However, the free physical memory of a system may depend on time, in the sense 

that the rate of memory allocation or memory release can vary with time. For instance, the 

free physical memory of a server of an organization depends on the employees working 

hours. But in such a system, a periodic behavior of memory allocation and release is 

observed, since the employees working hours are the same from day to day. Such a 

periodic evolution of the free physical memory can be modelled by cyclic non-

homogeneous Markov chains (CNHMC). 

Since rejuvenation incurs an overhead when performed, as it stops occasionally the 

running software, cleaning its internal state and then restarting it, a downtime cost occurs. 

In the case of modelling free physical memory usage, rejuvenation consists in releasing an 

amount of free memory. To do so, the system under consideration has to be halted for a 

time period, a fact that incurs cost. This downtime cost comprises a system’s performance 

measure, which can be optimized by adopting the appropriate software rejuvenation 

policy. 

 

 



2.2. Software Rejuvenation for Optimizing Free Resources 35 

 

10

20

30

40

50

60

70

80

90

100

2418126
Hours

fr
ee

 p
h

y
si

ca
l 

m
em

o
ry

 (
%

)

ℓ8

ℓ7

ℓ6

ℓ5

ℓ4

ℓ3

ℓ2

ℓ1

10

20

30

40

50

60

70

80

90

100

2418126
Hours

fr
ee

 p
h

y
si

ca
l 

m
em

o
ry

 (
%

)

ℓ8

ℓ7

ℓ6

ℓ5

ℓ4

ℓ3

ℓ2

ℓ1

 

Figure 2.5: Variation of free physical memory within a day ([67]) 

 

2.2.1.1 Homogenous Markov model for software rejuvenation  

The general model studied, is a system that can run and serve continuously during a day. 

A time-based load of the system is assumed, with a peak period. In detail, the free 

physical memory usage is assumed to be differently allocated and released, depending on 

the period of the day. Rejuvenation is adopted in order to release some amount of free 

physical memory that are not used but are still captured. To initiate rejuvenation actions, 

the level of the remaining free physical memory can be monitored. 

Two levels of rejuvenation actions are proposed: partial and full rejuvenation. 

Partial rejuvenation lasts less, incurring a lower operational cost, but improvements made 

by this action are not that effective as the corresponding improvements made by full 

rejuvenation [141]. Nevertheless, full rejuvenation incurs an increased operational cost. 

Full rejuvenation action is triggered when the degradation level is high, resulting in an 

extremely pure system performance. When full rejuvenation is performed, each service 

stops, and the OS is restarted to recover all its free memory. 

For the analysis of this model it is necessary to define eight parameters ℓ1, ℓ2,..., ℓ8 to 

mark the free memory levels as it is represented in Figure 2.5 [67]. Some rejuvenation alert 

thresholds are settled in order to mark when rejuvenation should be initiated. The critical 

level for free physical memory is ℓ8, because when free memory is less than ℓ8, the system 

will eventually crash as it has run out of memory and a reboot will bring it to the state
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Figure 2.6: State transition diagram of the CTMC for the free physical memory 

 

where the free memory level is ℓ1. Partial rejuvenation alert threshold is ℓ4 though full 

rejuvenation alert threshold is ℓ7. Once the amount of free memory is less than ℓ4 and 

higher than ℓ5, partial rejuvenation should be triggered. Correspondingly, when it is less 

than ℓ7 and higher than ℓ8, full rejuvenation action is initiated, as shown in Figure 2.6.  

The concept of the model is that the free memory level reduces when an application 

is initiated and increases when an application is terminated. Leaving the process without 

any rejuvenation actions, will lead the system to a graceful degradation and it will finally 

crash. When the free physical memory is reduced below level ℓ4 partial rejuvenation 

action is triggered in order to release an amount of memory. Some of the running 

applications or parts of them are disposed in this case. When resource degradation is 

higher and exceeds level ℓ7 full rejuvenation is initiated by stopping each service and 

restarting the OS in order to restore the free physical memory to its highest level. Each 

state of the model represents the state of the system at different memory levels. The 

structure-state of the system and the transition rates are shown in Figure 2.6. According to 

the above description, the degradation levels are classified as follows: 

0: all the amount of memory is free 

i: free memory level is less than ℓi and greater than ℓi+1 , i = 1,…,7. 

8: free memory level is less than ℓ8. 

A stochastic process X = {X(t), t ≥ 0} is defined, which represents the evolution of the 

system in time. Let E denote the state space of the process. The sojourn times in the 

structure-states are assumed to be exponentially distributed and hence X is a CTMC. 

Since the system presented is assumed to run continuously for a long period of time, its 

limiting behavior is of interest.  

For an existing limiting probability jπ   



2.2. Software Rejuvenation for Optimizing Free Resources 37 

 

0=
→∞ dt

d j

t

π
lim      (2.20) 

and based on Chapman-Kolmogorov equation the following linear system of equations is 

derived: 

E0 ∈∀−=∑
≠

jqq
ji

jjiji ,ππ     (2.21) 

which after defining the steady-state probability vector [ ]K,, 21 ππ=π , becomes in matrix 

form: 

0Qπ =⋅       (2.22) 

with Q(t)=[qij(t)] be the infinitesimal generator matrix with diagonal entries qii(t)=-qi(t). 

One possible solution is jπ = 0 for all j. To determine a non-zero unique solution the 

following probability property is used as an additional linear equation: 

1
E

=∑
∈j

jπ      (2.23) 

Consequently, the limiting distribution has to be derived through solving the linear 

system of equations (2.22) and (2.23), where the generator matrix Q is an (n x n) matrix 

with n denoting the total number of states which are designated according to the 

degradation levels. The solution π  exists since X(t) is an irreducible recurrent process [30] 

as it can be observed by Figure 2.6. 

The transition rates (applications initiated or terminated correspondingly per hour) 

are denoted by αi, i = 1,…,8 and βj, j =1,…, 5. Let r1 and r2 denote the partial and full 

rejuvenation correspondingly, and let µ3 denote the repair rate. 

In case of a fine-grained model, where the amount of free physical memory is 

partitioned into small amounts resulting in a model with a high number of states, for the 

efficient computation of the limiting probability distribution, a permutation or a reorder 

of the graph is needed, such that the coefficient matrix of the resulting system B·u = s will 

be of the general form of an arrowhead type structure [59], [62], [102], as it is shown in 

section 1.3. Efficient computational methods, as those described in section 1.3, have been 

used in similar models [59], [62]. 

In order to examine the overall efficiency of the system, rejuvenation policies and 

costs should be considered. The aim is to determine the optimal time to perform software 

rejuvenation. Therefore, the downtime cost of the system during rejuvenation must be 

taken into account to make a decision on rejuvenation.  
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To compute downtime cost, a performability indicator is used. In the following 

notation Cf stands for the failure cost per unit of time, 
1rC stands for the partial 

rejuvenation cost per unit of time, and 
2r

C  for the full rejuvenation cost per unit time. It is 

obtained that 
21 rfrf CCCC >> , and additionally 

21 rrf CCC +> . According to the 

definitions of partial and full rejuvenation, the second rejuvenation action is more cost 

effective than the first, which implies
21 rr CC < . 

For defining the performability indicator let firstly the state space E of the Markov 

process be partitioned into subsets U containing the operational states D containing the 

down states such that DUE ∪= , ∅=∩ DU , ∅≠U and ∅≠D . Let also  
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defining the reward function ii rCiw ⋅=)( . The cost per unit of downtime is denoted as: 

∑
∈

=⋅=
Ei

itXiwtXg })({)())(( 1     (2.24) 

where )(tX  denotes the state of the system at time t. Then the expected downtime cost is 

given by the following equation ([101]): 
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System’s performance can be measured by the total expected downtime cost in the 

long run, hence the Total Expected Down Time Cost (TEDC) in the steady state in a time 

interval of L time units, is given by ([68]): 
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which is finally: 

( ) LCCCLTEDC rrf ×⋅+⋅+⋅= 748 21
πππ)(    (2.27) 
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2.2.1.2 Modeling periodic behavior with CNHMC 

Depending on the system to be modeled, the behavior of the free physical memory 

(allocation and release) can be time dependant. For example, when referring to a client-

server system, its load may be time dependant resulting in a varying behavior of the free 

physical memory. Consequently, aging related faults (relevant to resource degradation) 

can occur with different frequency with respect to the time period under consideration. In 

high traffic time period, memory usage reaches higher levels in comparison with a low 

traffic or an idle period. Due to the aforementioned status of the system, depending on the 

load period, a different rejuvenation policy has to be adopted. It is tangible that on one 

hand in a high traffic period rejuvenation is necessary as resource degradation occurs 

extensively. On the other hand, performing rejuvenation in such a period causes higher 

cost for the system since many clients are interrupted from being served. Additionally, an 

idle period is ideal for performing rejuvenation since not only the system is restored to a 

more usable state but also there is less cost due to service interruption.  

A tradeoff between rejuvenating to avoid failures and reducing downtime cost has 

to be distinguished. To determine this tradeoff the appropriate rejuvenation policy has to 

be adopted. But rejuvenation rates should vary according to system’s load and hence they 

should be time-dependant. Referring to a client-server system, one can observe that 

system’s load and consequently resource consumption/release, reveals a periodic 

behavior from day to day. This periodicity should be also adopted in order to schedule an 

optimal rejuvenation policy. To model time-dependant rejuvenation with a cyclic 

behavior, a CNHMC is adopted. The appropriate theoretical framework for such a study 

has been given in section 1.2.4. 

Suppose that periodicity is revealed daily for a client-server software system. It is 

obvious that during the late hours of the night a few clients request for resource (physical 

memory) and therefore a rejuvenation procedure would be more appropriate to be 

performed then, in order to minimize the cost of these actions. The transition rates of 

initiating or terminating an application and even more repairing the system can be 

consider as constants over time. 

To denote the time dependency of the rejuvenation rates, these can be defined as 

r1(n) and r2(n), where n denotes time. The aim is to model system’s behavior during a day 

(24 h) and propose a rejuvenation policy that optimizes the cost function. A preliminary 

step is to divide the day into three periods, i.e. the first one from 00:00 (midnight) to 08:00, 
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the second one from 08:00 to 16:00, and the third one from 16:00 to 00:00 (midnight). This 

partition is not imperative as more or even less than three periods can be used. 

In order to derive the cost function, the steady-state probabilities are needed. Since 

the embedded Markov chain of the CNHMC is irreducible, aperiodic chain with all states 

recurrent non-null as it can be seen in Figure 2.6, the steady-state probability distribution 

exists. The steady-state probabilities at the beginning of the first period correspond to the 

solution of the homogeneous case. Modeling with CNHMC offers the advantage to 

determine the steady-state probabilities for the mth period using equation 

11 −− ⋅= mmm pππ  , m ∈{1, 2, 3}    (2.28) 

with pj denoting the transition probability matrix of period j. As the system under 

consideration evolves in continuous time, the procedure of digitization is followed, 

introduced in section 1.2.4.  

Consequently, the steady state probability distribution for each period can be 

derived. At the beginning of the first period the steady state probability distribution is π  

ππ =0       (2.29) 

For the first period (00:00-08:00, r = 1) the limiting distribution is  

001 pππ =      (2.30) 

with 0p  denoting the transition probability matrix during the first period. For the second 

(08:00-16:00, m = 2) and the third (16:00-24:00, m = 3) period correspondingly the limiting 

probability distribution are given by: 

112 pππ =      (2.31) 

223 pππ =      (2.32) 

Notice that the end of the third period is identical with the beginning of the first one 

thus 03 ππ ≡  The stationary probability distribution can be computed by solving the 

linear system ( ) 0Ipppπpppππ =−⇔= 210021000  with the additional constraint 10 =n1π  

where 1n is a n-dimension vector with ones. Therefore, in compact matrix notation, the 

following system is obtained: 

bAu =       (2.33) 

where 
( )
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 −
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11

T
210

K

Ippp
A  and bT =[0,0,…, 1], with ( )T

210 Ippp −  in the n-1 first rows of A 

and with bT composed by n-1 zeros followed by an one. 
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The steady-state probabilities that are involved in the problem are π8, π7, π4, and the 

cost function is the one of equation (2.27). Hence, the cost function for each period needs 

to be determined: 

12 4171811 r,r,f, CCC πππTEDC ⋅+⋅+⋅=     (2.34) 

12 4272822 r,r,f, CCC πππTEDC ⋅+⋅+⋅=     (2.35) 

12 4373833 r,r,f, CCC πππTEDC ⋅+⋅+⋅=     (2.36) 

where TEDC1 stands for the cost function for the first period, TEDC2 for the second and 

TEDC3 for the third period. Furthermore, 478 ,, r,r,r, ̟̟̟ , are the steady-state probabilities 

of the failure, the full and partial rejuvenation states correspondingly for period r. 

The rejuvenation rates are functions of time depending on the referred period. 

Hence partial and full rejuvenation rate values for the first period are r1(1), r2(1), for the 

second are r1(2), r2(2) and for the third period r1(3), r2(3). These expressions of the 

rejuvenation rates are involved in equations (2.34-2.36). 

In order to derive the optimal rejuvenation policy, which will be cost effective, the 

rejuvenation rates r1 and r2 have to be examined. Furthermore, the load of the system 

according to time has to be taken into account. It is evident that performing rejuvenation 

prevents failures but it costs because the system does not serve the clients during 

rejuvenation periods. The policy proposed for the presented software system is to 

perform more often rejuvenation actions in the first period (00:00–08:00) where there are 

not many clients and consequently reduced cost is achieved. In the second period (08:00–

16:00), when the number of clients is higher, the values of the rejuvenation rates have to 

be lower than in the first period in order to avoid performing rejuvenation frequently 

during this period, which will keep the clients out of service for a time period. Finally, in 

the third period (16:00–24:00), the values of the rejuvenation rates have to be increased 

compared to the rejuvenation rates of the second period, but lower than the values of the 

first period, because the number of clients that can be served during this period is lower 

than the second period but may be higher in comparison with the first period. By 

considering the load of the system, it is obvious that when the number of clients is 

increased, the cost of the model is increased. A new cost function is consequently derived 

as follows: 

( ) )()()( 21 xnrnrkCTED β++=′      (2.37) 
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where the term ( ))()( 21 nrnrk +  denotes the increase of the total cost when the rejuvenation 

rates are increased (k is a positive constant) and the term β(x), x = 0, …, 24, denotes the 

number of clients in the system at each hour of the day. The rejuvenation rates take values 

r1(1), r2(1), r1(2), r2(2), r1(3), µ2(3), respectively to the three periods. Hence, a function 

denoting the total cost is defined as: 
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Concluding, the rejuvenation policy which is proposed for the present model 

consists in having high rejuvenation rate values at the first period (00:00–08:00) when the 

load of the system is not that high and reduce them at the second period (08:00–16:00) 

when there are more clients. Finally at the third period (16:00–00:00) when the load of the 

system is lower than in the second period, it is proposed to adopt higher values for the 

rejuvenation rates compared to the second period and lower values compared to the first 

period.

2.2.2 Multiple Rejuvenation Actions 

Consider the above presented system where the amount of free physical memory is used 

to model resource degradation, and furthermore assume that the system is considered to 

be a client-server system that runs continuously during the whole day and experiences 

degradation that may lead to a failure. A model, in which two rejuvenation actions are 

performed, is presented, studied and with the use of Markov reward models the cost of 

performing rejuvenation is derived. Additionally, a second model in which four 

rejuvenation actions are performed is also studied and the cost of this model is derived 

too. The final objective is to determine the optimal rejuvenation model in terms of 

downtime cost. The aim consists in distinguishing which is the optimal rejuvenation 

strategy in terms of partial and full rejuvenation and even more in terms of how many 

rejuvenation actions should be triggered to affect positively the downtime cost. 

2.2.2.1 Partial and full rejuvenation actions 

The first rejuvenation model consists in performing two rejuvenation actions when the 

degradation of the system resource reaches two certain levels [67]. The first rejuvenation 

action, which is a partial rejuvenation action, is triggered when the amount of free 
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memory reaches 60%. Notice that the proposed memory level to activate rejuvenation is 

not strictly prescribed.  

The second rejuvenation action is a full rejuvenation action and it is performed 

when the degradation level is high and the system seems to be out of service. This 

rejuvenation action is performed when the amount of free memory reaches 20%.  

2.2.2.2 Only partial rejuvenation actions 

The second rejuvenation model consists in performing four rejuvenation actions. These 

rejuvenation actions are performed again when the degradation reaches some certain 

levels. The difference in this rejuvenation policy is that it is performed at four different 

free memory states with the same rejuvenation rates. Rejuvenation actions in this model 

are of the first type (partial rejuvenation) and are triggered when the amount of free 

memory reaches 70%, 50%, 30% and 10% correspondingly. By performing rejuvenation 

more often in this model, one can manage to “clean’’ the system more often. On the other 

hand, due to the cost partial rejuvenation actions are preferred. 

In order to distinguish which of these two models incurs less cost, an analysis based 

on performability indicators is presented for each one. 

A stochastic process X={ 0),( ≥Χ tt } is defined to present the evolution of the system 

in time. The sojourn times in the structure-state model are assumed to be exponentially 

distributed. Hence Χ  is a CTMC. A finite number of exponential phases may 

approximate the sojourn times even when they are general distributed [118]. 

Since the present software system runs continuously, to describe the behavior in the 

long run, the steady-state probabilities have to be derived. The steady-state probability 

vector π , given that X(t) is an irreducible recurrent process, it can be derived by the 

solution of the known linear system of equations (2.22) and (2.23). 

In both models the transition rates from state to state are denoted as iα  and jβ . Rate 

µ  is the repair rate in both models and the rejuvenation rates are denoted as rk where k 

=1, 2 for the first model and k = 1, 2, 3, 4 for the second model. In the first model r1 is the 

rate of performing partial rejuvenation and correspondingly r2 is the rate of performing 

full rejuvenation. In the second model all of the four rates r1, r2, r3, r4 refer to partial 

rejuvenation actions. 

In the first case of software rejuvenation modeling, the state diagram is the one of 

Figure 2.7, which consists of 20 states. Each state of the above diagram represents an
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Figure 2.7: State transition diagram for partial and full rejuvenation actions (* amount of captured 
memory) 

 

amount of free physical memory. Without loss of generality, the total amount of free 

physical memory is divided into 20 equal levels. Hence at state 1 all the memory is free.  

At state 2 an amount of 5% of memory is captured and hence state 2 represent the 

system when 95% of the physical memory is free. At state 20 the amount of free memory 

is less than 5% and the system is failure prone.  

The process transits from state i to state i+1 when applications are initiated and an 

amount of memory is captured and from state i+1 to state i when applications are 

terminated and memory is released.  

According to the state transition diagram, when the amount of free memory reaches 

60%, i.e. the process reaches state 9, a partial rejuvenation action is triggered and the 

system returns to a state of 20% more memory free. In the state diagram, this action makes 

the process return from state 9 to state 5 with rejuvenation rate r1. When the degradation 

of system resources is higher and the level of free memory reaches 20%, full rejuvenation 

is performed in order to free up 50% of memory. For the process, this event indicates that 

it returns from state 17 to state 7 with rate r2. When resource consumption is such that the 

amount of free memory reaches 5%, the system does not serve its clients properly and it 

will eventually experience a software failure. Software has to be rebooted in order to 

return to an “as good as new” state. A reboot is performed with rate µ and the process 

returns from state 20 to state 1, where all the physical memory is restored. 

Similarly with the first software rejuvenation model, the amount of free physical 

memory is divided into 20 equal levels and the corresponding state transition diagram is 

shown in Figure 2.8. As far as the concept of the model and how initiating applications 
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Figure 2.8: State transition diagram when employing only partial rejuvenation actions (* amount of 
captured memory) 

 

captures the free memory and how memory is released by terminating applications 

concerns, the second software rejuvenation model has the same motivation as the first 

one. Furthermore, the states in this model represent the same amounts of free memory as 

in the first model. Finally, the process moves from state to state as in the first model. 

As depicted in Figure 2.8, when the amount of free memory reaches 70%, a partial 

rejuvenation action is performed in order to release 10% of memory, with rate r1. For the 

process, this action indicates that there is a transition from state 7 to state 5. Notice that in 

this rejuvenation model all the actions are partial rejuvenation actions and they terminate 

useless applications, after all the necessary data have been saved. Furthermore, when the 

amount of free memory reaches 50%, a rejuvenation action is also triggered with 

rejuvenation rate r2 and the process transits from state 11 to state 9, and as a result 10% of 

physical memory is released. Two more rejuvenation actions with the same motivations 

and results are also triggered in this model. The first one occurs when free memory 

reaches 30% and the process transits from state 15 to state 13 and the second one occurs 

when the free memory of the system is 10% and the process returns from state 19 to state 

17. These rejuvenation actions are performed with rates r3 and r4 correspondingly. In both 

of these rejuvenation actions an amount of 10% of memory is released. At last, when the 

degradation is high, which means that many applications are initiated and the system is 

too loaded to serve any more, a failure occurs. Hence, a reboot is needed, which is 

performed with rate µ, and the process returns from state 20 to state 1, where software is 

“as good as new”. 
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The behavior of the system in the long run is of major concern in order to determine 

the downtime cost of both rejuvenation models and hence compare them to propose the 

optimal one. Consequently, the limiting probability distribution is needed which is 

computed through the known system of linear equations (2.22) and (2.23), which after the 

appropriate modifications formulate a linear system of the compact form Bu=s. the 

resulted system is solved using the Explicit Preconditioned Generalized Biconjugate 

Conjugate Gradient-STAB (EPGBICG-STAB) method, presented in section 1.3.  

The advantage of performing rejuvenation in such systems is that one can manage 

to take the appropriate preventive actions to avoid a software failure. As already stated 

rejuvenation incurs an overhead resulting in a downtime cost, but on the other hand due 

to its scheduled nature incurs less cost than an unplanned failure. The objective is to 

distinguish a tradeoff between the above concepts and derive an optimal rejuvenation 

policy with respect to downtime cost.  

Similarly in a multiple rejuvenation model, a performability indicator is adopted to 

compute the downtime cost. As in the model of section 2.2.1.1 let 
1rC stand for the partial 

rejuvenation cost per unit of time, 
2r

C  for the full rejuvenation cost per unit time and fC  

for the failure cost per unit of time.  

Obviously 
21

, rfrf CCCC >> and 
21 rrf CCC +> . According to the definitions of 

partial and full rejuvenation, the second one is more cost effective than the first, which 

implies
21 rr CC < . For the cost analysis of the both software rejuvenation models the 

performability indicator introduced in section 2.2.1.1 is adopted, which is defined through 

equations (2.24-2.27). 

The objective of the cost analysis is to determine the TEDC. The states involved in 

the cost function are the states where the rejuvenation actions are triggered along with the 

failure states. A cost function is derived for each model and the TEDC in an interval of L 

time units is determined correspondingly. 

In the first software rejuvenation model, where partial and full rejuvenation actions 

are performed, the states involved in the cost function are state 9 (partial rejuvenation 

with rate r1), state 17 (full rejuvenation with rate r2) and state 20, which is the failure state 

of the model and repair has to performed with rate µ. Hence, the cost function, according 

to section 2.2.1.1, for this model in the steady-state since the Markov chain is ergodic, is: 
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where E is the state space of the model and 17920 ,, πππ  are the steady state probabilities of 

state 20, 9, 17 correspondingly.  

The following equations can be used in order to derive TEDC in the case of 

modeling the discussed problem in higher state dimensions. 
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In second software rejuvenation model, the states that are involved in the cost 

function are states 7, 11, 15, 19, and the failure state 20. At the first four of them, we 

assume that the rejuvenation rates r1, r2, r3, r4 are all equal and hence the corresponding 

reward is the same for each one of these states and is
1r

C . Furthermore, for state 20 the 

repair rate is µ and the corresponding reward is fC . Hence, the cost function for this 

model in the steady-state since the Markov chain is ergodic, is: 
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where E is the state space of the model and 191711720 ,,,, πππππ  are the steady state 

probabilities of states 20, 11, 15, 19 correspondingly.  

As far as TEDC is concerned, for n =100, 200, 400, 600, 800 and 1000, it can be 

computed by equations: 
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The objective is to compare the two models in terms of total expected downtime 

cost. Intuitively, performing rejuvenation by using the second strategy is preferable than 
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performing it with the first one, as one can manage to keep the system in a safer mode 

because it is “cleaned up” more often, providing better and faster service.  

Furthermore, the clients of such a system do not have to wait for a long time interval 

as when the full rejuvenation action is performed. On the other hand, it is expected that 

the cost of the second strategy will be higher than the cost of the first strategy as more 

rejuvenation states appear, a fact that contributes to the downtime cost. Actually, these 

claims can be proven by an empirical numerical example.  

An alternative approach has been given for rejuvenating a continuously running 

software for freeing up memory. The new approach suggests four different partial 

rejuvenation actions. This is just a suggestion which can be further extended.  

2.3 Selective Denial of Service and Software Rejuvenation 

The increasing number of computer systems and networks in the past years has led to an 

interest of critical importance as far as availability, performance and reliability issues are 

concerned. Especially in client-server systems that are frequently visited, the needs of 

availability are increased in order to provide a satisfactory level of service. Many other 

examples can be mentioned such as communication networks or VoIP services where 

service availability is an important issue [78], [137]. 

However, resource availability should be provided along with a satisfactory quality 

of service. There are many computer systems in which resource availability can be 

affected by the increasing number of clients requesting for resources. Simultaneously, 

resource availability itself can be affected by system’s software malfunction such as 

resource exhaustion.  

Additionally, in client-server systems like websites or organization servers (i.e. 

company or university server), from the service provider point of view it is desirable to 

provide access to various services to as many visitors as possible. For instance, free access 

in a website to any user leads to economic profit due to advertisement that appear in the 

webpage. Usually profits from advertisement are earned only when a free access user 

visits the website. But the above situation can bring up the resource availability issue as 

the quality of service provided can be affected by the load of such a system [137].  

A tradeoff between resource availability, quality of service and access to resources 

for as many clients as possible should be distinguished, since all these factors affect each 

other in some way. 
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For achieving higher levels of resource availability, a technique used to another 

research field can be used. The aforementioned technique consists in guarding/reserving 

some of the system resources that cannot be accessed by all the clients. Such a technique 

could importantly affect resource availability in client-server systems and simultaneously 

it could also contribute in assuring certain levels of availability for particular classes of 

clients.  

As a matter of fact, resource availability in a client server system can be also affected 

by the ability of the system to operate in a fault free state. Thus avoiding failures, either 

hardware or software, contributes in assuring system’s resource availability. As already 

stated, due to the extensive activity of scientists and researchers in hardware fault 

tolerance, a lot of solutions are provided in this direction letting hence the software be the 

main reason of computer system’s malfunctions. Consequently, it is clear enough that 

client-server systems should be enforced with techniques and methods that would help in 

providing higher levels of resource availability. 

2.3.1 Resource Availability Optimization for Priority Classes in a Website 

Considering a website as client-server system, in the sense that the website provider offers 

resources to various visitors, a first approach on the issue of systems’ resource availability 

optimization is presented. In detail, in such a system clients should be provided with 

quality of service and high levels of availability.  

As a matter of fact, from the service provider point of view, it is desirable to offer 

access to various services to as many visitors as possible. For instance, free access in the 

website to any user leads to economic profit due to advertisements that appear in the 

webpage. But the above situation can bring up the availability issues since the quality of 

service provided can be affected by the load of such a system. Hence, an important issue 

is to distinguish a tradeoff between free access on the website, and demands on 

availability for the visitors. 

Hence, website availability problems can be counteracted through a methodology 

proposed, consisting in organizing the visitors into different classes according to a 

membership fee paid for accessing information or services [148]. To each of the above 

classes a priority is assigned according to whether a fee is paid or not [15], [135]. Higher 

priority classes, of visitors can have access to all the website resources. Furthermore, 

lower priority classes, that visit the website for free, must have access to as many 
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resources as possible. But the increasing number of free access visitors can lead to 

resource degradation which leads to resource unavailability. For this purpose, it is 

proposed to reserve resources that can be accessed only by higher priority classes. But 

reserving an amount of resources can lead to resource unavailability for lower priority 

classes. Hence, a tradeoff between higher priority classes’ demands on resource 

availability and free access to as many resources as possible has to be distinguished. 

The above tradeoff can be determined in terms of optimization. The following work 

consists in discretization of the resources that are available on the website and 

management of the resource access among the visitors. The use of resources from visitor 

classes according to priorities is modeled by a Markov process and an optimization 

problem is formulated. In fact, the optimization in such a problem has the meaning of 

minimizing the probability that a website user has no further access to site’s resources 

[70], [81]. This kind of probability is called blocking probability [65], [93]. The problem to 

examine is to minimize the probability of higher priority visitors, subject to the condition 

that the probability of free access visitors’ denial of service do not exceed a predefined 

level. 

Consider a website where visitors arrive, request for resources and leave the site 

when they are served. When a website visitor arrives either he can have access to all the 

information and services if he belongs to a high priority class, or he has limited access if 

he visits the website for free.  

The total amount of resources that the website can provide is divided into levels. 

High priority class can access all resource levels in contrast to free access visitors who 

experience a denial of service when website resources are gracefuly degraded. In the case 

of resource degradation, visitors that are already served are not interrupted. Only new 

free access visitors cannot be served.  

In order to assure a satisfactory quality of service to membership fee (high priority) 

visitors, an amount of resources has to be reserved in order to be exclusively used by 

them. The resource reservation procedure is described by guarding g levels of resources 

[65]. In order to explain in detail the methodology, consider a stochastic process X which 

denotes the amount of captured resources at time t. Then X={X(t), t ≥ 0} is a birth-death 

type process. The state space of the model is defined by the set E, which is divided into 

two subsets. The first subset is the subset of states (amount of resources) that can be 

accessed by all website visitors and is denoted by A. The second subset is the subset of 
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Figure 2.9: Model for one class reserved resources  

 

reserved states (resources), which can be accessed only by the membership visitors and it 

is denoted by M. Hence, MAE ∪=  and ∅≠M , EM ≠ .  

By the above description, set A includes the first N-g states, where N is the total 

number of states varying according to the number of levels that the total amount 

ofresources is divided into. Consequently, the rest g states belong to the subset M. Hence, 

when a free access visitor arrives at the website and the amount of free resources has 

exceeded the first N-g states, he receives a denial of service message and leaves the site. 

Let us consider that there are two classes of visitors in the website, free access and 

membership fee visitors. Among the total amount of free resources, the last free resources 

are reserved for membership visitors. In Figure 2.9, the state transition diagram for the 

problem studied is depicted. The resources are divided into amounts such that N states 

appear in the graph. The last g states are reserved for the membership visitors.  

Let the arrival rate of free access visitors be denoted by FAλ  and the arrival rate of 

membership fee visitors be denoted by MFλ . The inter-arrival times of website visitors is 

assumed to be exponentially distributed as their service time too. In every state of the 

model the service rate is assumed to be constant and it is denoted by µ. A state dependent 

arrival rate is defined as follows [8]: 
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where λ(n) expresses the arrival rate from state n to state n + 1. 

The inchoative purpose is to derive the probability that a website visitor is not 

served anymore, for both classes of website visitors. In order to compute these 

probabilities, steady-state probability distribution is needed that can be derived either by 

the known formulas of birth-death type processes ([24], [126]), or by determining the 

solution of the known linear system. 
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 The blocking probability of free access visitors can be defined as the probability that 

this class has no further access to the website resources. Hence, in terms of steady-state 

analysis the blocking probability for Free Access (FA) visitors denoted by Pb,FA, is the sum 

of steady-state probabilities of the g reserved states. 

The corresponding probability for the Membership Fee (MF) visitors, which from 

now on will be called Run out of Resources probability (RoR), is the probability that the 

membership visitors have no further access to website resources which according to the 

above description means that there are not any free resources left. In Figure 2.9, state N 

depicts the situation in which all resources are exhausted. Hence, in steady-state terms 

since the process X(t) is irreducible recurrent, the RoR probability is expressed as the 

steady-state probability of state N. Consequently: 
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NMFRoRP π=,       (2.45) 

The solution of the previous problem leads to the formulas that provide the 

blocking probability for free access visitors and the RoR probability for membership fee 

visitors, for any discretization of the total amount of resources (any N) and for any 

number of reserved states g: 
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where 2,1,/ == iii µλρ . 

Notice that the only constraint in the above formulas is that g cannot exceed N-1, as 

an amount of resources that can be accessed from both classes must exist. 

Another policy that can be adopted is to classify visitors into more than two classes. 

The advantage of this policy consists in providing high service availability to visitors who 

request for a lower membership fee and do not need to have access to all the information 

or resources of the website. Hence, a lower fee named “silver fee” can be introduced for
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Figure 2.10: Model for two classes reserved resources  

 

the new class of visitors letting the high priority visitors of the previous subsection paying 

a “golden fee”. The disadvantage of this framework is that free visitors may have very 

limited access to resources. 

In the case where there are two different classes of membership visitors, resources 

have to be reserved for both. In terms of states, a number of states denoted by g1, have to 

be reserved for Silver Fee (SF) and Golden Fee (GF) visitors and an additional number of 

states denoted by g2, have to be reserved only for Golden Fee (GF) visitors. The last g2 

states have been reserved for GF visitors and the previous g1 states are reserved for both 

GF and SF visitors. As a result, Free Access (FA) visitors are allowed to reach the first N- 

g1- g2 states. 

The arrival rate of free access visitors is denoted by λFA, the arrival rate of silver 

membership fee visitors is denoted by λSF and finally the arrival rate of golden fee visitors 

is denoted by λGF. The inter arrival times are assumed to be exponentially distributed. 

Service time is also assumed exponentially distributed. In every state, the service rate is 

assumed to be constant and it is denoted by µ. The state dependent arrival rate ([8], [65]), 

is given as follows, where λ(n) expresses the arrival rate from state n to state n + 1: 
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The probability that a visitor is not served anymore, for each class, has to be 

determined and hence steady-state probabilities are needed. The blocking probability for 

free access visitors can be defined as the probability that this class cannot access any 

further website resources. In terms of steady-state analysis, this probability, denoted by 

Pb,FA, is the sum of the steady-state probabilities of the total number (g1 + g2) of reserved 

states. These are the last (g1 + g2) states of the model depicted in Figure 2.10. 
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The blocking probability for the new class of silver fee visitors is the probability that 

the corresponding class has no longer access to more resources. This fact occurs when the 

amount of free resources reaches the critical level corresponding to the (N - g2)th state of 

the model. Consequently, the blocking probability for silver fee visitors denoted by Pb,SF is 

derived by equation (2.50). 

At last, the RoR probability corresponding to golden fee visitors is the probability 

that no more resources are available and the process has reached state N. Hence, the RoR 

probability is given by the steady-state probability of state N. 
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NGFRoRP π=,       (2.51) 

The above blocking probabilities can be determined for any number of states N and 

any number of reserved states g1, g2, by the following formulas after substituting the 

steady-state probabilities of the model in equations (2.49), (2.50) and (2.51), with respect to 

some conditions about the numbers of reserved states. At first, the sum of reserved states 

cannot exceed N-1 states because an amount of resources has to be accessible by free 

access visitors. Secondly, the methodology proposed indicates that golden fee visitor have 

priority over silver fee visitors and as a result the reserved resources for silver fee visitors 

have to be less than those for golden fee visitors i.e. g1 < g2. Hence the blocking 

probabilities are given by: 
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where 3,2,1,/ == iii µλρ . 

The next step is to form the optimization problem for RoR and blocking probability. 

The optimization problem to be solved reflects the balance between assuring availability 

for membership visitors and simultaneously providing as many resources as possible to 

free access visitors. Hence, a multiobjective optimization problem is formed since the 

purpose of the optimization mentioned is to minimize RoR and blocking probabilities 

with decision variables the number of reserved states in each case [8], [139]. 

In this case, the optimal number of reserved states g which assures the minimization 

of RoR probability PRoR,MF, subject to the condition that the blocking probability for free 

access visitors is eliminated beyond a defined level, has to be determined. The 

optimization problem derived, with respect to a constraint about the index of g is given by 

equation (2.55), where PbFA,0 is the predefined level for the blocking probability and can 

vary according to the problem formulation. 
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When two classes of membership fee visitors are involved in the problem, the 

optimization consists in determining the optimal numbers of reserved states g1 and g2 for 

silver and golden fee visitors that minimizes the RoR probability. This minimization has 

to be distinguished subject to some constraints about the blocking probabilities for free 

access and silver fee visitors. Further constraints about the values of g1 and g2 in 

comparison with the total number of states must be also taken into account. 

As far as the blocking probabilities Pb,FA and Pb,SF are concerned, their values have to 

be bounded by predefined levels Pb,FA,0 and Pb,SF,0 correspondingly. About the reserved 

states, firstly, the sum of g1 and g2 has to be less than the total number of states N and 

secondly g1 has to be less than g2 due to golden fee class priority. 

The physical meaning of the optimization problem is the minimization of the 

probability that a visitor belonging to the higher priority class GF, cannot have access to 

resources in a way that the probabilities that the rest of the visitors, with respect to the 

priorities, can have access to as many resources as possible. The optimization problem 

that has to be solved in order to derived the optimal g1 and g2 is: 
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In conclusion, resource availability can be optimized through reserving resources 

for high priority classes of visitors. For any number of priority classes, an optimization 

problem can be formulated aiming in minimizing the probability that a class cannot be 

served any more. 

2.3.2 Guaranteed Resource Availability in a Website  

Resource availability optimization for client server systems and especially for the case of a 

website is an issue of major importance as it can refer to everyday life situations in which 

clients are charged in order to be served. In section 2.3.1, where priorities are assigned to 

website visitors according to a fee paid or not, the need for resource availability was 

satisfied through reserving resource for some of the visitors’ classes. However, providing 

higher levels of service availability has to be guaranteed when offering service to clients 

that are charged for being served. From the service provider point of view, high levels of 

service availability have to be guaranteed and simultaneously as many clients as possible 

have to be served. Hence, a new perspective of the problem already presented in the 

previous section arises, consisting in providing guaranteed levels of resource availability 

to higher priority classes and simultaneously free access to website resources to as many 

visitors as possible. 

Consider the case of a website, which offers services to three different classes of 

visitors; free access (FA), silver fee (SF) and golden fee (GF) class. It is evident that the 

more increased the demand for service availability, the higher the fee to be paid. Hence, 

the website provider has to guarantee some levels of availability for high priority classes 

that are charged with a fee. Moreover, the guaranteed service availability for the golden 

fee class has to be higher than the other classes, in order to convince visitors that it is 

worthwhile to pay a higher fee. 

On the other hand, website resources have to be accessed by as many visitors as 

possible in order for the provider to increase profits from advertisement. However the 
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increasing number of free access visitors can lead to resource degradation or degraded 

quality of service or even to resource unavailability. For counteracting resource 

degradation the same methodology of reserving resources is adopted. Nevertheless, this 

methodology can lead to resource unavailability for lower priority classes. Therefore a 

tradeoff between higher priority classes’ demands for resource availability and free access 

to as many resources as possible has to be distinguished. 

The innovation of this approach consists in minimizing the blocking probability of 

free access class with respect to the reserved resources for the priority classes, subject to 

the condition that priority visitors are offered the corresponding guaranteed resource 

availability. A birth-death type process is used for modelling the arrival and service 

behavior of the website visitors and furthermore the blocking probability of each class 

due to assigned priorities or due to resource exhaustion are derived and used in the 

optimization problem. The evolution of the system, along with the arrival and service 

procedure are identical with the ones presented in section 2.3.1 for the two membership 

classes. Hence, the blocking probabilities for each one of the three visitor classes can be 

computed using formulas (2.52), (2.53) and (2.54). 

From the service provider point of view, resource availability has to be guaranteed 

for the high priority classes of SF and GF with respect to their priorities. However, the 

service provider has to offer access to as many visitors as possible independently of 

visitors’ class. 

Hence, FA visitors, which usually are a lot more than the membership visitors in a 

website, must have access to as many website resources as possible. In terms of blocking 

probabilities, the previous statement indicates that the probability that a FA visitor cannot 

be served has to be eliminated.  

Visitors that pay a membership fee should receive high levels of resource 

availability and in detail a GF visitor has to be offered with higher availability than a SF 

visitor. Both membership classes though, are provided with higher levels of availability 

than the FA class. Consequently, the service provider ought to deliver guaranteed levels 

of resource availability to SF and GF visitors by setting the amount of reserved resources 

for each class. Hence, the service provider faces a problem of minimizing the blocking 

probability of the FA class and simultaneously providing predefined levels of resource 

availability to SF and GF classes, with respect to the amount of resources that has to 

reserve for SF and GF class, taking also into account the priorities assigned. In fact the 



                   Chapter 2 58 

problem consists in determining g1 and g2 that minimize simultaneously the blocking 

probabilities of all visitors’ classes. 

The problem that the service provider faces is a multiobjective optimization 

problem as all of the three blocking probabilities need to be minimized. 

The main aim of the optimization to be done is to eliminate the blocking probability 

of the FA class. Hence, the objective function of the problem is the blocking probability of 

the FA class given in equation (2.52). The rest of the blocking probabilities that have to be 

minimized participate into the optimization problem as constraints in which the right 

hand side is the predefined level of resource unavailability for the membership classes. In 

detail the blocking probability for the GF has to be lower than a value of resource 

unavailability that corresponds to the level of availability that the service provider 

guarantees for the certain class. The constraint about the SF class is formed in the same 

manner. 

The decision variables of the optimization problem are the number of reserved 

states g1 (reserved resources) that are reserved to accessed by SF and GF class and the 

number of states g2 that are re-served only for the GF class. 

Additional constraints participate into the optimization problem concerning 

priorities among the classes and are the same that appear in the optimization problem of 

section 2.3.1. An additional constrain consists in reserving at least two states for each class 

in order to provide them with a satisfying amount of resources. 

Taking into account the above statements the optimization problem to be solved is 

formed: 
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where Pb,GF,0 and Pb,SF,0 are the predefined levels of resource unavailability. In detail, by 

defining the guaranteed levels of resource availability that have to be offered to GF and SF 

classes, the above levels can be determined. Notice that Pb,GF ≡ PRoR,GF. 
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Due to the non-linearity of the objective function and of the first two constraints and 

due to the complexity of the optimization problem, it can be solved based on Nelder-

Mead methods, supplemented by differential evolution. Apart from this method used in 

solving the optimization problem of section 2.3.1, a kind of heuristic algorithm is 

developed and proposed for solving the optimization problem that leads to an analytic 

solution efficiently.  

The algorithm computes the optimal solution of the problem ),( 21
∗∗ gg  that leads to 

the optimal value of the objective function *
,FAbP  and to the corresponding optimal 

values *
,GFbP , *

,SFbP  for the blocking probabilities of GF and SF classes that are in 

accordance with the guaranteed levels of resource availability.  

The proposed algorithm is described by the following scheme: 

Step 1:  find all feasible gj = (g1, g2) 

Step 2:  for each gj compute jSFbjGFbjFAb PPP ,,,,,, ,, ,  

Step 3:  set 0,,0,, , SFbGFb PP ,  

Step 4:  compute 0,,, )( GFbjGFb PgPa −= , 0,,, )( SFbjSFb PgPb −=  

Step 5:  for gj ; 0,0 ≤≤ bα , find vectors ),( 21, ggP GFb   

    and ),( 21, ggP SFb  

Step 6:  for gj ; 0,0 ≤≤ bα , find min{ ),( 21, ggP FAb }and derive ),( *
2

*
1

* ggg =  

According to the above analysis, resource availability can be optimized for the 

lower priotiy class, while simultaneously a predefined level of availability can be 

guaranteed for higher priority classes. This target can be met by solving an optimization 

problem by either known methods or by the proposed algorithm. 

2.3.3 Modeling Resource Availability and Optimal Fee in a Website 

In sections 2.3.1 and 2.3.2 resource availability optimization is extensively studied in the 

case of a website that provides its resource to different classes of clients. Providing higher 

levels of resource availability on the one hand and assuring certain levels of resource 

availability to priority classes on the other hand, is of major concern in the above sections. 

An interesting issue that arises from studying resource availability in a website is the one 

concerning the fee that is paid by the priority classes in order to achieve high levels of 

availability. Increased resource availability comprises an important motivation for clients 
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to join a service feature and hence is used by the providers, in order to make their service 

attractive. 

The fee that a client intends to pay in order to achieve increased resource availability 

is studied in this section. In detail, the website provider apart from providing high 

availability and assuring predefined levels of availability, has to take also into account 

some market rules. For example, the website has to be competitive in comparison with 

other sites of similar content. A factor contributing in this direction is the fee that each 

priority class has to pay. Hence, prices should be attractive for the clients. However, 

provider’s ultimate aim is to increase his profit. The total profit gained in such a case, 

consists mainly in the profits of advertisements that appear in the website and in the fee 

that priority classes pay to achieve highly available service. To maximize the total profit, 

one should focus on providing access to as many clients as possible to earn hence from 

advertisement and additionally on offering the optimal fee for the membership classes 

that would be attractive comparing with competitors. 

Consider a website offering its resources to clients who are divided into three 

priority classes just as previously presented. The innovative aspect of this section consists 

in considering also the level of the fee paid by each class along with the profit that the 

provider gains. The aim is to derive the optimal membership fee for the two higher 

priority classes that maximizes the profit for the website provider with respect to the 

constraints about costs and profits of advertisements and simultaneously minimize the 

probability that a class is not served. To meet this target, the service provider has to take 

into account the profit gained when a client of each class accesses the website and the cost 

of service denial for each class. The above considerations and constraints formulate a 

multiobjective optimization problem, including the optimal number of reserved resource 

for the priority classes. The problem is solved with respect to the fee that has to be paid by 

the priority classes. The solution of this problem provides the maximum profit for the 

service provider. 

The concept of the problem is exactly the same with the one of section 2.3.2, 

resulting in the same formulas for the blocking probability for each of the three classes 

(FA, SF, GF).  

The transition state diagram is also the same with the one of Figure 2.10, where the 

amount of resources that are reserved for SF and GF classes denoted by g1 and the 

corresponding amount accessed only by GF class denoted by g2. Notice also that the 
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discretization of the total amount of resources can vary and indicates the total number of 

model states N.  

To cite the study for determining the optimal fee for the higher priority classes, the 

following notation is needed in order to avoid confusion and misunderstandings: 

 

α  : standard profit from advertisements 

eGF  : membership fee for Golden Fee (GF) members 

eSF  : membership fee for Silver Fee (FA) members 

pFA : profit gained when a Free Access (FA) class can view an advertisement on the 

website 

pSF  : profit gained when a SF visitor can view an advertisement on the website 

pGF  : profit gained when a Golden Fee (GF) class can view an advertisement on the 

website 

dFA  : cost of access denial on a FA class 

dSF  : cost of access denial on a SF class 

dGF : cost of access denial on a GF class 

NFA  : total number of FA visits 

NSF : total number of SF visits 

NGF  : total number of GF visits 

SSF : number of subscribers of SF class 

SGF  : number of subscribers of GF class 

rFA  : reward corresponding to profit gained for FA class 

rSF  : reward corresponding to profit gained for SF class 

rSF : reward corresponding to profit gained for GF class  

CLB,SF : lower bound for the SF class fee  

CLB,GF : lower bound for the SF class fee 

CUB : upper bound for the total fee from the subscribed SF and GF visitors  

g1 : reserved resources for both SF and GF class  

g2 : reserved resources for the GF class  

Pb,FA  : blocking probability for the FA class 

Pb,SF  : blocking probability for the SF class 

PROR,GF  : probability that the system has Runs Out of Resources (RoR) and cannot serve 

the GF class  
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Pb,FA,0  : upper demanded limit of blocking probability for the FA class 

Pb,SF,0  : upper demanded limit of blocking probability for the SF class 

PROR,GF,0 : upper demanded limit of the probability that the system has run out of 

resources and cannot serve the GF class  

N  : total number of states in which the total amount of resources is divided into 

 

From the service provider point of view, the main contribution to his profits is the 

advertisements that appear at the website and the membership fees that are paid by the 

visitors that demand higher level of resource availability and quality of service. On the 

other hand, when a visitor cannot access the website either because the class to which his 

belongs is blocked or the website runs out of resources, a cost incurs for the service 

provider. This cost is mainly due to the fact that advertisements appearing at the site 

cannot be seen by the visitors. Moreover, there is a disappointment by the visitors, 

especially those paying a fee, as despite the fact that they have paid the corresponding fee, 

they receive a denial of service. This fact, can force some of the visitors not to renew their 

subscription and choose another competitive website in order to be served. 

 The aim of this section is to derive the optimal fee for the two membership classes 

that maximizes the profit for the website’s point of view, with respect to the constraints 

about costs and profits of advertisements and simultaneously minimize the blocking 

probabilities as far as the Run Out of Resources (RoR) probability. According to the study 

so far, the profit function can be defined as: 
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The fee that each member of the SF class has to pay annually is denoted by SFe  and 

the corresponding annual fee for a GF member is denoted by GFe , though SFS  and SFS  

stand for the number of subscribed members to each of these classes correspondingly. As 

many visitors of a certain class visit the site as higher the corresponding profit is. In 

contrast, as many visitors of a certain class experience a denial of service as higher the 

corresponding loss. Profits and losses for a visitor belonging to each class are denoted by 

GFSFFA ppp ,,  and GFSFFA ddd ,,  correspondingly. Finally, GFSFFA NNN ,,  are the annually 
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expected visits from members of each class. These quantities along with SFS  and GFS can 

be estimated by statistical data of previous years. 

Profits and losses GFSFFA ppp ,,  and GFSFFA ddd ,,  depend on the blocking and the 

RoR probabilities of each class according to some reward structure that is based on the 

priorities assigned among classes: 

ADVGFRoRGFGFADVGFRoRGFAGF

ADVSFbSFSFADVSFbSFSF

ADVFAbFAFAADVFAbFAFA

cPrdwPrp

cPrdwPrp

cPrdwPrp

⋅=⋅−=

⋅=⋅−=

⋅=⋅−=

,,

,,

,,

,)1(

,)1(

,)1(

   (2.59) 

where the reward structure adopted is assumed to be: 
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with ADVw  representing the profit that the provider earns every time a visitor accesses the 

website and ADVc  the loss per visitor each time that a visitor experiences a denial of 

service. 

In equation (2.59) the profit gained by each class of visitors depends on the ability 

that a user has to access and receive service by the website and hence he can also view the 

advertisement. As a result, the profit depends on the probability that a certain visitor is 

not blocked. Hence, the reward for each class is multiplied by (1- Pb,FA), (1- Pb,SF) and (1- 

PROR,GF) correspondingly. Contrarily, the cost of access denial on a certain depends on the 

blocking and the ROR probabilities and hence the corresponding reward rate is 

multiplied by Pb,FA, Pb,SF and PROR,GF. 

As far as the reward structure is concerned, it is based on the priorities assigned to 

each class. GF class has the highest priority among all the visitors’ classes and moreover is 

charged with the highest fee. Hence, the impact of serving this class properly without any 

denial of service is greater than the corresponding impact for the remaining classes and 

consequently the reward rate rGF is greater than the rewards for the SF and the FA classes. 

Likewise the rSF is greater than rFA. Furthermore, the impact of denying service to a GF 

visitor is greater than the corresponding impact of service denial to any other visitor and 

hence the reward structure is the same on equation (2.59). 

Membership fees have to be in accordance to the priorities assigned indicating that 

the fee for the GF class has to be higher than the fee for the SF class. Additionally, it is 

obvious that the service provider has to take into account that there may be other 
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competitive websites with the same or lower fees offering the same levels of resource 

availability. Consequently, the above statement has to be taken into account in the 

formulation of the optimization problem. Hence, there exists an upper bound, denoted by 

CUB, for the total fee that can be collected by the subscribed SF and GF visitors annually. 

Obviously this value is affected by the corresponding fees on competitive websites. 

On the other hand, there has to be a lower bound also for the collected fee by a SF and a 

GF visitors, denoted by CLB,GF and CLB,SF. By the aforementioned, the following constraints 

can be obtained: 
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The blocking probabilities depend on the number of resources g1 that are reserved 

for the GF and SF class and the corresponding reserved resources g2 that can be accessed 

only by the GF class. 

As the aim of the optimization problem is to maximize the profit of the website 

along with minimizing the probability that a visitor may experience a denial of service, a 

multiobjective optimization problem has to be formulated. The quantity of main 

importance in the optimization is the profit and that is the reaon why it will be the 

objective function of the problem. The blocking probabilities, that have to be minimized, 

are going to participate in the optimization problems as constraints also. Each blocking 

probability has to be bounded by a predefined level which cannot be exceeded in order to 

include in the problem constraints about resource availability for each class. Hence, the 

predefined levels are settled to be Pb,FA,0, Pb,SF,0 and PRoR,GF,0 for the FA, the SF and the GF 

class probability. To make it more clear if resource availability has to greater than 99% for 

the SF class then Pb,SF,0 = 0.01. Consequently the constraints about the blocking 

probabilities are given as follows: 
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The total number of reserved resources for SF and GF class obviously cannot exceed 

the total number of states N. Moreover, an amount of resource denoted by g0 has to be left 

free in order to be accessed by the FA class. Additionally due to the priorities assigned, 

more resources have to be reserved for the GF class (g2) than the corresponding resources 
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that can be accessed by both SF and GF class (g1). By the above, two more constraints are 

added in the optimization problem: 

210

021

ggg

gNgg

<≤

−<+
      (2.63) 

It can be easily obtained that the objective function, which is the profit function, 

depends on the fee that each member of the priority classes has to pay and additionally on 

the reserved resources for these classes. Hence, the optimization will be determined with 

respect to these variables. Notice that the numbers of reserved resources have to be 

integers as they represent number of states. The problem can be now formulated: 
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where the blocking probabilities are given by formulas (2.52), (2.53) and (2.54). 

The solution of the optimization problem will provide the optimal fees and the 

optimal number of reserved states that maximize the website provider’s profit and 

simultaneously provide the desired levels of resource availability to each of the visitors’ 

classes. Notice that the optimization problem in this section is solved based on Nelder-

Mead methods, supplemented by differential evolution. Furthermore, the problem can be 

extended by letting visitors to be classified in more than three classes. 

2.3.4 Optimal Server Resource Reservation Policies for Priority Classes of Users 

under Cyclic Non-Homogeneous Markov Modeling 

Availability demands are of prior importance in client-server systems. Until now, as a 

representative of such a system, a website providing resources to various clients is been 
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extensively studied as far as resource availability optimization is concerned. A quite 

similar client-server system is considered in this section, in which resource reservation is 

adopted for higher priority users. It is meaningful to investigate the following system as it 

can be met in many real-life applications. 

Consider a server that provides resources, in particular hard disk space, to different 

classes of users among which there has been assigned certain priorities. At first, people 

that have access to server’s resources are partitioned into classes. Hence, four different 

classes A, B, C and D are defined. Secondly, based on the demands and the work carried 

out by each class, a priority is assigned to them. Consequently, users belonging to class A 

have the highest priority among the others and are followed in priority order by users of 

B, C and D classes. 

Suppose that the users of class A can have almost unlimited access to server’s 

resources. Class B users, due to the level of their priority, can have less access to resources 

than class A users, but more than class C users, which in turn can use more resources than 

class D users. Nonetheless, all classes have access to server’s resources. But when there is 

an increased demand on resources, the server may experience resource degradation 

which can in exceptional scenarios lead even to resource exhaustion. When such 

conditions are detected, resources should be provided according to the priorities assigned. 

Hence, when resources decrease, as a first step, further access to class D should be denied. 

This means that class D users that are already served are not logged off but if any new 

user of this class requests for server resources, he will experience a denial of service. If the 

degradation procedure continues after the first step, access to resources has to be denied 

to class C also. Finally, in order to provide high levels of resource availability to the higher 

priority class, if the server experiences graceful resource degradation, access should be 

denied to class B. Users belonging to class A do not experience any denial of service until 

the server runs out of resources. 

Resource reservation as it is presented in sections 2.3.1, 2.3.2 and 2.3.3, is also 

adopted for the case of a server. Similarly with the already presented study, a tradeoff 

between higher priority classes’ demands on resource availability and access to as many 

resources as possible for lower priority classes has to be distinguished by enabling 

multiobjective optimization techniques. Hence, the ultimate problem to solve consists in 

minimizing the blocking probability of class A such that the blocking probabilities of the 

rest of the classes do not exceed some predefined levels. Without loss of generality, as 
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previously done, the inter arrival and service times are assumed to be exponentially 

distributed and hence a continuous time Markov process can be used to model system’s 

evolution in time. 

However, due to the fact that the problem introduced in this section refers to 

resources provided by a server, it has to be taken into account that the resource requests 

may not occur with the same frequency during a day because not all the users request for 

server resources the whole day. For instance, in the night hours it is assumed that class D 

usually do not request for resources. Furthermore, it is assumed that class B is logged on 

the computers governed by the server for a specified time period. Though class A and 

class B may stay logged on requesting for resources for longer. The innovative aspect of 

this section is that in order to model the above variation of users’ arrival on the system a 

cyclic non-homogeneous Markov chain (CNHMC) is considered. 

Although it is difficult in this case to derive formulas for the corresponding blocking 

probabilities due to the nature of the CNHMC specifications, a kind of heuristic algorithm 

is used, in order to solve the optimization problem. This solution distinguishes the 

optimal ratio of reserved resources for each user’s class that minimizes the blocking 

probability of class A and simultaneously provides predefined levels of resource 

availability for the other classes.  

In the case of modeling with CNHMC, a sparse linear system of algebraic equations 

needs to be solved efficiently. This can be done by using generalized explicit approximate 

inverse preconditioning presented in section 1.3. 

In general, the whole modeling procedure is similar with the procedures presented 

in previous sections. Just because an additional class of priority users appears in this 

section, modeling resource reservation under the assumption of exponentially distributed 

inter arrival and service times is briefly presented. Hence, consider a server providing 

resources to any user that logs on any computer governed by the server. Although 

resources in such a system are often enough for every user, sometimes due to the 

increased resource usage, the server may experience resource degradation.  

Assume that the level of server resources that are reserved for classes A, B and C is 

denoted by g1, for classes A and B by g2 and finally for class A is denoted by g3 [65]. It 

should be mentioned that there are no reserved resources for the lowest priority class D. 

For a detailed description of the methodology adopted, lets define a stochastic 

process Z which denotes the amount of captured resources at time t. Then Z={Z(t), t ≥ 0} is  
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Figure 2.11: Transition state diagram for the resource allocation in the CTMC case 

 

a birth-death type process. The state space of the model is defined by the set E, which is 

divided into four subsets. The first subset is the subset of states (amount of resources) that 

can be accessed by all users and is denoted by E1. The second subset E2, is the subset of 

reserved states which can be accessed by all users apart from class D and E3 is the third 

subset that is accessed by B and A users. Finally subset E4 denotes resources that can be 

utilized only by class A. Hence, 4321 EEEEE ∪∪∪=  and ∅≠4321 E,E,E,E , 

4321 EEEE ≠≠≠ . 

In Figure 2.11 the state transition diagram describing the allocation of server 

resources by the users is depicted. The state transition diagram is similar with those of 

Figures 2.9 and 2.10 except that in the present case there appear four priority classes and 

hence three amounts of reserved resources. Suppose that the total amount of resources is 

divided in levels such that N different levels are defined. In the state transition diagram 

the first N-g1-g2-g3 states can be accessed by all users. In terms of states, states N to (G-1), 

where G= g1+g2+g3, can be accessed by all classes of users. The next g1 states can be 

accessed by C, B and A. States G-g1 to G- g1- g2+1 are accessed by classes B and A and 

finally the last g3 states are accessed only by class A. 

Resource reservation has to take place in accordance to priorities. Hence, the 

number of reserved resources g3 for class A is higher that the number of reserved 

resources g2 for class B which in turn is higher than the reserved resources g1 for class C. 

Thus, g3 > g2 > g1 and in order for the server to provide an amount of resources that can be 

accessed by all users, it is assumed that g1 ≥ 2. 

Let assume that the arrival rate of class A users is λA denoting the rate with which 

class A users request for server resources. Similarly let λB, λC and λD be the arrival rate of 

classes B, C and D class. The arrival rate is assumed to be Poisson distributed and the 

service time exponentially distributed. The parameter of the exponential distribution of 
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the service is assumed to be equal to µ at any level of the available resources. For the 

birth-death type process Z(t), the arrival rate is state dependent and is defined similarly 

with the one in sections 2.3.1, 2.3.2 and 2.3.3, with λ(n) the rate of resource allocation from 

available resources level (state) n+1 to level n. Notice that the service rate is not state 

dependent and is equal to µ. 

The blocking probability of each class have to be computed in the long run, based 

on the stationary distribution of the state probabilities of the CTMC Z(t), which exists 

since Z(t) is an irreducible recurrent process as shown in Figure 2.11.  
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According to the transition rates among the model states, formulas for the blocking 

probabilities for each class can be derived. Deciding on the discretization (N) the 

following formulas provide the blocking probabilities as a function of the resource 

reservation policy (g1, g2, g3): 
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where 11
3

1

−−=−−= ∑
=i

igNGNS  and 4,3,2,1, == ii
i µ

λ
ρ . Hence, by setting the 

discretization, by, the optimal reservation policy (g1, g2, g3) that minimizes the probability 

of a class denial of service, with respect to priorities, can be determined. 
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Due to the nature of the problem introduced in this section, the arrival and the 

service rate may be considered as not constant, since a client-server system may not have 

the same load during a day. This is because not all the users request for resources with the 

same rate, or users of some classes work for a certain time interval.  

Independently of the reason that a class requests for resources, it is almost sure that 

the rate of request varies during a day. Hence, the arrival rates of each class are time 

dependent and consequently a non-homogeneous process has to be adopted in order to 

model resource allocation and availability [106]. Consequently, two different periods 

during the day can be defined, between which the behavior of the arrival and service rates 

changes. The first period, 08:00-20:00, can be characterized as the high traffic period, since 

usually in this period all the classes appear in the system and furthermore server 

resources are allocated with a higher rate. The second period, 20:00-08:00, can be defined 

as the low traffic period. During the second period, suppose that there are no requests 

from class B and furthermore a few class D users may request for server resources. 

On the other hand, the behavior of all the classes has a periodical nature that can be 

considered daily the same. Assuming that the behavior of resource requesting at the 

weekend is approximated to be the same as any other day, periodicity of arrival and 

service rates has to be modeled along with the time dependency of the above quantities 

during a day. Hence, a CNHMC is proposed to be adopted for the modeling. 

Using a CNHMC indicates that the formulas of equations (2.66)-(2.69) cannot be 

derived. Despite that, the stationary distribution of the state probabilities is different for 

each period defined, leading to different blocking probabilities for the two periods. 

Consequently an optimal reservation policy that minimizes the aforementioned 

probabilities has to be derived for each period. 

Let X = {Xn, n∈IN} be a CNHMC with state space E, initial probability distribution α 

=(αi)i∈E with αi = Pr (X0 = i), and transition probability matrix pn. The chain X is completely 

defined by α and pn. 

Recall from section 1.2.4, the definitions of nth step transition probability matrix and 

the state probability vector. Since the non-homogeneous Markov chain X is cyclic and the 

consecutive periods considered are for the high traffic and low traffic, two transition 

probability matrices are defined p0 for the high traffic and p1 for the low traffic. Hence: 
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The state probability vector at time n is given, therefore by: 
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Asymptotic analysis is possible due to CNHMC weak ergodicity, [103], [104], [105]. 

Let Y be an embedded homogeneous Markov chain from the CNHMC X such as Yn =X2n 

(section 1.2.4). If pn is the transition probability matrix of the chain X, then p0,2 = p0p1 is the 

transition probability matrix of the homogeneous chain Y. Since Y is irreducible, aperiodic 

chain with all states recurrent non-null, its transition probability from time 0 to time n 

tends to a matrix with identical rows (ergodic matrix) as time n tends to infinity. 

Therefore, [ ] π1pp ⋅=
→∞

n

n
10lim , where 1 is the Nth dimensional column vector containing 

ones, i.e., 1 = [1,1…,1]T and asymptotically, the steady state probabilities for the CNHMC 

are given by : 

ππ =0        (2.72) 

for the high traffic period and, 

01 πpπ =       (2.73) 

for the low traffic period.  

It is clear that the end of the low traffic period coincides with the beginning of the 

high traffic period 0π  and hence 2π ≡ 0π  [103]. 

Since only transition rates are involved and not transition probabilities, a 

digitization procedure is necessary [126]. The blocking probabilities for each class and for 

each of the two periods can be computed as functions of the optimal reservation policies 

( ) { }low high,321 ,,
∈jjjj ggg  that minimizes the blocking probabilities. 

The formulation of the optimization problem is similar in the case of modeling with 

a CTMC. Hence, a multiobjective optimization problem can be formulated, which reflects 

the tradeoff between assuring high level resource availability for class A and at the same 

time providing access to as many resources as possible to other classes [8], [140]. The 

objective function to be minimized is the blocking probability of class A. The rest of the 

blocking probabilities are involved in the constraints of the problem. More specifically, in 

order to assure a predefined level of resource availability for the rest of the classes, 

constraints indicating that the blocking probability of each class does not exceed this level 

are included in the problem. The problem is solved with respect to the level of reserved 

resources g1, g2, g3 for classes C, B and A correspondingly. Furthermore, some constraints 
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concerning the reserved resources, that are presented in the later, are also included in the 

problem. 

Notice that since class A experiences denial of service when the server has run out 

of resources, determining the optimal resource reservation policy that minimizes Pb,A 

provides also the policy that minimizes the probability that the server has run out of 

resources. 

According to the above statements about the objective function and the constraints, 

the optimization problem can be now formulated: 
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which is explained according to section 2.3.1, taking also into account that there are four 

classes of server users. 

There are various algorithms that can solve optimization problems of integer 

multiobjective programming in the literature [5], [18], [111]. The resulted optimization 

problem is solved based on Nelder-Mead methods, supplemented by differential 

evolution. The solution of this problem is the optimal resource reservation policy that 

minimizes the blocking probabilities for class A and simultaneously provides blocking 

probabilities for the other classes inside a desired interval. 

In the case of modeling with CNHMC the difference in determining the optimal 

resource reservation policy is that the transition rates are time dependent since the arrival 

and service procedure of the users is time dependent. Hence, the steady state probability 

distribution is also time dependent and consequently blocking probabilities of each class 

depend also on time. 

Since two different traffic periods have been defined, and for each of them the 

arrival and service rates are different, two optimization problems have to be solved. 

Obviously, there would be two different optimal policies indicating resource reservation 

for the high and the low traffic period. These problems should have the form of equation 
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(2.74). But due to the computing procedure of the steady state probabilities and the 

blocking probabilities when using CNHMC, analytic formulas similar to equations (2.66)-

(2.69), cannot be obtained. Thus, there is a need for another way of formulating and 

solving the optimization problem, while the constraints about the reserved resources of 

the optimization problem (2.74) must still hold. 

To overcome this problem, a kind of a heuristic algorithm is proposed, which takes 

into account that each period is characterized by its own blocking probabilities that vary 

with respect to the resource reservation policy and the transition rates. Furthermore, the 

algorithm should include a way of satisfying at first the constraints about the blocking 

probabilities of classes B, C and D and secondly the predefined levels of resource 

availability. 

The basic disadvantage as far as optimization is concerned, is that there are no 

closed formulas for the blocking probabilities that are functions of g1, g2, g3. Hence, the 

blocking probabilities have to be derived according to the procedure described in section 

2.3.4, for each traffic period and for all feasible g1, g2, g3. A resource reservation vector, in 

the following denoted as RRV, is feasible if it satisfies part of the constraint of (2.74): 
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The first step of the proposed algorithm consists in determining all RRVs 

( )321 ,,~ ggg=g that satisfy the conditions of (2.75) and number them with an index j: 

( )321 ,,~ gggj =g . 

Secondly, the blocking probabilities of each class for each period have to be derived.  

In the third step the predefined levels i

b,B,
P

0
, i

b,C,
P

0
, i

b,D,
P

0
, i ∈ {high, low}, which 

should not be exceeded are settled for the two periods.  

In the fourth step, parameters i
BbjiBb PPa 0,,,, )~( −= g , i

CbjiCb PPb 0,,,, )~( −= g  and 

i
DbjiDb PPc 0,,,, )~( −= g , with i ∈ {high, low}, are computed for the jth feasible RRV. 

Then, in the fifth step, for each period a set of RRVs ( )321 ,,~ gggj =g  for which 

0,0,0 ≤≤≤ cba  is defined. Index j enumerates all the feasible solutions. This set includes 
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all the resource reservation policies for which the predefined levels of classes B, C, D are 

not exceeded. 

By the second step of the algorithm, two vectors ),,( 321, gggP
high

Ab  and 

),,( 321, gggP low
Ab , one for each period, containing the blocking probability for class A has 

been computed for each feasible RRV. The size of these vectors is equal to the number of 

the feasible RRVs.  

The fifth step of the algorithm consists in reducing the above vectors to two new 

ones, with length equal to the number of RRVs that satisfy 0,0,0 ≤≤≤ cba  for each 

period. 

Finally in the last step, the minimum entry of these two new vectors is 

distinguished. These minima are the solution of the optimization problems for the two 

periods as through the algorithm steps all the appropriate condition in order to find a 

solution of the optimization problem are satisfied. Hence, the result of the algorithm is 

one RRV for each period: 

( ) ( )∗∗∗∗∗∗∗∗ ==
low,3low,2low,1high,3high,2high,1

,,,,, lowhigh gggggg gg   (2.76) 

denoting the optimal resource reservation policy that minimizes the blocking probability 

of class A and simultaneously satisfy a predefined level for resource availability for 

classes B, C, D, for the high and the low traffic period correspondingly. Therefore, the 

proposed algorithm can be described by the following compact scheme: 

Step1:  find all feasible ( )321 ,,~ gggj =g  

Step2:  for each 
jg~  compute i

jb,A

i

jb,B

i

jb,C

i

jb,D
PPPP

,,,,
,,, , i ∈∈∈∈ {high, low} 

Step3:  set i

b,B
P

0,
, i

b,C
P

0,
, i

b,D
P

0,
, i ∈∈∈∈ {high, low} 

Step4:  compute i
BbjiBb PPa 0,,,, )~( −= g , 

i
CbjiCb PPb 0,,,, )~( −= g  ,

i
DbjiDb PPc 0,,,, )~( −= g ,i ∈∈∈∈{high, 

low} 

Step5:  for 
jg~  ; 0,0,0 ≤≤≤ cba , find vectors ),,( 321, gggP

high
Ab  and ),,( 321, gggP low

Ab  

Step6:  find   min{ ),,( 321, gggP
high

Ab
} and min{ ),,( 321, gggP low

Ab } and derive  

       ( )∗∗∗∗ =
high,3high,2high,1

,,high gggg , ( )∗∗∗∗ =
low,3low,2low,1

,,low gggg  

Although the algorithm has been developed for the case of modeling with CNHMC, 

it can be also used in solving the optimization problem of the homogeneous case and 

verify that the extrema derived by the methods used in this case are global. 
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In order to derive the steady state probability distribution in the case of CNHMC a 

sparse linear system of algebraic equations need to be solved efficiently by generalized 

explicit approximate inverse preconditioning. Hence, consider the resulting linear system 

(by re-ordering the graph - state diagram) of the following compact form:  

B·u = s      (2.77) 

where B is a (Ν×Ν) matrix of an identical form with the matrix presented in section 1.3. 

For determining the solution of the aforementioned sparse linear system of algebraic 

equations the Explicit Preconditioned Generalized Conjugate Gradient Square (EPGCGS) 

method, presented in section 1.3, is used. 

Given the optimization problem, the algorithm and the EPGCGS method for the 

computation of the corresponding probability distribution, the optimal resource 

reservation policy that minimizes all classes’ blocking probabilities can be derived. 

2.3.5 Software Rejuvenation and Resource Reservation Policies for Optimizing 

Server Resource Availability  

In a client-server system as the one presented in section 2.3.4, as users continuously 

request for resources, the server may experience resource degradation that may lead to a 

software failure. A software failure can be repaired by a server reboot, a reactive action 

that obviously incurs a cost for the system as the service has to be interrupted. Moreover, 

as the server runs continuously for a long time period, error conditions may accrue with 

time and/or load [1], [68], [87], [97]. In order to counteract such phenomena, the proactive 

technique of software rejuvenation can be adopted. 

In this section, the work presented in section 2.3.4 is extended by adopting software 

rejuvenation in order to additionally increase resource availability for each priority class. 

In detail, a server offering resources in terms of hard disc space is once again considered. 

Users are classified in priority classes and resources are reserved for each priority class. 

Due to the periodic behavior of users’ requests for server resources, a CNHMC is adopted 

to model the request and service procedure. Two different traffic periods are also 

considered: high and low traffic period.  

In particular, software rejuvenation is decided to be triggered just before each one of 

the priority classes is blocked due to reservation policy. Although rejuvenation incurs an 

overhead, it manages to increase each class’s resource availability. More specific, 

rejuvenation when performed decreases each class blocking probability. Due to the load 
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Figure 2.12: Transition state diagram for resource allocation 

 

of the server in high traffic period, software rejuvenation is performed only in the low 

traffic period in order to interrupt service as less as possible.  

As a measure of system’s performance, the total expected cost when rejuvenating 

the system or not is examined through two performability indicators. By this, one can 

manage to distinguish whether rejuvenation decreases the total expected cost due to 

resource reservation and downtime or not. Rejuvenation should only be adopted when 

causing a lower downtime cost. 

2.3.5.1 Resource reservation and optimal policy without rejuvenation 

As presented in section 2.3.4 server’s resource management can be modeled by using a 

CNHMC. The corresponding transition rate diagram is presented in Figure 2.12. An 

optimization problem can be formulated and the optimal resource reservation policy for 

each period (high and low traffic period) can be distinguished. Optimal reservation 

policies result in optimal resource availability which is expressed by the blocking 

probabilities. The algorithm introduced in section 2.3.4 is used and the final result consists 

in ),,( ****
,3,2,1 highhighhigh

ggghigh =g and ),,( ****
,3,2,1 lowlowlow

ggglow =g  for the high and the low traffic 

period respectively, that minimize the blocking probability of each class for each period: 

[ high
AbP *,

, , high
BbP *,

, , high
CbP *,
, , high

DbP *,
, ] and [ low

AbP *,
, , low

BbP *,
, , low

CbP *,
, , low

DbP *,
, ]. 

2.3.5.2 Enabling software rejuvenation to increase resource availability 

By the procedure followed in section 2.3.5.1 one can manage to distinguish the optimal 

resource reservation policy that provides the optimal blocking probabilities for each class 

at each one of the two periods. In order to improve more the resource availability that the 

server can provide to users, it is proposed to implement the proactive technique of 

software rejuvenation. Rejuvenation can counteract resource degradation due to 
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increasing server load. But since rejuvenation when performed, stops the server in order 

to clean the internal state and then restarts it, causes a downtime for the system. 

Consequently, rejuvenation should be adopted during a period that the system serves as 

less users as possible. For this reason it is proposed to perform software rejuvenation only 

in the low traffic period when the number of users requesting for resources is importantly 

decreased in comparison with the high traffic period and consequently the cost due to 

service interruption will be less. In the following, when referring to software rejuvenation 

only the low traffic period is concerned. 

As users request for resources the amount of the remaining free resources is 

decreased. An amount of server resources is allocated when a user requests service. It is 

known that not all of the captured resources are released when the service is completed. 

These residual amounts of resources also contribute to the server resource degradation 

and can be released only after rejuvenation. Hence, when rejuvenating the server an 

important amount of resources is released leading the system to a state with more 

available resource. In this section, it is proposed to implement rejuvenation each time that 

classes D, C and B are about to be blocked due to resource exhaustion. By this policy one 

can manage not only to prevent resource exhaustion but also to prevent the blocking of 

each of the aforementioned classes. 

According to the transition diagram presented in Figure 2.13, in the low traffic 

period, when the remaining free resources reach state g1 + g2 + g3 +1 just before class D is 

blocked (state g1 + g2 + g3), the service is temporarily interrupted and the system enters the 

rejuvenation state R1. After being rejuvenated, the system recovers to a state where more 

server resources are available. If the level of resource exhaustion exceeds the levels of free 

resources in state g1 + g2 + g3 +1 the system enters state g1 + g2 + g3 and the server 

continues to serve users’ requests resulting in further resource consumption. When the 

system enters state g2 + g3 +1, just before class C is blocked (state g2 + g3) software 

rejuvenation is once again performed, leading the system to rejuvenation state R2.  

Recovering from rejuvenation leads the system to a state where more resources are 

available. Exactly the same rejuvenation and recovery procedure is followed just before 

class B is blocked (state g3) in state g3+ 1. The corresponding rejuvenation state is state R3. 

If in the last case the resource degradation is high enough and the level of free resources is 

less than the one represented in state g3+ 1, the server continues to serve users’ request 

and it may run out of resources in the long run (state 1). 
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Figure 2.13: Transition state diagram for resource allocation and rejuvenation 

 

Notice that in order to capture resource allocation the amount of server resources is 

discretized in the desired level. Hence, each of the states from 1 to N represents an 

amount of resources. In state N, all the server resource are free, though in state 1 the 

server has run out of resources. Consequently, N depends on the level of discretization. 

For example if the administrator decides that each state will represent 1% of system 

resources, the transition diagram will consist of 100 states plus the three rejuvenation 

states. In the same manner the amount of resources released by rejuvenation is also 

defined. Let k denote the number of states between the state where rejuvenation has to be 

performed and the state in which the system recovers after rejuvenation. Parameter k 

depends on the level of discretization and the amount of resources that rejuvenation can 

release. To illustrate the above statement consider that each state represents 1% of 

resources and that rejuvenation when performed releases 2% of resources; then k = 2. It is 

assumed that rejuvenation is performed with the same rate r at each level and the 

recovery from rejuvenation (rate b) lasts the same time independently of the rejuvenation 

state. Assume also without loss of generality, that the time to enter each rejuvenation state 

and the time to recover from rejuvenation follows an exponential distribution. 

Additionally, notice that the number of reserved resources g1, g2, and g3 that appear 

in Figure 2.13 actually correspond to *
,1 low

g , *
,2 low

g and *
,3 low

g that are derived according to 

the work in section 2.3.4. 

The aim of the present work is to adopt software rejuvenation in order to minimize 

the blocking probabilities of each class. 
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As already stated, resource availability optimization results in deriving the optimal 

solution ),,( ****
,3,2,1 highhighhigh

ggghigh =g and ),,( ****
,3,2,1 lowlowlow

ggglow =g  and the corresponding 

optimal values of the blocking probabilities: [
high
AbP

*,
, , 

high
BbP

*,
, , 

high
CbP

*,
,  ,

high
DbP

*,
, ] and [ low

AbP *,
, , 

low
BbP *,

, , low
CbP *,
,  , low

DbP *,
, ]. 

Given the optimal resource reservation policies derived, software rejuvenation is 

adopted for the low traffic period in order to further minimize the blocking probabilities 

for each class. Notice that adopting rejuvenation minimizes not only the blocking 

probabilities for the low traffic period but also the corresponding probabilities for the 

high traffic period. It is proposed to perform rejuvenation in states 1***
,3,2,1

+++
lowlowlow

ggg , 

1**
,3,2

++
lowlow

gg  and 1*
,3

+
low

g . Using generalized approximate inverse preconditioning, 

the steady state probability distribution is computed and hence the blocking probabilities 

[
highrej

AbP
,

, , 
highrej

BbP
,

, , 
highrej

CbP
,

, , 
high
DbP

*,
, ] and [

lowrej
AbP

,
, , 

lowrej
BbP

,
, , 

lowrej
CbP

,
, , 

lowrej
DbP

,
, ] after software 

rejuvenation are derived. The result is that rejuvenation manages to decrease the 

aforementioned blocking probabilities. The final part of the presented work consist in 

distinguishing the optimal rejuvenation policy denoted by r* that results in the lowest 

values of the blocking probabilities. 

Client-server systems ought to be available as much time as possible, otherwise a 

downtime cost occurs. As rejuvenation is a proactive and scheduled action, it causes less 

downtime than the downtime caused by an unexpected software failure that has to be 

repaired. In fact, always in such a system, a preliminary study has to be carried out in 

order to examine whether rejuvenation causes less downtime cost. Actually, by 

determining such a study, one can find out if rejuvenation benefits the system in terms of 

downtime cost. 

Additionally, in the present system, the cost of blocking a class of users is also 

considered, as the access denial is an undesired effect of the resource reservation policy 

that is adopted. Consequently, a performability indicator expressing the total cost due to 

downtime and class blocking has to be considered. In order to examine whether 

rejuvenation should be performed or not, two performability indicators, one for the 

system without rejuvenation and one for the case of triggering rejuvenation, are 

introduced. 
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To formulate the performability indicators, the states where a cost occurs either due 

to downtime or class blocking have to be distinguished. When no rejuvenation action is 

triggered, a cost occurs when classes D, C and B are blocked and additionally a downtime 

cost occurs when the server runs out of resources. When rejuvenation is adopted, the 

same costs occur and additionally there is a downtime cost each time that rejuvenation is 

enabled 

Notice that the performability indicator ether when rejuvenation is performed or 

not, it has to embody the two different traffic periods of the CNHMC (high and low traffic 

period).  

The performability indicator at time t can be expressed as, cf. [103], [118]: 

∑
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where X(t) is the CNHMC, })({ itX =1 is an indicator random variable expressing the state of 

the system at time t and C(i) is a reward function expressing the cost per unit of time 

taken in state i. Factor C(i) includes cost occurring either due to class block and server 

resource exhaustion or due to rejuvenation and is given by: 
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with CA, CB, CC, CD expressing the cost per unit of time when class A, B, C, D 

correspondingly are blocked and CR expressing the downtime cost per unit of time due to 

rejuvenation. Notice that CR occurs only when rejuvenation is performed, otherwise does 

not appear. Additionally, due to rejuvenation’s scheduled nature cR is much lower that CB, 

CC, CD, and especially CA. 

Assume also that each time that rejuvenation is triggered, the downtime cost is the 

same and additionally C(i) is the same independently of the traffic period. 

The probability that the CNHMC is in state i at time t, according to the theory of 

CNHMC already presented, can be expressed as follows [101], [103]: 
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The expected value of the performability indicator can be the written as: 
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As the server runs continuously for a long period of time, the performability 

indicator has to be computed in the long run. According to [104], [ ] π1⋅=
∞→

m
d

m
p ,0lim  and 

consequently the expression of the expected value of the performability in the long run 

can be computed as follows: 
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as 
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I
, where s = 0 stands for the high traffic period and s = 1 for the low 

traffic period correspondingly. The existence of the asymptotic probability distribution π 

holds due to the ergodicity of the embedded Markov chain, as stated in section 1.2.4. 

Notice that costs CA, CB, CC, CD appear for the states in which each of the priority 

classes is blocked. Using equation (2.81) the total expected cost for the client server system 

without and with rejuvenation in an interval of L time units, is analytically given by the 

following formulas correspondingly [68]: 
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Following the presented procedure the blocking probabilities can be computed for 

either rejuvenation or not cases. These probabilities are functions of the optimal RRVs and 
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the rejuvenation policy. Consequently, in order to test whether rejuvenation benefits the 

system or not NRTEC and RTEC have to be computed and compared. 

In order to compute the steady state probability distribution, in the case of CNHMC 

the resulted sparse linear systems of algebraic equations are efficiently solved by 

generalized explicit approximate inverse preconditioning using both EPGCGS and 

EPBICG-STAB methods. 

The aim of this section consists in combining the technique of resource reservation 

and software rejuvenation to provide higher levels of resource availability and lower 

levels of total expected cost. Consequently, given the optimal amount of reserved 

resources for each class, the optimal software rejuvenation schedule for the low traffic 

period has to be determined. 



 

3. CHAPTER 3        

        

MARKOV AND SEMI-MARKOV 

MODELLING OF SOFTWARE 

REJUVENATION IN REDUNDANT, 

DISTRIBUTED AND COMMUNICATION 

SYSTEMS 

 
Software rejuvenation is modeled in a redundant system to 

capture its effects on its performance. A two node redundant 

system is studied for which the optimal rejuvenation policy is 

determined for improving system’s performance. Partial, full 

and failed rejuvenation are modeled and the optimal 

rejuvenation schedule is proposed. Additionally, rejuvenation is 

modeled in a two-node cluster system in order to ascertain its 

efficiency on cluster performance. Hot and cold standby 

architectures are studied in order to determine under which of 

them, rejuvenation provides higher level of availability. 

Innovatively, rejuvenation is modeled in a Grid computing 

environment with certain topology, in which the resource 

management system communicates directly with the root nodes 

through links. Rejuvenation is proposed for each node 

participating into Grid, in order to improve not only its 

availability but also the total Grid performance. 
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3.1 Software Rejuvenation in Redundant and Cluster Systems  

In order to increase the performance of computer systems, redundancy at the system level 

is used. Redundancy is a classical approach on fault tolerance not only for hardware but 

for software components too. In engineering, redundancy is the duplication of critical 

components of a system with the intention of increasing reliability of the system. The 

purpose of adopting reliable components consists in reducing the probability of a failure. 

For instance when redundancy is used, an error in one component may then be out-voted 

by the other back up components. Since each component is designed to operate with a 

low probability of failure, and each of a system sub components are expected to fail 

independently, the probability of all available components failing is calculated to be 

extremely small.  

While there are various methods, techniques, and terminologies for implementing 

redundancy, the more common ones used for designing dependable systems to ensure 

high availability and reliability, are Standby Redundancy, N Modular Redundancy, 1:N 

Redundancy and Triple Modular Redundancy (TMR). In the present approach, standby 

redundancy is considered, in which the redundant component is powered down until the 

already operating component fails. It is worth mentioning that in standby redundant 

systems there is often a sensing system that detects failures and switches system control 

among its components. The reliability of this device is also a critical issue to study [112].  

The redundant entities in a highly available system are said to be active or standby. 

An active entity is currently providing the service, and a standby entity is ready to take 

over the active role if the active entity fails. Redundancy and its effect on system’s 

availability have been extensively studied during the last decades [63]. Although it has 

been used either for hardware or software components, due to hardware developments, 

most of the failures observed in computer systems are caused mainly by software failures 

[63], [119].  

As any other computer system, redundant systems can suffer also from the 

phenomenon of software aging. Hence, software rejuvenation can be implemented to 

prevent resource exhaustion and furthermore software failures. Intuitively, coupling 

redundancy with software rejuvenation can result in a highly available and reliable 

system by reducing the probability of a system’s software failure.  
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In the last decades, clustering is being widely used in various kinds of applications, 

many of which are not tolerant to system failures, in order to provide service efficiency. 

A cluster is a collection of computer nodes (independent, self-contained computer 

systems working together) to provide a more reliable and powerful system than a single 

node alone [69], [100]. Higher levels of availability, lower management costs and 

furthermore added performance in networks of computers such as PC’s or workstations 

can be provided when cluster methodology is used. This is a reason why software 

packages such as Microsoft Cluster Services [100], and IBM’s RS/6000 [46], have been 

developed and used in order to achieve high levels of availability. 

3.1.1 Performance Modeling of a Redundant System with Partial, Full and 

Failed Rejuvenation Actions 

To examine the effects of rejuvenation on redundant computer systems, a system with one 

redundant node is modeled along with the switching procedure among the primary and 

the standby unit. In case of a switching automation failure, the system is switched to the 

standby unit manually. The time to resource exhaustion for the primary unit has to be 

modelled by an increasing failure rate (IFR) distribution since the software resources are 

exhausted in an increasing manner with respect to the time that the primary unit serving 

the system. Furthermore, the time to repair of a failed unit is assumed to follow an Erlang 

distribution [138]. Notice that usually standby redundant systems are modelled via 

Markov probability models [112]. Since in this case, the time to repair a failed unit is not 

exponentially distributed, the classical homogeneous Markov process approach cannot be 

used. Instead, the system is modelled via a semi-Markov process.  

Recall from chapter 2 that under certain circumstances, there is a probability that 

something can go wrong during the rejuvenation procedure, resulting in a failure on the 

system’s software. The above concept is called failed rejuvenation. The phenomenon of 

failed rejuvenation can be considered as a rather rare event but although it is very low, 

there exists a probability that rejuvenation may fail to be completed and cause a software 

failure.  

Three different models are studied. In the first model there is no rejuvenation action. 

The second model incorporates full rejuvenation actions and finally in the third model, 

the concept of performing partial and full rejuvenation is considered. In the literature, a 

two-level rejuvenation model is also considered, consisting in triggering different 
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rejuvenation actions depending on the degradation level that the system experiences or 

on the time elapsed or even according to a specific criterion [9], [16], [74], [141]. Moreover, 

the last two models (only full rejuvenation action, partial and full rejuvenation actions) 

are also considered in the case where rejuvenation can fail. Consequently the presented 

approach consists in considering five different rejuvenation models for the redundant 

system. 

Since such systems are designed to run continuously, the steady-state behavior is of 

major concern. As a primary measure of interest, asymptotic availability is derived for 

each rejuvenation model. The asymptotic availability in the case of not performing any 

rejuvenation, the case of full rejuvenation action and in the case of partial and full 

rejuvenation is compared. The purpose of the above comparison is to distinguish at first if 

rejuvenation increases system’s availability and secondly which rejuvenation model 

provides higher levels of availability. The same procedure is followed when the concept 

of failed rejuvenation is considered. 

Taking into account cost aspects about partial and full rejuvenation, a study on the 

system’s expected down time cost in the steady-state is determined and compared for 

each model. Finally, two dependability measures mean up time and mean down time are 

also studied. 

The main aim is to distinguish the optimal time to perform software rejuvenation 

which improves the availability, the down time cost and the dependability measures, 

compared with the case of not performing any rejuvenation actions. The optimal 

rejuvenation policy is also distinguished in the case of failed rejuvenation. But apart from 

deriving the optimal rejuvenation policies that benefits each measure separately, an 

optimization problem combining availability, down time cost and dependability 

measures can be formulated and solved. 

3.1.1.1 Redundant system without rejuvenation 

Consider a two component redundant system. One of the components is considered 

active and the other as a standby component. When the active unit fails, service is 

restored in the standby unit by a switching mechanism. In Figure 3.1, the state transition 

diagram of the two component redundant system is presented.  

Initially the system is in state (1,1) where the active unit is responsible for the 

service. The active unit fails with an IFR Weibull distribution F1. If γ is the probability of 

automatic switching success, γF1 is the probability of entering state (0,1) [138]. The service 
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Figure 3.1: Redundant system without 
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Figure 3.2: Redundant system with rejuvenation 

 

is switched to the standby unit manually and the system enters state F with probability (1-

γ). The time to enter state F follows a distribution F1, while the time needed for manual 

switch is exponentially distributed with parameter β. Hence, in the case of a failure 

incidence at the primary unit, the system enters state (0,1) automatically or manually, 

where the failed unit is repaired. After repair, one active unit and a unit in a standby 

mode are available. In this case, the system returns to state (1,1) with distribution F2 which 

is assumed to be Erlang with parameters kE, λΕ [138]. If during the repair of the failed unit 

the serving unit also fails, the system experiences a total failure and enters state (0,0) with 

distribution F1. In this case, firstly one unit is repaired and the system returns to state (0,1) 

with distribution F2.  

Notice that the automation mechanism repair is assumed to take place along with 

the unit repair. Moreover, it is assumed that the two units are identical. Notice also that 

transiting from a state to another with distribution i.e. F1 actually indicates that the time 

for the transition follows this distribution. 

3.1.1.2 Redundant system with rejuvenation 

In order to increase the availability of the redundant system, software rejuvenation is 

adopted. Failures occur when error conditions are accumulated due to resource 

degradation. When the active unit is operational, it may experience resource degradation. 

In this case, the system is failure prone and hence software rejuvenation has to be 

performed in order to prevent a software failure. Otherwise, if resources are exhausted 

and a failure cannot be avoided, the active unit fails and the service is switched to the 

standby unit, either automatically or manually. Consequently, a software rejuvenation 
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interval has to be decided after which rejuvenation actions should take place. After 

recovering from rejuvenation, the primary component is operational again. 

The time to trigger software rejuvenation follows a distribution F3 and the system 

transits to state (R,1), which is the rejuvenation state, either by switching to the standby 

node automatically with probability γ3, or in the case of a failure in the automation 

mechanism, the system enters state FR with probability γ4 and the service control is 

switched manually to the standby unit as the primary unit is being rejuvenated. The state 

transition diagram of the system is presented in Figure 3.2.  

If a failure occurs on the active unit before software rejuvenation is triggered, then 

the system behaves in the same manner as in the case of not taking any rejuvenation 

actions. The distribution of the time to recover from rejuvenation is F4 which is assumed 

to be an exponential distribution with parameter βR. The time to trigger rejuvenation has a 

fixed duration, hence ( )rttutF −=)(3  where u(t) is the unit step function and tr is the time 

to trigger rejuvenation. The remaining transition times are distributed as in section 3.1.1.1. 

An alternative approach of performing rejuvenation is proposed, consisting in 

introducing two different levels of resource degradation. When the remaining resources 

reach the lower of these levels a partial rejuvenation action is triggered. After partial 

rejuvenation is completed, the system returns to the state where one active and one 

standby unit are available. If the remaining resources on the active unit reach the upper 

level, then a full rejuvenation action is triggered. 

Figure 3.3 depicts the state transition diagram of the model in the case of two-level 

rejuvenation. States (R1,1) and (R2,2) correspond to partial and full rejuvenation states 

respectively. In the case of software degradation on the primary unit the system enters an 

inspection state I, in which the level of resource exhaustion is examined and either partial 

or full rejuvenation actions are triggered on the primary unit and the standby unit takes 

over either automatically with probabilities c1 and c2 or manually with probabilities c3 and 

c4. According to [141] the probability c1 of entering the partial rejuvenation state is optimal 

when it tends to 1. Notice that states FR, FR1 and FR2 correspond to failure states of the 

switching mechanism when a failure occurs in the primary unit, partial and full 

rejuvenation is decided correspondingly. 

The transition time distributions F1 and F2 are identical with the ones of section 

3.1.1.2. The time to enter rejuvenation states is a fixed duration ([141]) and hence
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Figure 3.3: Two-level software rejuvenation model 

 

( )rttutF −=)(3  where tr is the rejuvenation interval which is actually the time to enter the 

inspection state I. As far as the times to enter states (R1,1), (R2,1) and FR1, FR2 (switching 

mechanism failure states) are concerned, it is assumed that they are generally distributed. 

The time to manually switch the system to the standby unit in both rejuvenation cases is 

exponentially distributed with parameter αR. Recovering times from rejuvenation are also 

exponentially distributed with parameters 
1Rβ and 

2Rβ . 

The case when rejuvenation actions may not be completed properly or a 

rejuvenation action may be performed improperly is modeled by failed rejuvenation. 

When failed rejuvenation occurs the system enters the failure state (0,1). The time needed 

for this transition is assumed to be exponentially distributed with parameter λR. Since 

failed rejuvenation can be considered as a rare phenomenon, the probability of a properly 

completed rejuvenation action denoted by q is considered to approach 1. 

In the case of partial and full rejuvenation actions, the time for a failed rejuvenation 

is also assumed to be exponentially distributed with parameter λR independently of the 

kind of rejuvenation action. Though, the probability of a properly completed partial 

rejuvenation action q1 is higher than the corresponding probability for a full rejuvenation 

action q2. This is due to the fact that as longer the system is rejuvenated as higher the 

probability of a failure gets. In Figures 3.4 and 3.5 the transition diagrams of the failed 

rejuvenation models for the one and two-level rejuvenation cases are shown. 
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Figure 3.4: One-level failed software rejuvenation model 
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Figure 3.5: Two-level failed software rejuvenation model 

 

As already stated, F1 should be an IFR distribution. Hence it is assumed to be a 

Weibull distribution, i.e. F1≡W(λw,αw) with αw >1. Moreover, let the time needed for the 

repair of either the primary or the standby unit follow distribution ),()(2 EEkEtF λ= . 

According to the above assumption about the distributions of the transition times, the 

evolution of the system has to be studied via a semi-Markov process (SMP). Actually, 

some of the entry points are not regeneration points, indicating that the aforementioned 

process is not semi-Markov. Nevertheless, an approximation of system’s behavior is 

presented, based on an SMP. 

An approach of describing a Semi-Markov Process (SMP) is to consider the 

transitions as occurring in two stages [86], [126].  

The semi-Markov model can be described by its kernel matrix G(t) ([141]) with 

( ),|,Pr)( 011 iYtTjYtgij =≤== = Pr(if the SMP has just entered state i, the next transition 
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occurs within time t and the next state is j), with i,j ∈E, where ( ){ }0, ≥nTY nn  is a Markov 

renewal process. According to the two-stage method of SMP analysis ([79], [141]) 

( )0,01,01,1 ,,, vvvv F=v  is the steady-state probability vector of the embedded discrete time 

Markov chain. This solution exists is the embedded DTMC is irreducible recurrent [30] 

The steady-state probabilities of the SMP and the mean sojourn time in state i are: 

∑
∈

=
E

/
j

jjiii hh vvπ   and [ ] ,)(1
0
∫
∞

−= dttHh ii   i∈E  (3.1) 

where Hi(t) is the sojourn time distribution of state i. 

Before the computation of the mean sojourn times and consequently the 

computation of the limiting distribution of the SMP, the sojourn time distributions have to 

be computed. Special cases for these computations are the sojourn times in states (1,1) and 

(0,1). Hence H1,1, the sojourn time distribution in state (1,1), is the minimum of two 

random variables X1 and X2 which follows distributions F1 and F2 correspondingly: 

{ }( )
{ }( )

( ) ( ))(1)(11
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211,1
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    (3.2) 

Similarly  

( ) ( ))(1)(11)( 211,0 tFtFtH −⋅−−=     (3.3) 

According to equation (3.1) and the assumptions about the transition time 

distributions for the rest of the states, the mean sojourn times (equation (3.4)) and 

furthermore the steady-state probabilities of each state of the SMP can be now computed. 

Consequently the asymptotic availability of the system in the case that there are no 

rejuvenation actions can be derived. 
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  (3.4) 

Based on the same SMP analysis, the kernel matrix of the model representing the 

redundant system with rejuvenation G(t) can be formed by its elements gij(t). For instance 

( )∫ >>>=
t

xdFXWXZXYtg
0

1112 )(,,Pr)( γ , where ( )rr tXt ≤= Pr)(F1  represents the fact 

that the time to trigger rejuvenation has not been reached yet and consequently, as a 

failure occurs before tr elapses, the process enters state (0,1) if the automation mechanism 
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works properly or state F in the case of a failure of the automation mechanism. Let 

X~F1(t), Y~F1(t), Z~F3(t), W~F3(t) be four random variables representing the times that the 

process needs to transit from state (1,1) to states (0,1), F, FR and (R,1) correspondingly. On 

the other hand, if the operational time of the active unit has reached the time interval tr, 

the active unit is rejuvenated and the system service is switched to the standby unit, either 

automatically (state (R,1)) with probability γ3 or manually (state FR) with probability γ4. 

Similarly, the rest of the kernel matrix elements and consequently the one-step transition 

probability matrix can be derived. 

The next step in the SMP analysis is to compute the sojourn time of each state. For 

state (1,1) the sojourn time is given by the following equation: 

{ }( ) ( ) ( )22
2

11,1 )(1)(11,,,minPr)( tFtFtWZYXtH −⋅−−=≤=   (3.5) 

though H0,1 is the same as in equation (3.3). 

The mean sojourn times can be computed based on equation (3.1): 
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(3.6) 

Using equation (3.1) the steady-state distribution of the embedded Markov chain 

can be computed and by (3.6) and (3.1) the limiting distribution of the SMP can be derived 

with respect to the time to trigger rejuvenation.  

The corresponding kernel matrix G2R(t) can be derived along with the one-step 

transition probability matrix of the embedded Markov and the steady-state probability 

vector v of the corresponding embedded Markov chain can be derived according to SMP 

theory. Sojourn times of the two-level rejuvenation model can be then computed and 

consequently their means are given by equation (3.7), where hI = 0 because the time to 

decide the rejuvenation state is negligible in comparison with the rest of the mean sojourn 

times. 
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According to the steady-state distribution of the embedded Markov chain and 

equations (3.7) and (3.1), the steady-state distribution of the SMP can be computed with 

respect to tr.  

Compared with the one-level rejuvenation model, in this case, rejuvenation is 

properly completed with probability q, and fails with probability 1-q leading the system to 

state (0,1). Furthermore, the sojourn time distribution and consequently the mean sojourn 

time in the rejuvenation state (R,1) changes. Due to the fact that there is one more 

transition from state (R,1) to state (0,1), the time for this transition is exponentially 

distributed with parameter λR, HR,1(t) and hR,1 are given by: 

t
R

RRetH )(
1, 1)( λβ +−−= , and  

RR
Rh

λβ +
=

1
1,     (3.8) 

In the case of the failed two-level rejuvenation model, there are two more 

transitions comparing with the two-level model. One from state (R1,1) to state (0,1) with 

probability 1-q1 denoting the failure probability of a partial rejuvenation action and one 

from state (R2,1) to (0,1) with probability 1-q2 denoting the failure probability of a full 

rejuvenation action in one of the system units. Moreover, the sojourn time distributions 

and the mean sojourn time in states (R1,1) and (R2,1) can be then computed according to 

the following equations: 
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So far, the long run behavior of the system is considered and consequently the asymptotic 

availability needs to be computed. For the above computation, the state space E of the 

model has to be partitioned into two subsets U and D containing the up and the down 

states correspondingly, such that EDU =∪  , ∅≠U , EU ≠  and ∅=∩ DU . 

Hence, asymptotic availability can be then derived with iπ denoting the steady-state 

probability of state i: 

∑
∈

=
U

A
i

iπ       (3.10) 
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Consequently, the asymptotic availability for the case of not performing any 

rejuvenation actions, for the one-level and finally for the two-level rejuvenation models is 

given by: 

1,1,1,01,1rej-2

1,1,01,1rej

1,01,1no_rej

21
A

A

A

RR

R

ππππ

πππ
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+++=

++=

+=

   (3.11) 

Correspondingly, in the case of modeling failed rejuvenation, the availability of the 

one-level and two-level model denoted by Afail-rej and Afail-2-rej are given accordingly with 

Arej and A2-rej. 

The aim is to distinguish the optimal rejuvenation policy, indicating the optimal 

time tr to enter the rejuvenation or the inspection state, depending on the model, that 

maximizes system’s asymptotic availability. In fact, an optimal rejuvenation policy for 

each model can be derived. Initially, the optimal rejuvenation policy for the one-level 

rejuvenation model that provides higher levels of asymptotic availability compared with 

the model without any rejuvenation has to be derived. The same procedure is followed 

for the two-level model for distinguishing the optimal rejuvenation interval that provides 

higher levels of asymptotic availability, compared with the model without rejuvenation 

but also with the one-level rejuvenation model. Finally, the corresponding optimal 

rejuvenation policies can be distinguished for the failed rejuvenation models. 

A downtime period due to software failures occur when both the primary and the 

standby units have failed. Apart from the repair of failed units and rejuvenation, the 

redundant system is not operating when a switch between the two units has to take place 

but the automation mechanism fails to do so. In other words, when the switching 

procedure has to be performed manually, a downtime cost occurs. Notice that the 

switching procedure can take place either when a unit experiences a failure and the 

system control has to be switched to the standby component, or when a unit has to be 

rejuvenated and the system control has to be taken over by the remaining unit. 

Assume that the reward structure is given by equation (3.12), where i denotes the 

state of the system and the average cost per unit of downtime for the automation 

mechanism failure is denoted by CAMF. Let also CR denote the average cost per unit of 

downtime corresponding to the repair procedure needed when both units have failed. 

Notice that repairing the primary and the standby components incurs higher cost than 

manually switching system control and hence CF >> CAMF. 
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A performability indicator is adopted to compute the downtime cost of such a 

system. In order to derive the performability indicator each event that causes system 

down time is accompanied with a penalty [118]. To be precise, a reward is assigned to 

each non-operational state. Hence, the states in which a reward is assigned are the states 

where both the primary and the standby unit have failed and the states where the 

automation mechanism has failed and the switching of system control has to be carried 

out manually. Moreover, in the two-level model when the system enters the inspection 

state I, is out of service and consequently down time occurs with average cost per unit of 

downtime CI. Notice also that as the time that the system spends at the inspection state is 

negligible compared with the time spent at the rest of the states, downtime cost due to 

inspection can be omitted.  
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Let ii rCiw ⋅=)(  be the reward function and let also the cost per unit of downtime be 

denoted as: 

∑
∈

=⋅=
Ei

itXiwtXg })({1)())((     (3.13) 

where )(tX  denotes the state of the system at time t. Then the expected downtime cost is 

given by the following equation [101]: 
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As the steady-state behavior of the redundant system is of interest, the TEDC 

indicator in the steady state in a time interval of L time units is given by: 
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According to (3.15) the TEDC for each of the rejuvenation models is: 
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When failed rejuvenation is taken into account, the corresponding indicators for the 

TEDC are TEDCfail-rej and TEDCfail-2-rej which are computed according to TEDCrej and 

TEDC2-rej correspondingly. 

As in the case of asymptotic availability, the optimal rejuvenation interval tr that 

minimizes TEDC for each one of the presented rejuvenation models can be distinguished. 

Comparing the optimal TEDC values will help on deciding whether rejuvenation benefits 

total expected down time or not and furthermore which rejuvenation model cause less 

downtime cost. Moreover, the behavior of TEDC with respect to the rejuvenation interval 

can be studied when failed rejuvenation is considered. 

The total expected downtime cost indicator has been considered so far as a 

performance measure for the redundant system with and without performing 

rejuvenation. Apart from this measure some dependability measures can be also 

considered and optimized with respect to the rejuvenation interval.  

Software rejuvenation is proposed to be performed as an action that counteracts 

software aging due to resource degradation on the operating unit. By preventing software 

failures to occur, one can manage to avoid entering failure states or to extend the time that 

either the primary or the standby unit are operational and consequently reduce system’s 

downtime. Consequently, the optimal rejuvenation interval that reduces system’s 

downtime can be also considered. Hence, the Mean down time (MDT) can be used as a 

dependability measure for the redundant system.  

Let )()),(( , ∞== ∈ GM Ejijip  be the transition probability matrix of the embedded in 

the SMP Markov chain. Let also the partition of M following the up (set U) and down (set 

D) states [85]: 
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Moreover let ( )
D    U

21 ααα = be the initial probability distribution on system states, 

( )
D    U

21 hhh =  the mean sojourn time vector, both partitioned according to up and down 

states. Finally let ( )
D    U

21 πππ =  be the steady-state probability vector of the SMP. Notice 

that T
1 )...( rππ=1π  and T

12 )...( sr ππ +=π  where r = dimU and s = dimE. Based on the 

work in [85] the Mean down time (MDT) for each one of the presented models is given by: 
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where T)1,,,,1(
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−
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Along with the MDT indicator, the Mean up time (MUT) can be also computed in 

order to distinguish the optimal rejuvenation interval that maximizes it: 
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where T)1,,,,1(
876r

r =1 . 

Based on equations (3.1) the limiting distribution of each one of the presented 

models is a function of the rejuvenation interval tr. Determining the rejuvenation interval 

indicates a rejuvenation policy that is followed in order to prevent system software 

failures. The rejuvenation policy ought to be optimal in the sense that optimizes a 

quantity of interest. Four different measures are examined: asymptotic availability, TEDC, 

MDT and MUT. Each of these measures reaches its optimal value under different 

rejuvenation policies. To distinguish these policies, an optimization problem with respect 

to the rejuvenation interval has to be formulated and solved: 
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Solving each of the above problems provides a pair ))(A,( **
j

*
rr tt , ))(TEDC,( **

j
*

rr tt , 

))(MDT,( **
j

*
rr tt  and ))(MUT,( **

j
*

rr tt  with }rej2failrej,failrej,rej,2no_rej,{ −−−−∈j . 

Consequently, an optimal rejuvenation policy depending on the model used and on the 

quantity of interest can be then be proposed. 

Despite the fact that an optimal rejuvenation policy can be proposed to optimize 

each of the presented metrics, meaningful improvements can be achieved by combining 

these metrics to a single optimization problem. Actually, searching for the optimal 

rejuvenation policy that simultaneously optimizes all metrics, results in a multiobjective 

optimization problem. In such optimization problems the objective function is selected 

depending on the importance of the metrics to be optimized and the rest of the objectives 

join the problem as constraints. 
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For the presented redundant system the metric of higher importance is the 

asymptotic availability, as the system’s main aim is to be available to serve requests either 

by the primary or the standby node. Consequently, the main objective of a combined 

optimization problem is to maximize system’s asymptotic availability with respect to the 

rejuvenation interval. Nonetheless, it is also highly important to distinguish a 

rejuvenation policy that reduces system’s down time and down time cost and 

simultaneously increases the up time. Excluding asymptotic availability, the rest of the 

metrics can be introduced as constraints of the optimization problem. Notice that 

maximizing MUT indicates that MDT is minimized. Consequently, optimizing one of 

these metrics can be omitted. Let omit MUT and optimize the mean time that the system 

is out of service (MDT). 

The optimal rejuvenation policy has to be such that all provided metrics will be 

better compared with the case of not taking any rejuvenation actions. Based on some 

results that will be shown in the latter, it is decided to present an optimization problem 

only for the two-level rejuvenation models. The reason is that system performance of the 

two-level rejuvenation models has be proven to be better than when the one-level model 

even in the case of failed rejuvenation actions. Nevertheless, a similar optimization 

problem can be formulated for one-level models. 

The multiobjective optimization problem for the two-level rejuvenation model with 

respect to the rejuvenation interval is formulated as follows: 
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To conclude, the appropriate framework for modeling via a semi-Markov process 

software rejuvenation in a two unit redundant system has been provided, along with the 

corresponding optimization problems concerning system dependability measures. Given 

the system characteristics the optimal rejuvenation policy tr maximizing asymptotic 

availability and simultaneously optimize the corresponding mean times can be then 

distinguished. 
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3.1.2 Applying Software Rejuvenation in a Two Node Cluster System for High 

Availability 

System availability can be significantly increased when combining clustering and 

software rejuvenation in order to avoid performance degradation or even failures. The 

advantage of the above coupling is that when a failover occurs, an operation can be still 

maintained by rejuvenating one node at a time. The effects of performing software 

rejuvenation in a cluster system have been studied and important results as far as the 

availability of the system were derived [88], [133]. 

A two node cluster system is studied and the effects of software rejuvenation are 

examined. The cluster system is considered under two techniques, one of a cold standby 

mode and the other on a hot standby mode. The availability of such a system is derived 

and studied in the case of performing software rejuvenation and furthermore the optimal 

cost policy (in terms of downtime) is proposed. Stochastic modeling is used to capture the 

behavior of the cluster system when software rejuvenation is adopted and more precisely 

a Continuous Time Markov Chain (CTMC) is used to model cluster’s evolution in time. 

In order to provide fault tolerance, redundant hardware/software systems that use 

cold standby techniques can be modelled easily as long as automatic switchover and start-

up schemes are not used in the design. In developing the model that is presented in this 

section, only software and hardware failure rates for the elements of the system are 

considered [80]. In this model, as depicted in Figure 3.6, structure state transitions are 

caused by either hardware or software failures. When a hardware failure occurs the 

system enters a state where there is one node less and a repair action is initiated for the 

other node. Software failures result in system recovery using the same processing 

hardware and a restart of the failed software. Both repairable and non-repairable systems 

are allowed to have software restarted to enable recovery from software failures [80]. 

Software rejuvenation when performed in a cluster system can provide higher levels 

of availability. In Figure 3.7, the model of the above cluster system when the cold standby 

technique is used and rejuvenation is performed, is presented. As the system runs 

continuously, it may experience software degradation at a rate α. States 4 and 5 in Figure 

3.7 are the degraded states when the primary and the secondary node are operating 

respectively. After a time period the degradation may reach a higher level, again at a rate 

α, and in this case the cluster enters the higher degraded states 6 and 7. 
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Figure 3.6: Cold standby model 
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Figure 3.7: Cold standby model with 
rejuvenation 

 

When the system’s software experiences a graceful degradation such as the 

corresponding to states 6 and 7, a failure may occur at a rate λSW. Hence, when the process 

reaches these states software rejuvenation action is initiated at rate r and the process 

returns to a more usable state. Sometimes, the degradation is that high that a failure 

cannot be avoided and this is represented in Figure 3.7 by entering in states 8 and 9, 

where the operating system has failed and a repair action is necessary. When a hardware 

failure occurs in the primary node of the cluster, the system can still operate by using the 

backup node and simultaneously repairing the primary node. This situation is depicted in 

Figure 3.7 by the transition from state 1 to state 2 at a rate λHW. But the secondary node can 

also experience a crash failure resulting in a system failure. The transition from state 2 to 

state 3, where neither the primary nor the secondary node is available, represents the 

above situation. 

Another technique used in clustering is the hot standby mode. The model shown 

in Figure 3.8 is for a hot standby system with automatic switchover. The system modeled 

consists in a primary component and a hot standby component. A hot standby component 

is a redundant component in a failure tolerant storage subsystem that is powered and 

ready to operate, but which does not operate as long as a companion primary component 

is functioning. Hot standby components increase storage subsystem availability by 

allowing systems to continue to function when a component such as a controller fails. In 

this two node cluster system, both hardware and software failures may occur [69]. As 

shown in Figure 3.8, hardware fails at a constant rate λHW though software fails at a rate 

λSW. It is assumed that hardware failures are permanent and hence require a repair or 
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Figure 3.8: Hot standby model 
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Figure 3.9: Hot standby model with 
rejuvenation 

 

replacement action while software failures are cleared by a reboot. Repair or reboot take 

place at rates µHW and µSW correspondingly. A node is considered down, when either the 

software or the hardware has failed. The cluster is down when both nodes have failed. In 

case of hardware failure in one node and a software failure in the other, software always 

recovers first. 

Assuming that the cluster system’s structure in the case of hot standby technique 

is as described above, software rejuvenation is performed in the system in order to 

improve its availability. When the software experiences degradation, the process enters 

states 4 or 5 at a rate α, depending on the number of available nodes. When the 

degradation is higher, the process enters states 6 or 7, again depending on the available 

nodes, at the same rate. When the degradation reaches the level of states 6 and 7, software 

rejuvenation has to be performed (rejuvenation rate r) in order to avoid a failure. In the 

state transition diagram of Figure 3.9, the above situation is represented by the transitions 

back to states 1 and 2 correspondingly. Furthermore, software degradation also occurs 

when one node’s software and hardware equipments are available and the process 

transits from state 8 to state 10 (transition rate α) and furthermore to state 11 when the 

degradation reaches higher levels. In this case, software rejuvenation has to be performed. 

The rejuvenation action is represented by the transition from state 11 to state 8. The rates 

of all the above transitions are shown in Figure 3.9. 

High availability in cluster systems can be achieved by implementing rejuvenation 

to prevent software failures due to aging phenomena. By the proposed rejuvenation 
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model, optimal cluster configuration along with the optimal rejuvenation schedule can be 

derived.  

3.2 Modeling Software Rejuvenation in Grid Computing 

Environment 

The evolution of cluster computing and computer systems (software and hardware 

components development) in the last decades, has led to important improvements of 

computers and networks performance. Despite this fact, there are still some issues in 

various science fields that cannot be effectively solved by using today’s supercomputers. 

Most of these problems due to their size and complexity require a lot of resources that 

cannot be found in a single computer or even in a cluster of computers. Hence, the idea of 

cooperative use of geographically distributed resources which can act as a single and 

powerful supercomputer has been developed recently, providing as many heterogeneous 

resources as possible in order to solve the above described problems. 

This idea has been mostly concerned scientist in CERN, where there were 

tremendous needs for computing power and resources needed for the Large Hadron 

Collider (LHC). Based on these needs, the idea of developing the popular Grid was 

introduced. Grid computing provides resource exchange between Grid participants [45]. 

The name Grid has been chosen as an analogy of the electricity power Grid [29]. Grid is a 

synchronized resource sharing and problem solving. The computing resources are highly 

heterogeneous, ranging from a single PC to a supercomputer [142]. In detail, Grid enables 

sharing, selection and aggregation of a wide variety of resources, including 

supercomputers, data resources, storage systems that are geographically distributed and 

owned by different organizations [13]. The idea of distributing the computing task to 

wherever in the world there is spare capacity, and send the result to the source has been 

around under other names for a while (distributed computing, metacomputing). 

Nevertheless, as any computer system and network, the Grid can suffer from 

hardware or software malfunctions that affect their efficiency and performance. Hence, 

availability and reliability issues arise, that are mostly due to software, since hardware 

development reduces the probability of a hardware failure. Software malfunctions can 

reduce Grid ability to perform in a highly available and reliable state. As continuously 

running systems, clusters and Grid may experience resource degradation or exhaustion 

that may lead them to a software failure. 
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Software rejuvenation is proposed to be implemented in such systems as a proactive 

software maintenance technique that will prevent software failures. Modeling 

rejuvenation in cluster systems or in Grid computing environment is not an easy issue. In 

the following, an approach on implementing software rejuvenation in parts of the entire 

Grid environment is introduced, aiming in providing a highly available and reliable 

infrastructure. 

3.2.1 Rejuvenation for Improving Grid Availability 

Grid computing is an innovative technology for complex systems with large scale 

resource sharing, wide area communication and multi institutional collaboration [19]. The 

computing resources are highly heterogeneous, ranging from a single PC to a 

supercomputer [142]. In detail, Grid enables sharing, selection and aggregation of a wide 

variety of resources, including supercomputers, data resources, storage systems that are 

geographically distributed and owned by different organizations [13]. 

Despite the motivations of using Grid computing such as exploiting underutilized 

resource, parallel CPU capacity and other benefits, Grid does not guaranty stableness of 

resources due to their nature, diverse failures and error conditions that may appear on a 

Grid environment [112]. Hence, dependability comprises an important issue for Grid 

computing environment. Resource availability can be considered as a dependability 

measure for the Grid participants. In order to counteract Grid computing drawbacks, the 

availability issue has to be studied in detail. For such a study, the Grid computing 

environment has to be decomposed as detailed as it can be, in order to examine the 

availability of as many as possible Grid components. Although decomposing Grid into its 

components is not a trivial issue, an approach of such decomposition is introduced. 

Decomposing Grid structure into two levels, the first one considering various clusters of a 

Grid and the second one considering nodes of the clusters, can provide the chance of a 

detailed study of Grid availability.  

Actually, Grid availability consists of an “availability chain”. Grid computing 

environment incorporates clusters that should be highly available. Clusters participating 

into Grid are composed by computer systems (nodes) that should be also available. This 

chain can break up if unavailable clusters or nodes participate into the Grid. One of the 

major contributions to cluster unavailability, leading to Grid unavailability, is the re-

source degradation or even exhaustion that is observed when cluster nodes execute 
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applications continuously resulting in performance degradation or even crash failures. 

Hence, software rejuvenation can contribute in providing a highly available Grid 

computing environment, by counteracting resource exhaustion.  

Building a highly available Grid, consists in assuring three levels of resource 

availability. The first level is the node level availability. Each node participating into the 

network can be considered as a separate computer system experiencing the classical 

hardware and software malfunctions. Node-level availability can be importantly affected 

by enabling software rejuvenation. More specific, rejuvenation can counteract resource 

degradation due to resource sharing of the Grid nodes, or even exhaustion that can 

sometimes lead to software failures. The second level is the cluster-level availability 

which in turn can be affected by the node-level availability since each cluster participating 

into the Grid contains a number of individual nodes. Finally, Grid-level availability is 

obviously affected by node and cluster level availability. 

Presenting a first approach on how software rejuvenation affects the entire Grid 

resource availability, aims once again in distinguishing rejuvenation policies to be 

adopted in the node or cluster levels that can contribute on the entire Grid availability.  

Each node participating into a cluster can be examined as a separate computer 

system. When the software of such a node is running continuously, serving Grid 

demands, error conditions are accumulated and the system can be led to resource 

exhaustion, due to resource consumption by the running applications, or even to a crash. 

To counteract such phenomena that can lead to failures, it is proposed to perform 

software rejuvenation in each node. Software rejuvenation can be modelled in a node by 

the classical software rejuvenation model presented in section 1.1.3. 

Node level availability can be computed by determining the limiting probability 

distribution using the availability theory. The limiting probability exists since the CTMC 

used to model system’s behaviour is irreducible recurrent ([30]) as it can be seen by the 

corresponding state transition diagram of section 1.1.3. Hence, node availability can be 

given by equation 

βµλµλµβ
βµλ
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with α the degradation rate, λ the failure rate, µ the repair rate, r the rejuvenation rate and 

β the recovery from rejuvenation rate. 
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The degradation rate α and the failure rate λ are constant. Furthermore, repair rate 

from a failure µ and recovery rate from rejuvenation β are also constant. Hence, 

asymptotic node availability is a function of the rejuvenation rate. The value of the 

rejuvenation rate r varies according to the rejuvenation policy that has to be followed. The 

aim is to derive the optimal rejuvenation policy, indicating the optimal rejuvenation rate, 

which maximizes node’s asymptotic availability. Given its proactive nature, rejuvenation 

causses less downtime than an unplanned outage. Thus, it is preferable to enter a 

rejuvenation state than a failure state which in terms of steady-state behavior indicates 

that the steady-state probability of the rejuvenation state should be higher than the 

corresponding probability of the failure state. 

An optimization problem, i.e. maximization, can be then formulated, with respect to 

the constraint about the steady-state probabilities of the rejuvenation and the failure state. 

The optimization problem that provides the optimal value of the rejuvenation rate, 

indicating how often or how rarely should rejuvenation be performed, which maximizes 

node availability, is given by the following equation: 
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where FR ππ ,  are the steady-state probabilities of the rejuvenation and failure state 

respectively. Notice that the constraint FR ππ >  reflects the fact that for the process, it is 

preferable to enter the rejuvenation state with a higher steady-state probability than the 

failure state. 

The optimal rejuvenation policy that maximizes node availability can be derived so 

far. Having each node rejuvenated with respect to the optimal policy, can provide higher 

levels of availability for each cluster composed by these nodes, and consequently can 

importantly increase the entire Grid availability. 

An alternative policy that can be followed in order to achieve higher levels of 

availability is to adopt a specified rejuvenation policy not for every node of the cluster, 

but for each cluster composing the Grid. 

Counteracting node level resource degradation and hence counteracting cluster 

level degradation, can be achieved by performing software rejuvenation with the same 

policy (same rate) in all the nodes of a cluster. Consequently, a cluster level rejuvenation 
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policy can be then derived. This policy is the optimal time interval to trigger rejuvenation, 

which maximizes each cluster’s availability. 

A variety of clusters’ architecture can compose a Grid computing environment. 

Hence, for each cluster a different rejuvenation policy has to be adopted, depending 

mostly on the architecture. Of course, another factor that can affect cluster’s availability 

and consequently the optimal rejuvenation policy is the transition rates concerning each 

node of the cluster. Hence, cluster availability can be importantly affected by the resource 

degradation rate or the failure rate or even the repair and recovery rates from failures and 

rejuvenation correspondingly. As a matter of fact, rejuvenation policy corresponding to 

each cluster, should take into account the above node parameters. In this section, it is 

assumed that the parameters of the node level degradation models are identical for all 

nodes of a certain cluster, and vary from cluster to cluster. 

A cluster of nodes can be structured with serial, ring or star topology.In each one 

these cases, cluster availability can be derived as far as each cluster’s node availability 

formula is known. For instance, assuming that n nodes are connected in each cluster, the 

availability of a cluster constructed under the serial topology is given by the following 

formula: 
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In the case of a star topology cluster, the availability depends on the availability of 

the central node. The central node has the common node structure, as previously 

described, and its availability can be derived by the following equation: 
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where rCN is the rejuvenation rate, indicating the rejuvenation policy of the central node of 

the cluster in case of a star topology. 

Suppose now, that the Grid environment structure contains a central cluster which 

administrates the job schedule between Grid’s clusters. The entire Grid is considered as 

operational if an interaction exists between the central cluster and at least one of the 

regional clusters. In this case, tasks can be sent from the central cluster to at least one of 

the remaining clusters in order to be executed. 

According to the previous assumption, it can be considered that the entire Grid, 

containing k clusters apart from the central cluster, availability is given by: 
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As far as the entire Grid computing environment is concerned, the aim is to derive 

the optimal rejuvenation policy that increases Grid availability. In cluster level 

availability, the optimal rejuvenation policy consists in deriving the optimal policy for 

each node. It is obvious that this strategy can be hardly adopted, especially in the case of a 

large scale Grid environment. Hence, in this section, an alternative approach is proposed, 

consisting in following a rejuvenation policy for each cluster of the Grid. By this 

rejuvenation policy, one can manage to increase each cluster’s availability and 

consequently, the entire Grid availability. Equation (3.26) can be transformed in the 

following equation, providing the optimal Grid environment availability: 
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where r*i is the optimal rejuvenation rate for cluster i, (A*NODE)i  is the optimal availability 

of cluster i, derived by adopting rejuvenation policy r*i, A*CENTRAL CLUSTER is the optimal 

central cluster availability derived by adopting rejuvenation policy r*CC for the central 

cluster and finally A*GRID represents the optimal, increased availability of the entire Grid, 

when the aforementioned policies for the central and the regional clusters are adopted. 

A commonly used topology, especially for lower-scale Grid environments, is the 

star topology. In such an infrastructure, enabling rejuvenation in node level can affect the 

entire Grid availability. Therefore, the optimal rejuvenation policy in node level can be 

derived by maximizing node availability and the corresponding optimal cluster and Grid 

level availability can be computed. Consequently, the effect of node level rejuvenation in 

the entire Grid availability can be examined. 

3.2.2 Performance of a Grid Computing Environment with Software 

Rejuvenation 

The main advantage of the Grid is that it enables sharing, selection and aggregation of a 

wide variety of resources, including supercomputers, data resources, storage systems that 

are geographically distributed [13]. The sharing method studied in this section consists of 

direct access to resources including programs databases, computers, or other resources
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Figure 3.10: Grid computing environment with the RMS and M distributed RNs 

 

[32]. In order for the Grid to efficiently provide service, it needs to use a set of resources to 

complete certain tasks. Hence, there is a need of a system that can manage Grid service by 

matchmaking the service requests with service offers and control the assessing and the 

use of resources and furthermore define who has the right permissions to share, what to 

share and under which conditions sharing occurs [32]. Resource Management System 

(RMS), which is the brain of the Grid, plays this role [77]. 

Despite the motivations of using Grid, it does not guaranty stableness of resources 

[112]. Network reliability ([27]) and especially Grid dependability comprise two 

important research areas. The reliability for Grid computing ([112]) is defined as the 

probability of successful run of a given task. Dai and Levitin in [32], solve the problem of 

optimally allocating services on the Grid to maximize the Grid service reliability and they 

use a fast numerical algorithm in order to evaluate the service reliability and performance 

indices in a Grid with star topology [82]. 

In this section, a Grid system with star topology is studied, which consists of an 

RMS, various distributed resources contained in the Root Nodes (RN) and additionally 

communication links between RMS and the RNs. The study considers Grid availability as 

a dependability measure. In order to study the Grid asymptotic availability, not only the 

availability of the system nodes, including RMS, is studied, but also the links’ availability 

has to be determined.  

In order to provide higher levels of Grid availability, software rejuvenation is 

proposed for the RMS and furthermore for the RNs. Rejuvenation can counteract resource 
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degradation due to resource sharing of the Grid nodes, or even exhaustion that can 

sometimes lead to software failures.  

The main aim is to determine optimal rejuvenation policies for the RMS and the 

RNs that can provide higher levels of the Grid asymptotic availability. Continuous time 

Markov chains are used to model the behavior of the studied Grid system along with 

rejuvenation and furthermore the condition of the links among the Grid nodes is 

modelled. Moreover, some indicators providing the level of the contribution of each node 

are defined and computed. These indicators take into account the software condition of 

the node and the corresponding link’s condition.  

Furthermore, some performability indicators about the RMS and the RNs are 

derived with respect to the state of the applications executed on each node and the 

condition of the communication links [118]. Additionally, an approximation of an entire 

grid performance measure is presented. The aim of the performability study is to make 

clear whether the Grid performance is improved due to software rejuvenation 

implemented on its nodes. 

3.2.2.1 Modeling Software Rejuvenation in Grid System with Star Topology 

The system under consideration consist in the RMS, which is considered as a central node 

of the Grid computing environment and the distributed RNs that offer their available 

resources in order to execute the jobs that the RMS sends to them after a user’s request. 

Communication links connect RMS with the RNs as shown in Figure 3.10, where the RMS 

and M distributed RNs compose the Grid. When a user needs to complete a certain task, 

RMS receives a service request. The RMS is responsible not only for allocating any 

available resources, but furthermore for assigning the task to resources that can fulfil the 

quality of service (QoS) requirements that the task specifies [77]. The RMS has the ability 

to divide the received task into subtasks that can be executed in parallel, and assign them 

to different resources. When a resource or set of different resources complete the assigned 

jobs, they return the results to the RMS, which reassembles them, and send the completed 

job to the requesting user. A star topology can approximate the above process, where in 

the center the RMS is located, connected through communication links directly with the 

resources.  

To counteract software exhaustion due to error conditions accumulation on a node 

of the Grid environment or even on the RMS, it is proposed to perform software 

rejuvenation at the RMS and the RNs of the Grid too and consequently increase the ability  
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Figure 3.11: State transition diagram of one node of the Grid 

 

of RMS and RNs to contribute to the Grid. 

In order to make a complete study as far as the availability of a Grid computing 

environment is concerned, the state of the communication links has to be also taken into 

account. A communication link plays an important role on the job requests and result 

transferring among the RMS and the RNs and hence it has to be at an operational state.  

An application running on a node of the Grid, based on Huang’s model ([68]), when 

the node starts executing, can remain in a robust state 0 for a time period. After this time 

interval, due to resource degradation, the application enters a failure probable state P, in 

which either rejuvenation can take place in order to prevent a failure, and the system 

enters state R, or the resource exhaustion has reached a critical level and a failure cannot 

be avoided leading the system to state F. The system returns to the robust state after 

repair from a failure or after being rejuvenated. 

For the communication links there are only two possible states. Either each link is 

operational and information is transferred, or the link has failed and the communication 

between the connected nodes is not feasible. The number of the existing communication 

links on the Grid is equal to the number of the distributed RNs, under the assumption 

that the RMS is connected with each RN as shown in Figure 3.10. 
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In Figure 3.11, a state transition diagram of a node of the Grid computing 

environment under consideration is presented. Each state of the transition diagram 

comprises M+ 1 indicator. In detail, each state is signed with a label 
MjS lKll ,,,, 21

 where j, j 

∈ {0, P, R, F}, denotes the state of the running application on the node and ℓ1,ℓ2,ℓ3, ..., ℓM 

denote the state of the M communication links (M distributed RNs participate in the 

Grid). Moreover, each one of the M communication links may be operational, ℓk = 1, or 

failed, ℓk = 0. It is assumed that one failure at a time can occur. For instance, one 

communication link can fail at a time. Furthermore, a communication link failure and a 

change on the systems state are assumed not to occur simultaneously. Furthermore, due 

to the above assumptions, the transitions caused by a change on the state of the running 

application, is assumed to occur between states in which all of the communication links 

are operational. Finally, it is assumed that the state structure of all the participating nodes, 

including the RMS is identical to the one of Figure 3.11, i.e. each node represented by a 

circle in Figure 3.10, follows the structure of Figure 3.11. 

The transitions between the diagram’s states occur as follows: the running 

application experiences resource with rate αi. Furthermore, either rejuvenation is triggered 

with rate ri, or a failure occurs with rate λi. The system recovers from rejuvenation with 

rate βi and a repair takes place after a crash failure with rate µi. In the above notations i ∈ 

{RMS, RN1, RN2, RN3, ..., RNM}. The communication link failures occur with rates λ1, λ2, λ3, 

…, λM and their repairs occur with rates µ1, µ2, µ3, …, µM correspondingly. 

3.2.2.2 Availability computations for the Grid nodes 

Since the behavior of the Grid in the long rung is of interest, the asymptotic availability 

has to be determined. Asymptotic availability can be computed as long as the steady-state 

probabilities of the states of a Grid node are determined.  

The asymptotic availability of the RNs and the RMS can be computed with respect 

to the corresponding parameters such as the degradation, failure, repair, rejuvenation, 

and recovery rates. 

For studying the asymptotic availability of the RMS, a stochastic process X={X(t), t ≥ 

0} is defined, which represents the evolution of an application executed by the RMS in 

time. Under the assumption that the time until a transition take place is exponentially 

distributed, X(t) is a homogeneous continuous time Markov chain (CTMC). Let QRMS 
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denote the generator matrix of the system, where QRMS = [qij], with qij denoting the 

transition rate from state i to state j and N the number of states. 

RMS is able of contributing to the Grid availability when an application running on 

it is at an operational state and the RMS can exchange data or information with at least 

one of the RNs. In contrast, RMS is not able to contribute to Grid availability when an 

application executed on it is at a non operational state or all the links with the RNs have 

failed.  

Define the state space of the RMS as ERMS {0,1}}M,...,1F},R,P,{0,j ,,..., j,{S= 
M1

∈∈ llll . 

Furthermore, the state space ERMS is partitioned into two subsets URMS and DRMS such that 

URMS ∪  DRMS = ERMS, URMS ∅≠ , URMS ≠  ERMS and URMS ∩  DRMS ∅= . Subset URMS is the 

subset of the RMS’s operational states and is defined as URMS 

}}1,0{,..., M1,..., M1
∈∈ llll P},{0,j ,S  j,{=  and DRMS is the subset of the RMS’s non 

operational states and DRMS }}1,0{,..., M1,..., M1
∈∈ llll F},{R,j ,S  j,{= . 

For an arbitrary RN, define also a stochastic process Yk ={Yk(t), t ≥ 0, k∈{RN1, RN2, 

RN3, ..., RNM}}, which represents the evolution of an application been executed at the RN 

in time. Yk(t) is also an CTMC and QRN denote the generator matrix defined similarly with 

QRMS. 

RN’s contribution to the Grid availability is the probability that an application 

running on it has not failed or been rejuvenated and simultaneously the communication 

link between this certain RN and the RMS has not failed. The state space of an RN and its 

partition is defined as in RMS case. 

For the computation of the asymptotic RMS availability, and since Yk is irreducible 

recurrent, the steady state distribution has to be determined by solving the known linear 

system of equations 1,
1 , ==⋅ ∑ =

N

i iRMSRMSRMS π0Qπ  where RMSπ  denotes the steady state 

probability vector of the RMS and N denotes the total number of the model states 

depending on the number of the RNs. More specifically, since each of the communication 

links has two possible states, each application running on the RMS or on a RN has four 

possible states and the total number of nodes participating into the Grid is the number of 

RNs along with the RMS, then the total number of states for each node is: 

MN 24 ⋅=      (3.28) 

Hence, one can now define an indicator expressing the Grid Contribution Incapacity 

(GCI) due to the RMS unavailability or due to the simultaneous failures of the links. GCI is 
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the probability that an application running on the RMS have failed or rejuvenated, or 

simultaneously all the communication links have failed. 
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Having computed the steady state probability distribution for the RMS, then 

equation (3.29) can be re-written in a mathematical form as follows: 
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The corresponding indicator for the Grid Contribution Incapacity (GCI) due to an 

arbitrary RN unavailability or to the simultaneous failures of the corresponding link is 

defined as: 
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In a mathematical form, equation (3.31) can be written as: 
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where k∈{ RN1, RN2, RN3, ..., RNM }and the kth link, connecting the referring RN to the 

RMS, in the terms 
101RN,0,111

π
...1...

 and 
101P,111RN,

π
......

 has failed. 

In order to solve efficiently the system 0Qπ =⋅ jj , j∈{RMS, RN1, RN2, ..., RNM} with 

the constraint 1)(
1

=∑ =

N

i j iπ , both the Explicit Preconditioned BIconjugate Conjugate 

Gradient-STAB (EPBICG-STAB) and Explicit Preconditioned Generalized Conjugate 

Gradient Square (EPGCGS) methods are used as presented in section 1.5. 

By performing software rejuvenation on the RMS and the RNs with the appropriate 

rate, the aim is to minimize the value of the indicators of equations (3.30) and (3.32) and 

hence provide higher levels of Grid availability. Since software rejuvenation causes a 

downtime for the system and hence may increase the system unavailability, first of all it 

has to be checked whether rejuvenation reduces the downtime and consequently 

unavailability or not. In the case where software rejuvenation is beneficial for a node and 

consequently increases its availability, it will moreover increase the total Grid computing 
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environment availability. The study takes into account the effects of rejuvenation actions 

on each node in terms of the sign of the derivatives of the incapacity indicators. Each of 

these indicators is a function of the corresponding rejuvenation rate at the node, and 

hence its derivative with respect to this rate, can indicate if performing rejuvenation will 

increase or decrease node’s availability.  

3.2.2.3 Total Grid availability 

Apart from examining how rejuvenation will improve a node’s availability and 

consequently the total Grid availability, an overall study of the Total Grid Availability 

(TGA) takes place. The Grid computing environment studied is available, firstly when the 

RMS is available and there is interaction between the RMS and at least one of the 

distributed RNs. Nevertheless, in order for the RMS to interact with the RNs, the 

communication links between them need not to have failed.  

Thus, in terms of unavailability, the Grid is at a non-operational state when one or 

more of the following facts hold true:  

• the RMS is unavailable 

• the RMS is at an operational state, all the links are up and all the RNs are down, 

• the RMS is up, k links have failed and the RNs corresponding to the M-k available 

communication links are down 

• the RMS is at an operational state and all the communication links have failed. 

Under the hypothesis that each Grid’s node executes an application independently, 

then the asymptotic Total Grid Unavailability (TGU) is given by the following formula 

where }}1,0{{ 21 ∈= M,...,, L lll and },...,1{ MK = : 
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Since the steady-state distribution of the RMS and the RNs is a function of the 

rejuvenation policy expressed as 
MRNRNRN ,...,r,  rr,  r

21
, the TGU is also a function of 

these rates. By equation (3.33) the TGA with respect to the Grid nodes can be derived, 

which is also a function of
MRNRNRN ,...,r,  rr,  r

21
: 

),...,,(1),...,,(
11 MRNRNMRNRN rrrTGUrrrTGA −=    (3.34) 

Based on equation (3.34) the effects of triggering rejuvenation at each one of the 

nodes to the TGA is derived, and hence the optimal rejuvenation policy, consisting in the 

optimal time to rejuvenate each node, that increases the total Grid computing 

environment availability can de distinguished. Thus, for a given Grid computing 

environment with a star topology and known characteristics of the nodes participating, an 

optimal rejuvenation policy that provides higher levels of availability can be designed 

In order to evaluate the performance of the Grid computing environment, some 

indicators are defined. These indicators refer to the performance of each Grid node and an 

approximation of the total Grid performability is presented. 

Let X(t) and Yk(t) be the stochastic process describing the evolution of the system in 

the RMS and the RNs correspondingly, with k∈{RN1, RN2, …, RNM} and state spaces ERMS 

for X and 
kRNE  for Yk. Let also  
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be the performance rate of the RMS and the kth RN when they are ate states X(t) and Yk(t) 

correspondingly, where  
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are the reward rate functions associated with each structure state for the RMS and the kth 

RN, where SA\SB denotes set of states SA excluding state SB. Notice, that state spaces ERMS 
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and 
kRNE are partitioned in sets S0, SP, SF, SR according to the state of the node. These sets 

include states corresponding to all possible combinations of the communication links. 

Since the value of the performance rates depend on the random variables X(t) and Yk(t), 

they are also random variables. In the present study, the first moments of the performance 

rates are the performability measures of each Grid node: 

( )( ) ( )∑
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Apart from the performance of each node, the entire grid performance can also be 

examined. Hence, a performance measure for the whole Grid can be defined, with respect 

to the RNs that are in an operational state and simultaneously their link with the RMS is 

operational. Therefore, Grid performance depends on the number of the operational RNs 

connected with the RMS. Notice that the value of the performance measure increases as 

the number of connected RNs increase and this measure is meaningless if the RMS is not 

in an operational state. 

Due to the formulation of the system studied (one stochastic process for each node) 

the entire Grid performance cannot be directly defined and evaluated. Instead, an 

approximation takes place by defining Grid’s performance rate as: 

][ }state up{
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where δk is the Kronecker delta 
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and the reward rate functions for the RMS and the RNs are defined according to 

equations (3.39) and (3.40) as  

( ) ( )( )[ ]tXgEtw RMSRMS =  and ( ) ( )( )[ ]tYgEtw kRMSk = , k∈{RN1, RN2, …, RNM}. 

Consequently, the first moment of the above performance rate, which is also a 

random variable is: 
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For the long run behavior of each node and furthermore of the entire Grid, the 

asymptotic performability measures have to be determined by computing the limit of the 
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performability measures defined, as time tends to infinity. Hence for the asymptotic 

performance of the RMS: 
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and for the kth distributed RN 
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where iRMSπ , is the steady state probability of state i for the RMS and iRN k
π , is the 

corresponding steady state of state i for the kth RN. Finally, the asymptotic performance 

level for the entire grid is given by  
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Consequently not only a performance measure for each node composing Grid is 

provided, but furthermore an approximation of the entire Grid performance can be 

determined since the steady state probability distribution for the RMS and the distributed 

RNs is derived. Moreover, the values of the performability indicators depend on steady 

state probabilities of each Grid node and consequently they depend on the corresponding 

rejuvenation rates. Hence, the aforementioned indicators can be computed for the optimal 

rejuvenation rate values, indicating the optimal rejuvenation policy, in order to provide 

the performance level when an optimal rejuvenation policy is adopted.  
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3.3 Software Rejuvenation in VoIP Systems 

3.3.1 VoIP Technology 

During the last century, a lot of effort has been paid on phone services resulting in 

developing systems that can provide 99.999% availability. Nowadays, Public Switched 

Telephone Networks (PSTN) comprises the traditional circuit based network for 

telephone services, which can not only provide the aforementioned levels of availability 

but simultaneously does not experiences serious problems such as voice delay. 

Telephony networks have been used in the past for transmitting only voice traffic, 

which was continuously increasing during the last decades. Inspired by the fact that the 

data capacity transmitted through data networks was much higher than the voice traffic 

capacity, the idea of transmitting both voice and data through the data networks has risen 

up. Data networks send and retrieve data when it is needed and do not use circuit 

switching. Instead of routing the data over a dedicated line, data packets are send to the 

network and they can be transmitted through thousands probable paths. This procedure 

is called packet switching. Packet switching capabilities enforced the idea of providing 

phone service through the Internet resulting in what today is called Voice over Internet 

Protocol (VoIP). 

In recent years VoIP has become an evolutionary technology on 

telecommunications. VoIP is a technology that enables voice communications using IP 

networks like a wide area network (WAN), a local area network (LAN) or the Internet. It 

is also referred to as IP Telephony or Internet Telephony. At the most basic level, VoIP 

technology enables analog telephone communications to be digitally transferred and 

routed over data networks. 

VoIP’s main advantage over the traditional circuit-switched telephony is the cost 

reduction especially for long distance calls. Hardware and software evolution in 

computer system make VoIP easily accessible to more users either individuals or 

companies that desire to eliminate the cost of their calls. Due to the importantly lower cost 

and the fact that nowadays almost everyone is familiar with PCs and Internet technology, 

it is predicted that in the next years a large amount of long distance voice traffic will be 

mainly transmitted through VoIP channels [54]. 

A VoIP call can be placed with different ways such as Analog Telephone Adaptor 

(ATA) which allows connecting a standard phone to a computer or an Internet connection 
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and it is actually an analog-to-digital converter, or through IP Phones that are specialized 

phones that enhances Ethernet connectors, or even through the easiest way which is a 

computer-to-computer connection. 

A rather simple explanation of how a VoIP call is carried out can be given assuming 

that an ATA is used [145]: 

• When picking up the receiver, it sends a signal the ATA 

• The ATA receives the signal and sends a dial tone to a party with which one 

intends to talk to. The tone are converted into digital data and temporarily 

stored. 

• A VoIP company is responsible for right mapping the phone number after 

translating it into an IP address, and then sends a signal to the destination 

user 

• Once the destination party picks up the phone a session between the two 

computers is initiated. During the session each computer expects packets of 

data from the other one. In the middle, Internet infrastructure handles the 

call as is it was an e-mail or a web page. 

• During the session both computers transmit packets back and forth which 

are translated from digital-to –analog voice. 

• After finishing the conversation the circuit between the ATA and the phone 

is closed 

But unfortunately, as other new technologies, VoIP experiences some problems that 

as time passes seems to be counteracted but not extinguished at total. A great research 

effort has been paid on difficulties that VoIP faces such as Quality of Service [31], packet 

loss [113], jitter, latency [75], degrading voice quality [54], hacking and viruses, processor 

draining, wall power and other problems on hardware or software equipment. The 

problems that VoIP technology faces can be detected either in the network or in some of 

the components that compose a VoIP system such as servers and routers. 

Among the above difficulties one of the major problems that VoIP service 

experiences is the quality of service degradation. The mentioned degradation due to 

demand on resources has to be under consideration in order to achieve more reliable and 

highly available VoIP service. 

Software rejuvenation can be the solution for the problems that VoIP faces. Either 

when VoIP resource degrade or when VoIP system components experience software 
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malfunctions due to error accumulation, resource exhaustion and aging, rejuvenation can 

be implemented to counteract such phenomena. An issue that also arises in the case of 

VoIP service is that triggering rejuvenation incurs a system stoppage for a while since 

cleaning system’s internal state has to take place. Even in such an online service, 

rejuvenation is advantageous comparing with reactive actions like system restart, as the 

service interruption due to rejuvenation lasts less than the corresponding system shut 

down and sometimes the end user may not at all understand any service stoppage. 

Consequently, rejuvenation is proposed to be performed in VoIP systems in order to 

consolidate their availability and service reliability. 

3.3.2 VoIP Availability and Service Reliability through Software Rejuvenation 

Policies 

As previously stated, VoIP resource exhaustion due to resource requests needed for 

carrying out a phone call, is one of the major problems that this evolutionary technology 

faces and should be counteracted or eliminated providing hence a highly available and 

reliable service. 

Resource degradation and eventually exhaustion is caused by the increasing 

number of resource requests. In detail, as many call requests arrive in a VoIP system as 

many resources are requested in order for the calls to be carried out. Hence, when the 

resource demands by the system users are importantly increased, VoIP provider may run 

out of resources. In that case, when a call request arrives, the provider either cannot serve 

it or if the request is served, it may affect the quality of the ongoing calls. To be more 

specific, an amount of resources is allocated when a VoIP call is initiated [31]. When a new 

call arrives, an additional amount of resources is allocated, leading to resource exhaustion 

when an increased number of calls are served. Unfortunately, the resource allocation for 

each VoIP call is not the only reason of resource consumption. Usually, VoIP providers 

install some background applications that run simultaneously on their VoIP server. These 

applications also allocate resources, deteriorating the level of free resources of the system. 

Techniques such as Resource Reservation Protocol or other similar have been developed 

to counteract the phenomenon of resource exhaustion [25], [55]. 

To counteract resource exhaustion proactively, software rejuvenation is enabled. In 

detail, a model that depicts the resource allocation on time evolution and the rejuvenation 

performance is presented. As it would be analyzed below, the resource status of the 
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system is checked when resources experience degradation, in order to determine whether 

rejuvenation has to be performed. 

When a request for resources arrives at the VoIP system in order to serve a new call, 

resources are allocated, as a call set up process is initiated. When many resource requests 

arrive at the VoIP server and a high amount of calls are initiated, the system experiences a 

resource degradation.  

Notice that the amount of the resources that a call or a number of calls consume can 

be increased depending on call duration or either on some other actions such as 

additional packet transmissions. Hence, the time that the system requires to enter a highly 

degraded service state cannot be modeled as exponentially distributed and consequently 

a semi-Markov process (SMP) is used to model the VoIP system. 

When the VoIP systems experience resource degradation, it enters a degraded 

service state, which is represented by state 2 in the transition state diagram of Figure 3.12. 

It is assumed that the time needed for this transition is exponentially distributed. At this 

point, a check about the remaining resources has to be performed in order to determine 

whether the system needs to be rejuvenated in order to release an amount of resources, or 

the system can still serve the new calls without call quality degradation. This kind of 

check is performed at state C1.  

As the time to trigger rejuvenation is in practice a fixed duration, the time that the 

system needs to enter the check state can be modelled by the unit step function. After the 

check and depending on the status of the remaining resources, the system either returns 

to state 2 where new calls arrive or enters the rejuvenation state R within an exponentially 

distributed time. When entering the rejuvenation state, a set of actions has to be triggered. 

Rejuvenation in the system presented, includes terminating some of the background 

applications running on the VoIP server, according to some priorities that have been 

assigned to them by the system administrator. When the system returns to state 2, the 

same call set up procedure is initiated resulting in a higher level of resource degradation 

and hence in entering state 3. Since the resource degradation depends on the time that the 

system has spent at state 2, the time that it needs to enter state 3 is non-exponentially 

distributed. It can be observed that as the time that the system spends at state 2 increases, 

the amount of consumed resources also increases and hence the rate of entering state 3 

gets higher. Consequently, the time to enter state 3 can be described by an Increasing 

Failure Rate (IFR) function.  
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Figure 3.12: VoIP software rejuvenation model 

 

When state 3 is reached, VoIP system has to be checked once more. Similarly, the 

system enters the control state C2 and either transit to the rejuvenation state, if the level of 

free resources has exceeded some predefined levels, or returns to state 3 and continues to 

accept new requests for resources. In the case that the system enters the rejuvenation state, 

software rejuvenation is performed resulting in cleaning the system’s internal state and 

returning the system to the robust state 1. In contrast, when the reply from state C2 

indicates that the system can accept new requests, it may experience resource degradation 

and finally enter the failure state 4 within a non exponential time, characterized again by 

an increasing failure rate function. In this case, all services have failed and the system has 

to be repaired in order to restore the total amount of resources, returning to state 1 with 

an exponentially distributed time. 

VoIP system’s behavior is presented in Figure 3.12, where state 1 is the robust state 

of the system. States 2 and 3 are the states indicating the levels of resource degradation 

and states C1 and C2 are the check states corresponding to states 2 and 3. State R is the 

rejuvenation state and finally state 4 is the failure state.  

When the system is in state 1, the process will enter state 2 when a transition with 

exponential distribution )(1 tF  occurs. When it is in state 2, it may enter the check state C1 

with a non-exponential distribution )(tFC  or it will enter the degraded state 3 with a non-

exponential distribution )(2 tF . According to the reply of the checking procedure on state 2 

the system will enter the rejuvenation state R with an exponential distribution )(
1

tFC  or it 

will return to state 2 with an exponential distribution )(
1

tFREP  in the case that the check 

indicates that new calls can arrive at the system. Correspondingly, when the process is at 
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state 3 it may enter the check state C2 following a non-exponential distribution )(tFC  or 

the failure state 4 with an also non-exponential distribution )(3 tF . Leaving check state C2, 

either it will enter the rejuvenation state with an exponential distribution )(
2

tFC  or it will 

return to state 3 again with an exponential distribution )(
2

tFREP . Finally, after the 

appropriate repair actions the system will leave state 4 and enter the robust state 1 with an 

exponential distribution )(4 tF . 

Semi-Markov analysis of the model described above is given by the so-called two-

stage method [30], [126]. Based on this method, the kernel matrix Q(t) is needed :  
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where { } E,,|,Pr)( 011 ∈=≤== jiiYtTjYtqij   and E={1, 2, 3, C1, C2, R, 4} the state space of 

the model, ( ){ }0,, ≥nTY nn  the underlying Markov renewal sequence of random variables 

[141]. Thus kij is the probability that the SMP has entered state i, the next transition occurs 

within time t and the process transits to state j. 

Denoting by )(tFi the cumulative distribution function (cdf) of any transition from 

state i∈E and )(1)( tFtF ii −=  its complementary cdf, the elements of the kernel matrix Q(t) 

are given as follows: 
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Recall that the time to trigger rejuvenation is a fixed duration and hence its cdf can 

be given as )()( rtutFC −= , where u(t) is the unit step function and r is the time to trigger 

rejuvenation [36].  

Based on the two-stage method of SMP analysis the steady-state probability matrix 

for the embedded Markov chain (EMC) can be derived as )(lim t
t

QP
∞→

= [79]: 
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where )(1)(1)( 32 rFrFrF −=−=  is the complementary cdf of the transition from states 2 

and 3 to the control states C1 and C2 correspondingly. Parameter p is the probability that 

the resource degradation of the system, when it enters the control state C1, is in a 

satisfactory level and the system is able to serve new resource requests. Hence, p is the 

probability of the transition from state C1 back to state 2. Correspondingly, q is the 

probability that the system returns from state C2 to state 3. In the following, the 

distribution functions of the transitions from state 2 to state 3 and from state 3 to state 4 

are assumed identical ( )()()( 32 tFtFtF == ). By solving the known linear system of 

equations of the EMC, vector v of the steady-state probabilities is derived and the steady-

state probabilities of each state i, i∈E are given by the following formulas: 
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  (3.50) 

 

where ( ) ( ) ( ) ( ))()(1)(1)(1)(12 rFrFqrFprFqrpFD +−⋅−+−⋅−⋅= .  

The steady-state probability of state i for the SMP can be computed taking into 

account the mean sojourn time hi in state i. The asymptotic probability distribution of the  

SMP exists, since the embedded EMC nY  is irreducible recurrent [30].The distribution of 

time spend at states 2 and 3, denoted by )(rF , is assumed to be a Weibull distribution with 

a Weibull parameter α > 2, indicating that is an IFR distribution. Moreover, the mean 

sojourn times at the check states are assumed to be equal to zero in comparison with the 

remaining of the sojourn times. The remaining sojourn times are constant. 
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The main aim as far as service availability is concerned, is to propose a rejuvenation 

policy that can increase the asymptotic service availability of the VoIP systems. The 

optimal policy consists in distinguishing the optimal time to perform software 

rejuvenation that maximizes system’s availability. 

Firstly, the asymptotic service availability ∑∈
=

U
A

i iπ has to be derived. Set U is a 

subset of the state space E constrained on the operational states of the system. The 

complementary subset of U is subset D, which contains the down states of the system. 

Analytically, U={1, 2, 3}, D={C1, C2, R, 4}. Asymptotic service availability can be computed 

given each state limiting probability:  
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=++= πππ   (3.52) 

As shown, asymptotic availability is a function of the time to trigger rejuvenation 

since probabilities p and q along with the constant mean sojourn times can be determined 

by the characteristics of the VoIP system. 

So far, the VoIP service availability A(r) has been determined. The optimal time r* to 

trigger rejuvenation is the solution of the optimization problem {max A(r), r>0}. Hence, by 

adopting this solution as a rejuvenation policy one can manage to optimize VoIP service 

availability by performing software rejuvenation, when the system experiences resource 

exhaustion, and no more new calls can be served, or the quality of the ongoing calls is 

importantly degraded. 

In order to examine the reliability of the VoIP system, at first state 4 of Figure 3.12 is 

assumed to be an absorbing state. In other words, there in not any repair action in the case 

that the system runs out of resources and eventually fails. Hence the state space E of the 

model is partitioned into two new subset, T={1, 2, 3, C1, C2, R} and B={4}, containing the 
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transient and the absorbing states correspondingly. In this case, the corresponding one 

step transition probability matrix P′ of the EMC is [90]:  
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Using the approach introduced in [17] and [126], service reliability of the VoIP 

system, in terms of MTTF, can be computed according to equation: 

∑
∈

=
Ti

iihNrMTTF )(      (3.54) 

where hi is the mean sojourn time of state i, i∈T and Ni denotes the average number of 

times that state i∈T is visited, before the EMC is absorbed. These elements can be obtained 

by solving the system of equations: 

T,, ∈′+′= ∑ jipNpN
j

jijii     (3.55) 

with ip′  denoting the probability that the EMC starts at state i and jip′  the ji element of 

matrix P′. As it can be obtain by equation (3.54), MTTF is a function of the rejuvenation 

rate r. Hence, since the optimal time to perform software rejuvenation has been already 

derived, substituting the optimal r into equation (3.54) provides the corresponding value 

of the MTTF.  

Consequently, by using a semi-Markov process to stochastically model 

rejuvenation for counteracting VoIP resource exhaustion due to increasing call requests, 

the appropriate framework is provided not only for determining the optimal time to 

trigger rejuvenation but also for computing the corresponding availability along with the 

MTTF, which can be considered as a service reliability measure. 

3.3.3 Two Component Software Rejuvenation Contribution on VoIP 

Dependability 

Either hardware or software problems can affect VoIP services. As in the majority of 

communication systems, hardware problems can be counteracted in an easier way due to 

the extensive avocation of scientists and researchers in the area of hardware failures. The 

most common way to avoid a system failure due to hardware failures is component 
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redundancy. A key aspect not only for VoIP system but generally for any computer 

system is to clearly distinguish its parts in order to be able to counteract properly any 

malfunction that may occur in the system. Knowing each critical part of a system provides 

the opportunity not only to detect and localize in which part of the system a failure 

occurs, but also to adopt the proper way for counteracting it. Hence, in order to model all 

or the most important problems that may occur in a VoIP system, the main parts of such a 

system have to be firstly distinguished.  

The most important component of such a system is the server that is responsible for 

the whole VoIP service. Apart from hardware problems that may occur on a server and 

usually the solution is a backup server or clustering, software problems may be 

manifested during VoIP server’s operational time which can be also counteracted using 

redundancies.  

VoIP calls to be served need an amount of server resources. As many call requests 

arrive in a VoIP system as many server resources are requested. Hence, when the resource 

demands by system users are importantly increased, VoIP server resources are 

importantly degraded. In the rather rare case that a VoIP server runs out of resources a 

new call arrival either cannot be served or it is served with quality effects on the ongoing 

calls.  

Another important component of a VoIP system is the router which can importantly 

affect VoIP service. VoIP service should provide extended uptime to users and resilience 

of VoIP routers can contribute to this direction. The most common problems that can 

occur in the router are due to overflow of packets and can be counteracted by a reboot. 

Besides, designing highly available VoIP systems requires an appropriate balance of 

component redundancy, software recoverability and failover mechanisms, service-level 

expectations, system cost and complexity. Hardware redundancy coupled with fast 

software-recovery techniques enforces VoIP router availability. Redundancy allows a 

router that experiences a failure to switch over to a backup component and recover. In 

addition to a redundant hardware platform, a software architecture that provides fast or 

seamless recovery when a switchover occurs is required for lowering the time needed for 

terminating a repair after a failure occurred [144]. 

Router problems and outages are due to various reasons. In a study conducted for 

an important telecommunication organization, it turns out that 31% of outages occur 

during either hardware or software upgrades [146]. In the same study, 14% of router 
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failures are due to hardware failures though 25% are due to software failures. Apart from 

hardware redundancies, router’s software must be able to either switch its configuration 

and link-state information to a standby component or recover from another source [144].  

Almost equally important is the role of the Internet Service Provider (ISP) and the 

reason is that most of the VoIP companies do not have their own networks and depend on 

the provider. Therefore, VoIP companies’ service is suffering from the fact that the 

provider has to work out. 

Additionally, as VoIP is an Internet service, it is susceptible to attacks. Thus, security 

issues may also arise and can be counteracted by enabling firewalls. Firewalls are the 

components that are used to protect VoIP service from several attacks. By using firewalls 

VoIP companies can apply additional security policies to connections identified as using 

specific protocols. It is a device or set of devices configured to permit, deny, encrypt, 

decrypt, or proxy all computer traffic between different security domains based upon a 

set of rules and other criteria. Firewalls can be implemented in either hardware or 

software, or a combination of both. All messages entering or leaving the intranet pass 

through the firewall, which examines each message and blocks those that do not meet the 

specified security criteria. 

Finally, electrical power can importantly affect VoIP’s performance, as an 

interruption of the power supply may cause call loss, either from the user’s point of view 

or from the company’s part. This is a problem that does not exists in everyday used PSTN 

service. Using an Uninterruptible Power Supply (UPS) device can be a way to face up 

power supply interruptions. Even though the UPS device has a limited time service, since 

the battery after certain time is exhausted, it is obvious that a VoIP call is terminated after 

the UPS runs out of power. 

High available and reliable VoIP is of major concern not only from the provider’s 

point of view but also for the end user. Either software or hardware problems on VoIP 

components can be counteracted using redundancies, as already stated, such as a server 

or a router or even a firewall redundancy. 

Of major concern in IP reliability is to adopt policies that will improve VoIP 

performance by using fault free system components. An essential factor on this direction 

consists in discerning software or hardware outages that are probable to occur and how to 

counteract or prevent them. According to the classical approach in engineering, 

redundancies can be adopted for the components of the VoIP to prevent or avoid software 
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and hardware failures. Software failures and especially the way of counteracting them, is 

one of the basic aspects in telecommunication systems’ dependability. 

One of the most severe problems concerning VoIP service, apart from the power 

supply, can be caused by the increasing resource demands that may lead the VoIP server 

to experience a software failure due to resource exhaustion. An alternative approach on 

counteracting the resource degradation on VoIP service is to adopt software rejuvenation 

techniques. Router software problems can be also encountered by software rejuvenation. 

A VoIP system, composed by its main parts is modelled, under the assumption that 

the time to change system state follows an exponential distribution. Hence, continuous 

time Markov chains (CTMCs) are used. The VoIP system consists of two Session Initiation 

Protocol (SIP) servers one active and one standby, two routers in the same mode as the 

servers, the ISP, two firewalls also in the same mode and finally electrical power supply is 

modelled. Redundancy for the power supply is achieved by using an UPS device. 

The basic aim consists in modelling the system without performing any 

rejuvenation actions at first, and furthermore modelling how rejuvenation on the VoIP 

servers and routers can be adopted in order to improve system performance in terms of 

asymptotic availability and service reliability. The Mean Time To Failure is used as a 

reliability measure. The main contribution of the present work consist in providing 

optimal rejuvenation policies, in terms of where and when to perform rejuvenation, which 

will benefit a VoIP system as far as its dependability measures are concerned. Hence, a 

VoIP provider has the opportunity to select whether to rejuvenate the system’s servers or 

routers, or even both, depending each time on system characteristics (failure and repair 

rates). It is worth mentioning that VoIP provider should check before adopting 

rejuvenation, whether the systems is availed or not. 

As it is quite difficult to model a VoIP system in full detail, a VoIP system consisting 

of basic components that are needed in order to make a VoIP call is presented. 

Additionally redundancies for the components in order to achieve higher availability and 

reliability for the system are assumed. 

Firstly, two SIP servers are considered. Clustering is assumed for the servers. 

Consequently, when a failure occurs on the working server, the control of the system is 

switched either automatically or manually to the second server and the failed one, enters 

a repair procedure. If during the repair of the failed server a failure occurs, the system 

enters a failure state and cannot serve any more. Notice that shared repair is assumed for 
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the servers and also that the control switching among the two servers can be done 

manually if the automatic switch mechanism does not work. The server fails with rate sλ  

and is repaired with rate sµ . Let 1γ  be the probability that the automatic mechanism will 

successfully switch the control from the failed to the standby server and let also the time 

needed for manual switch be also exponentially distributed with rate 2_manµ . 

Clustering is a common technique used in systems like VoIP to reduce the 

probability that the system fails in a non-operational state due to server problems. Most of 

the VoIP systems utilize a large number of servers on clustering which are either property 

of the VoIP service provider or they are rented. In the present approach the case of having 

just two SIP servers is modelled. 

Important role in the VoIP system is assigned to the router. Two routers, one active 

and one in hot standby mode are assumed for the system. In the case of overflow on the 

active router, call routing is switched immediately to the hot standby router. Router 

failure and repair rates are rλ  and rµ  correspondingly. As for the servers, router repair is 

assumed to be shared. Notice that router failures are assumed to be restored by a reboot. 

VoIP companies can collaborate with many different ISP providers as they serve 

users from all around the world. Consequently, the provider is an important component 

of VoIP system. Usually, companies do not have their own networks and hence they use 

provider’s PSTN networks. Due to the lack of information on the providers’ network, ispλ  

and ispµ  failure and repair rates due to the provider are considered given. 

Security of the VoIP service can be guaranteed by adopting two firewalls (Private 

Internet Exchange: PIX). Once again, one of the firewalls is considered active in order to 

prevent hacker’s attacks and the other one is considered in a standby mode. In the case of 

a failure occurrence on the firewall, the standby firewall is activated either automatically 

with probability c  or manually with probability (1- c ). Failure, repair and manual switch 

rates are pixλ , pixµ  and 1_manµ  correspondingly. 

Finally, the electrical power supply either in user or in service provider level has to 

be modelled. Hence, the case of electrical power interruption is modeled and a UPS 

device is assumed to provide energy during the electrical power interruption. Power 

failure rate is pλ , the UPS failure rate is UPSλ  and the power restoration rate is pµ . 

The transition state diagram of the system previously described is shown in Figure 

3.13. State 0 is an operational state where all system components work properly. In state 1,  
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Figure 3.13: VoIP system state transition diagram without rejuvenation 
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the running server has failed and the standby server takes system control, though in state 

6 the standby server has failed before the primary is repaired. States 2 and 7 correspond to 

the routers where in state 2, one of the routers has failed though in state 7 both have 

failed. State 3 denotes the case where a failure due to the provider occurs. In state 4, the 

system uses power supply from the UPS as the electrical power has been interrupted, 

though in state 8, the UPS has also run out of power. State 5 represents the state where the 

primary firewall has failed and the standby firewall has to be activated automatically or 

manually, and state 9 is the state where both firewalls have failed. Finally states 10 and 11 

represent the situation of a failed automatic switch to the standby server and firewall 

correspondingly. 

In the VoIP system presented, servers and routers are prone to software failures, 

as they ought to run continuously serving requests for VoIP calls. Although a reboot can 

quite quickly restore a failed router, proactive actions can be taken in order to prevent 

router’s software from a failure. Actually, as router’s software runs continuously to fulfil 

VoIP requirements, error conditions can be accumulated which will eventually lead to a 

hang/crash failure. To avoid this consequence, it is proposed to adopt software 

rejuvenation in order to occasionally stop router’s running software, clean its internal 

state and then restore it. As already stated, the proposed VoIP model consists also of a 

spare router. Hence, when the active router experiences software degradation, the routing 

control is switched to the spare unit and the degraded one is rejuvenated. After 

rejuvenation is terminated, one active and one redundant router will be again available. 

In the case of server software failure the time needed to repair can be prohibitively 

long, resulting in a failure on the standby server before the repair of the failed one 

finishes. In order to avoid such an inconvenience, software rejuvenation for the servers is 

also proposed. In detail, as servers operate continuously for a long time period, their 

software experiences the phenomenon of software aging which can lead to software 

failures. Besides error accumulation, servers’ software suffers mostly from resource 

exhaustion. Both effects lead servers’ software to a failure probable state. In order to 

prevent software failures, rejuvenation should be performed on the running server when 

it experiences software degradation. The strategy proposed consists in rejuvenating the 

running server when aging effects appear and switch system control to the spare server. 

By this, we will manage to continue serving VoIP calls and simultaneously restoring the 

degraded server to an as good as new state.  
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Figure 3.14: VoIP system state transition diagram with server and router rejuvenation 
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In the proposed VoIP system model, rejuvenation is adopted in order to increase the 

operational time of the system. This is firstly because rejuvenation can prevent system’s 

software failures and secondly, due to redundancies, rejuvenation does not cause any 

down time for the system. In both cases, when aging effects appear on the active units, the 

control is switched automatically or manually on the spare unit. Hence, VoIP system 

service is not interrupted at all. 

Let r1 be the server rejuvenation rate and β1 the recovery rate after server 

rejuvenation. At the time that the running server enters the rejuvenation state, system’s 

control has to be switched to the standby server either automatically with probability α, or 

manually with probability (1-α). Correspondingly, let r2 and β2 be the router rejuvenation 

and recovery rates. Notice that in the case of router rejuvenation, the switching procedure 

is done by default automatically. Figure 3.14 represents the state transition diagram for 

the VoIP system when rejuvenation is adopted. State 12 is the state where the primary 

server is rejuvenated and the control has been switched to the standby server, though 

state 14 represents the fact that the switching mechanism has failed and the whole 

procedure has to be done manually. Additionally, state 13 represents the state of the 

system where the active router is rejuvenated and the control is switched to the redundant 

one. The rest of the states are the same as in the case of not performing any rejuvenation 

actions. 

If the server that has taken system’s control fails before the rejuvenation on the other 

server is completed, system transits from state 12 to state 6, with rate rejλ . 

Correspondingly, the same procedure is described for the router by the transition from 

state 13 to state 7 with rate rejλ′ . 

The aim is to distinguish the rejuvenation policies for the two components that will 

improve VoIP system performance. In detail the optimal server and router rejuvenation 

rates r1* and r2 that increase system’s availability and service reliability have to be 

distinguished. Actually the purpose is to compute the optimal values for r1 and r2 that 

contribute in achieving higher levels of asymptotic availability and reliability. Computing 

optimal r1 and r2 indicates the time to perform rejuvenation in the server or in the router 

or in both VoIP components. System administrator has the opportunity to choose whether 

to perform rejuvenation on the server or/and the router, always according to the needs of 

each system. For instance, one may be interested only in achieving higher levels of 

availability, or only in adopting rejuvenation policies that will reduce system’s 
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operational cost. The present work provides to the VoIP system administrator the 

appropriate framework to examine which policy to adopt according to system 

requirements. 

In order to examine the behavior of the proposed VoIP model, a stochastic process 

Xj={Xj(t), t ≥ 0} with j∈ {without rejuvenation, 2 component rejuvenation}, is defined, 

which represents the evolution of the VoIP system in time. Xj(t) is a homogeneous 

continuous time Markov chain (CTMC) under the assumption that the times between 

state transitions are exponentially distributed. Let also E be the state space of the VoIP 

model. State space E is partitioned into two subsets U and D with the ordinary properties. 

Subset U contains the operational states and subset D contains the down states. 

Asymptotic availability and service reliability are computed as dependability 

measures for the VoIP. Both measures are compared in the case of performing or not 

software rejuvenation on the VoIP model, in order to highlight the need of rejuvenation in 

providing a high available and reliable system. 

In systems like VoIP, which have to be operational over a long time period, 

asymptotic availability is the quantity of interest in order to capture the behavior of the 

system in the long run. Equation (3.56) provides the expressions of VoIP asymptotic 

availability in the case of not taking any rejuvenation action and in the case of 

rejuvenating system’s server and router. When software rejuvenation is enabled, 

asymptotic availability obviously depends on the server and router rejuvenation policies 

that are indicated by rates r1 and r2. 
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j
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j
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   (3.56) 

Taking into account that index j stands for indicating whether rejuvenation is 

enabled or not, j
iπ  denotes the steady state probability of state i and is computed by 

solving the known linear system of equations. 
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where jQ  denotes the generator matrix of the system either without or with rejuvenation. 

jQ  =[qik], with qik denoting the transition rate from state i to state k and n the number of 

states for each one of the VoIP models [126], [129]. As shown in Figures 3.13 and 3.14 the 

process Xj(t) describing system’s evolution, is an irreducible recurrent process. 

When software rejuvenation is enabled on VoIP servers and routers, where j = 2 

components rejuvenation, asymptotic availability is a function of server r1 and router r2 

rejuvenation rates ( )21A ,rr . In this case, availability’s shape depends on the values of the 

rejuvenation rates. The aim is to derive the optimal rejuvenation policies that will provide 

availability levels higher than in the case of not performing any rejuvenation actions. As it 

will be illustrated in the numerical results, adopting rejuvenation increases VoIP 

asymptotic availability. Additionally, depending on the levels of asymptotic availability 

that VoIP provider desires to assure for the clients, the rejuvenation rates that make 

availability measure to meet this target can be derived. Hence, not only rejuvenation 

increases system’s availability but also it can be adopted under such a policy that will 

assure certain availability levels. 

Service reliability is also a dependability measure of interest, since it expresses the 

probability that the VoIP system will perform its intended function during a specified 

period of time under stated conditions. In the present work, Mean Time To Failure 

(MTTF) is used as a reliability measure.  

Computing MTTF, requires VoIP model representation in a way that one or more 

absorbing states appear. Hence, the transitions from the non operational states 6, 7, 3, 8, 9 

and 11 in the case of not initiating any rejuvenation action, and from states 3, 6, 7, 8, 9, 10, 

11 in the rejuvenation case, to the corresponding operational states are ignored. 

Consequently, the aforementioned down states for each model become absorbing states. 

The generator matrix of each VoIP model can be then partitioned into four sub matrices  

{ }onrejuvenati component 2 on,rejuvenati without

D,U,

UD,U,

∈











=

j

jDj

jj
j

QQ

QQ
Q

     

where U,jQ is the matrix jQ limited to the operational states. D,jQ is the transition rate 

matrix inside the non-operational subset D and UD,jQ , U,DjQ  are the transition rate 

matrices from subset U to subset D and from subset D to subset U correspondingly [104]. 
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Let π(0)  be the initial distribution and Ui
j, iX j

∈== )])0([Pr(U (0)π  be a sub vector 

constrained in the operational states. In order to derive the time Uj,
τ  spent at each state i, 

the following system of equations has to be solved: 

{ }onrejuvenati component 2 on,rejuvenati without

UU,U

∈

−=⋅

j

j,jj, (0)πQτ

  (3.58) 

where Ui
jj,U

i ∈= )][ U,ττ  is the vector representing the time spent at each state [126]. In the 

study presented, it is assumed that the initial distribution sub vector is: 

                                                    

zeros1)(dimU

U ]0...01[

−

=(0)π
j,                                                 (3.59) 

{ }onrejuvenati component 2 on,rejuvenati without∈j  

By equation (3.60) the time that the process spends at all states before entering the 

absorbing states (MTTF) can be then computed:  

{ }onrejuvenati component 2 on,rejuvenati without

U,

∈

= ∑
∈

j

MTTF
Ui

j
i

j τ

  (3.60) 

 

MTTF is a measure that provides information about how reliable a system can be. 

As the availability measure MTTF, in the case of enabling two component rejuvenation 

actions, depends on the rejuvenation rates ( ),( 21 rrMTTF ).  

As it will be also illustrated later on, availability, MTTF and consequently reliability 

are improved by software rejuvenation since such a proactive software fault tolerance 

technique manages not only to increase the time spent in operational states, but also to 

extend system’s lifetime.  

Through the present study, a VoIP service model where software rejuvenation is 

enabled in order to increase the performance of the system in terms of some dependability 

measures is proposed. It is worth mentioning that the administrator of such a system can 

decide on whether to enable rejuvenation on servers or/and on routers always according 

to the goal to be met. Moreover, by (3.56) and (3.60) it can be shown how server and 

router rejuvenation affects availability and MTTF. 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

4. CHAPTER 4        

        

APPLICATIONS: NUMERICAL RESULTS 

AND INTERPRETATION 

 
In this Chapter, numerical results concerning the proposed rejuvenation 

models through Chapters 2 and 3 are presented. Throughout the chapter, the 

effectiveness of software rejuvenation is highlighted in the sense of 

contributing to computer systems’ availability reliability, mean time to 

failure, mean up and down time or total expected cost downtime cost. Based 

on empirical data the optimal rejuvenation schedule is derived for each 

model. When the asymptotic probability distribution is needed for the 

dependability measures, sparse linear systems of algebraic equations are 

derived, which depending on the scale of the model, can be solved easily or 

not. The effectiveness of explicit preconditioned conjugate gradient type 

methods for solving these systems of equations is shown. From the numerical 

results, their convergence behavior highlights the fact that these methods can 

be used in the case of software rejuvenation stochastic modeling to compute 

efficiently asymptotic probability distributions.  

.
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Software rejuvenation is the proactive solution for dealing with software failures due to aging 

phenomena. The non-deterministic nature of these failures indicates that stochastic processes 

are the appropriate tool for modeling their manifestation in a computer system. 

Consequently, software rejuvenation needs to be modeled by such processes. The most proper 

categories of stochastic processes to model rejuvenation in computer systems can be found in 

the Markov theory. Through Chapters 2 and 3, software rejuvenation models are presented 

for various computer systems, whose dependability and reliability can be optimized when 

rejuvenation is enabled. 

In Chapter 2, rejuvenation is adopted in order to minimize resource exhaustion 

phenomena which occur in continuously running software or applications. Firstly, the 

innovative scenario of failed rejuvenation is introduced and the effects of rejuvenation in 

system’s performance are studied in both asymptotic and transient case. Moreover, the free 

physical memory is considered as a measure of the resources that degrades and different 

rejuvenation models for optimizing its usage are proposed. Finally, resource availability is 

taken under consideration. Thus, rejuvenation along with resource reservation are adopted in 

order to optimize resource availability 

In Chapter 3, software rejuvenation is modeled on different computer systems, in 

order to highlight the fact that under certain circumstances, it is an efficient technique for 

improving reliability and system dependability measures. Hence, rejuvenation models are 

proposed for redundant and cluster systems, aiming in optimizing their performance through 

counteracting software aging. Moreover, rejuvenation models are proposed for the Grid 

computing environment, in order to increase each Grid’s node and the entire Grid availability 

and performance. Finally, the performance of VoIP technology is studied by modeling 

software rejuvenation is such a system and by distinguishing rejuvenation policies that 

improve its availability and service reliability. 

Stochastic modeling of software rejuvenation and its effects on optimizing computer 

systems’ performance and reliability are highlighted through the following numerical results. 
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4.1 Numerical Results for Minimizing Resource Exhaustion 

4.1.1 Failed Rejuvenation Models 

4.1.1.1 Total expected downtime cost  

A client-server system is considered, which experiences resource degradation as clients’ 

requests increase. Partial and full software rejuvenation actions are performed in order to 

counteract resource exhaustion. Moreover the concept of failed rejuvenation is introduced. 

Since the load of such a system varies from hour to hour but reveals a cyclic behavior from 

day to day, different rejuvenation policies for each period of the day are proposed using a 

Cyclic Non-Homogeneous Markov (CNHM) model. The data used for examining the effects 

of rejuvenation are based on [68] and are shown in Table 4.1.  

According to section 2.1.1, measure LTEDC, for each period of the CNHMC can be 

computed and the corresponding results are presented in Figure 4.1. The computation of the 

LTEDC has been determined with respect to the rejuvenation rate value r starting with r = 0 

indicating that the system never enters the rejuvenation state. Parameter α is set to be 1/240 

which means that the base longevity interval is 10 days [68]. The remaining r values 

correspond to performing rejuvenation in various intervals after the base longevity interval 

has elapsed. In Figure 4.2, it is clear that the proposed model triggers a decrease on the 

LTEDC indicator as rejuvenation rate increases. Consequently, as long as the base longevity 

interval has been exceeded, the more frequently rejuvenation is performed the less expected 

downtime cost is achieved. 

When modelling the client-server system using a HMC, for the same variation of the 

rejuvenation rate value, as it is shown in Figure 4.1a by the gray doted bars, the HLTEDC 

reveals important differences from the corresponding indicator of the CNHMC. Hence, it is 

shown that the considered client-server system in a heterogeneous environment should be 

modelled by CNHMC instead of HMC. 

In Figure 4.2, the LTEDC sum of the two high traffic periods is presented with respect to 

the rejuvenation rate value. These periods are chosen due to their significant importance as 

the system should provide high levels of availability during high traffic periods. Moreover, 

the percent reduction for the downtime cost of high period as rejuvenation rate increases 

comparing with the case of not performing rejuvenation is presented in the figure. As it can be 

observed, rejuvenation causes a decrease of the downtime cost in the high traffic periods. 

Hence, the more frequently rejuvenation is performed, given that the base 
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Parameter Value Parameter Value 

α 1/240 h-1 µ 0.5 h-1 

λ 1/2160 h-1 c1 5 

λ1 6 h-1 c2 5000 

λ2 20 h-1 L 8640 

λ3 1/720 h-1   

Table 4.1: Parameter values, rewards and interval of unit times 
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Figure 4.1a: LTEDC for CNHMC and HMC vs. rejuvenation rate r 
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Figure 4.1b: LTEDC for CNHMC vs. base longevity interval and time to trigger rejuvenation t’ 
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Figure 4.2: LTEDC sum for the two high traffic periods 3 and 4 vs. r and percent difference from not 

performing rejuvenation 

 

longevity interval has been exceeded, the more the downtime cost in the steady-state of each 

period is reduced. The aforementioned remark reinforces the statement that rejuvenation 

should be performed as soon as the base longevity interval elapses. Actually, the sooner 

rejuvenation is triggered, after entering the failure probable state, the more LTEDC indicator 

decreases. In Figure 4.1b, the behavior of LTEDC for various base longevity intervals (BLI) 

and for the same rejuvenation rate r is shown. From Figure 4.1b it can be observed that 

LTEDC reduces when the base longevity interval lasts longer.  

It is important to remark that for each model such the one presented, and with respect 

to each parameter’s values, it should be initially checked if rejuvenation can increase the 

systems availability [68]. 

4.1.1.2 ML estimators for availability, reliability and failure rate 

Based mainly on the data given in [68] the maximum likelihood estimators firstly of the 

generator matrix and secondly of the dependability measures are derived, for the model with 

partial, full and failed rejuvenation. Recall from section 2.1.2, that the transient behavior is of 

interest in this case and hence a homogeneous Markov model is adopted. To highlight the 

effects of partial rejuvenation, the client-server system under consideration, is modelled with 

(Model 1) and without (Model 2) this kind of rejuvenation action. 
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The first step is to define the exponential distribution functions. Hence by setting α 

=1/480h-1, λf=1/2160h-1, λ1 =20h-1, λ2 =6h-1, λ3 =1/720 h-1 and µ = 0.5 h-1, the sojourn time 

distribution in each one of the system’s states for Model 1 can be derived: 
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The corresponding sojourn time distributions for Model 2 are given as follows: 
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In the simulation, r = 0.0104 h-1 is used as a default value, which corresponds to 

performing software rejuvenation every two weeks. Letting also r to vary and for each value 

(once every day, every 3, 4 and 8 weeks), denoting a different rejuvenation policy, the 

behavior of the ML estimator is studied. Since for Model 2 partial rejuvenation actions are not 

triggered, the corresponding probability is 0.  

Notice that changing the transition probabilities from state 3 to states 4 and 5 and from 

state 4 to states 1, 2 and 5 the results may change. 

In Figure 4.3, the consistency for the instantaneous availability estimator is shown for T= 

20000, 50000, 100000 in the case of Model 1. The estimator is also consistent for Model 2. 

Correspondingly, in Figure 4.4, the consistency of the reliability function estimator is 

presented for the same T values for Model 1. Notice that the reliability estimation is also 

consistent for Model 2. Finally, in Figure 4.5 the consistency of the failure rate estimator for 

the same T values for Model 1 is presented where the rejuvenation interval is chosen arbitrary 

to by 4 weeks. Failure rate estimator is also consistent for Model 2. 

In Figure 4.6, the behavior of the availability estimation for various rejuvenation policies 

for Model 1 is presented for T = 100000. Notice that the selection of T = 100000 is totally 

arbitrary. From the figure it is shown that higher levels of availability are achieved when 

performing rejuvenation with rate r = 0.042 h-1. Consequently, if availability is the only factor 

to decide on rejuvenation, it is proposed to perform rejuvenation every day. Nevertheless, by 

a closer look at the behavior of availability estimations in Figure 4.6, one can distinguish that 
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rejuvenation should be performed as frequently as possible. This is obvious by the fact that as 

often the system enters the rejuvenation state the availability increases. Lower values of the 

rejuvenation rate indicate that the system spends more time at the operational state 3 (failure 

probable state). But remaining for a long period on state 3 increases the probability of entering 

failure state 5 (failure state). On the other hand, higher values of r indicate that the system 

enters quickly state 4 (rejuvenation state). Although state 4 is a non operational state, the 

system can transit to states 1 (highly robust state) or 2 (degraded state) with higher probability 

than to transit to the non operational state 5. This explains why an increased rejuvenation 

rates benefits system’s availability. 

Reliability estimations for Model 1 do not reveal the same behavior as availability for 

varying rejuvenation rate. For rejuvenation once every day, two weeks, four weeks and eight 

weeks the reliability is higher when rejuvenation rate is higher. But performing rejuvenation 

once every three weeks provides slightly higher levels of reliability compared with the 

previous policies. This reveals an abnormal behavior of the reliability estimation which can be 

explained by the fact that reliability estimation is sensitive to the interval [0,T]. That is why 

changing the length of the interval leads to a change on the probability that the system is 

operational during this interval. This fact is clearly depicted in Figure 4.7. Hence, the optimal 

rejuvenation policy that leads to higher levels of reliability depends each time on the interval 

of system observation. The same behavior occurs for the estimations of the failure rate as it 

depends on the reliability. In Figure 4.8 it is shown how the failure rate changes for all the 

rejuvenation policies, for T = 100000. Notice that failure rate estimation reveals the same 

behavior as the reliability estimator, depending on T. Nonetheless, the appropriate framework 

to distinguish this rejuvenation policy is provided. 

The efficiency of the maximum likelihood estimators over the usual empirical estimators 

is shown in [110], where the reliability estimator is compared with the corresponding 

empirical one, for a CTMC. Consequently based on the consistency that it is shown in Figures 

4.3, 4.4 and 4.5 and on the efficiency of the maximum likelihood estimators, it is proposed to 

use these estimators for the instantaneous availability and the reliability function for the 

rejuvenation model presented. 

Suppose arbitrary the case of rejuvenating the system once every two weeks and let T= 

100000. In Figures 4.9, 4.10 and 4.11 availability, reliability and failure rate estimations for 

Models 1 and 2 are compared. 

As it is shown by the figures, reliability and failure rate take advantage of partial 

rejuvenation. Contrarily, adopting the concept of partial rejuvenation does not increase 
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system’s availability. That is because when partial rejuvenation is performed the system can 

enter the failure state in the time interval [0,t] more often than in the case of adopting only full 

rejuvenation actions. This can be clear for Model 1, by observing that the system enters the 

failure state either by the rejuvenation state (transition for state 4 to state 5), or by the failure 

probable state (transition for state 3 to state 5) or finally by following the transition sequence 

rejuvenation state, degraded state, failure probable state, failure state. Notice that in the 

steady state, the probability of entering the failure probable state may decrease and 

consequently Model 1 may be beneficial in terms of asymptotic availability. On the other 

hand, adopting partial rejuvenation can decrease the time until the first failure. This is the 

reason why reliability and failure rate are better when partial rejuvenation is triggered, as 

shown in Figures 4.10 and 4.11. 
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Figure 4.3: Availability ML estimation with rejuvenation every 2 weeks for Model 1 
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Figure 4.4: Reliability ML estimation with rejuvenation every 2 weeks for Model 1 
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Figure 4.5: Model 1: Failure Rate ML estimation with rejuvenation every 4 weeks 
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Figure 4.6: Model 1: Availability ML estimation for various rejuvenation policies and T = 100000 
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Figure 4.7: Model 1: Reliability ML estimation for various rejuvenation policies and T = 100000 
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Figure 4.8: Model 1: Failure Rate ML estimation for various rejuvenation policies and T = 100000 
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Figure 4.9: Availability ML estimations comparison for rejuvenation models 
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Figure 4.10: Reliability ML estimations comparison for rejuvenation models 
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Figure 4.11: Failure Rate ML estimation comparison for rejuvenation models 
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4.1.2 Free Physical Memory Optimization 

4.1.2.1 Total expected downtime cost 

Homogeneous Case 

The purpose of performing software rejuvenation on a computer system in which the amount 

of free memory is used to model resource degradation, is to reduce the total expected 

downtime cost. Notice that two rejuvenation actions are triggered according to section 2.2.1.  

To accomplish this aim, the minimum values of the rejuvenation rates and furthermore 

the minimum value of the cost function that corresponds to these values have to be 

determined. Optimization of the cost function is based on the Lagrange multipliers method. 

Furthermore, the following assumption is considered: for any i, αi = α and for any j, βj = β.  

The transition rates α and β are experimentally settled to range from 1 to 4 hours-1 for α 

and from 1 to 10 hours-1 for β. In Figure 4.12, the cost function versus the two rejuvenation 

rates r1 and r2 is presented, for 30 different cases of the transition rates α and β. For each case, a 

graph of the cost function is constructed and the compound graph is given. As it can be 

observed, the cost is low when partial rejuvenation rate increases and correspondingly full 

rejuvenation decreases. In addition, the minimum of the TEDC derived according to empirical 

data that are given in Table 4.2. These data, are only for demonstration and do not come out of 

a real life software system but there are in accordance with the literature.  

In Figure 4.13, the minimum of the cost values is presented for 30 different combinations 

for the transition rates α and β. In each case, the transition rates take different values according 

to the restriction α < β and the minimum cost value is derived. The mentioned restriction 

indicates that memory allocation rate is always higher that memory release rate. It should be 

stated that TEDC is low for low values of the rejuvenation rates. To achieve an optimal 

downtime cost, it is observed that rejuvenation should be performed with low frequency and 

additionally partial rejuvenation should be performed more frequently than full, as it causes 

less downtime cost. The behavior of TEDC versus the rejuvenation rates r1 and r2 is also 

shown in Figure 4.14 and 4.15, respectively. 

In Figure 4.14, the variation of the minimum cost value is shown as partial rejuvenation 

rate ranges. For the cost value corresponding to each bar of this figure, the transition rates and 

the rejuvenation rate r2 are set to be constant. Hence, the minimum cost value is a function of 

the partial rejuvenation rate only. It should be mentioned that, as shown in Figure 4.14, the 

cost value is decreased when the value of r1 is increased. This rejuvenation action does not last 
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long, but it is not that effective for the system in terms of counteracting aging. Hence, partial 

rejuvenation action improves the status of the system when it is performed more frequently, 

i.e. higher r1. Consequently, an optimal cost policy can be then derived, by increasing the 

value of the partial rejuvenation rate r1. This policy corresponds to an immediate rejuvenation, 

avoiding later failures. 

In Figure 4.15, the variation of the minimum cost value versus the variation of the full 

rejuvenation rate r2 is shown. For the cost value that corresponds to each bar of this figure, the 

transition rates and the rejuvenation rate r1 are set to be constant. Hence, the minimum cost 

value is a function of the full rejuvenation rate only. It should be stated that, the cost value is 

increased when the value of r2 is increased. Actions taken when full rejuvenation is 

performed, last much longer compared with partial rejuvenation actions and hence service is 

interrupted for longer. Performing rejuvenation with an increased full rejuvenation rate 

causes a cost increase. Hence, performing full rejuvenation with a low rate r2 is preferred in 

order to achieve a lower cost.  

Overall, the optimal cost of the rejuvenation procedure is obtained when the 

rejuvenation rate r1 is high enough and the rejuvenation rate r2 is much lower. When the level 

of free memory reaches 50% (state 4 in Figure 2.6 of section 2.2.1) a high value of r1 implies 

that rejuvenation has to be performed immediately and all unnecessary applications need to 

be terminated. The duration of this phase of rejuvenation does not last for long. Furthermore, 

when the amount of allocated memory reaches 87.5% (state 7 in Figure 2.6 of section 2.2.1), a 

second rejuvenation phase needs to be initiated with a low rate r2. This rejuvenation action 

lasts longer that the one corresponding to rate r1. 

It is evident that an efficient system would require high values of the rejuvenation rates. 

However, since the rejuvenation phase duration has a substantial overall performance up-

time cost, an effective policy has to be determined. This policy consists in performing 

rejuvenation with a high rejuvenation rate r1 and a much lower rate r2. 
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Notation Values Notation Values 

α 2 h1 Cf 500 cost units 

β 3 h-1 Cr1 100 cost units 

µ3 6 h-1 Cr2 50 cost units 

Table 4.2: Model parameters 
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Figure 4.12: TEDC function vs. r1 and r2 (in hours-1) 
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Figure 4.13: TEDC values at the minimum of r1 and r2 in 30 different cases 
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Figure 4.14: Variation of TEDC via the rejuvenation rate r1 
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Figure 4.15: Variation of the cost via the rejuvenation rate r2 
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Cyclic Non-Homogeneous Case 

In the case of modeling system’s periodic behavior by using a CNHMC, to simplify the 

mathematical manipulations without loss of generality, it is assumed that αi = α, i = 1,…,5 and 

βj = β, j =. 1,…,8. The repair rate µ3 is given in Table 4.2. The objective is to compute the 

steady-state probabilities, then compute the cost in each period and finally determine the total 

expected downtime cost by equation (2.38). The function β(x) is defined as the number of 

clients for each time period, i.e. the number of clients in the first period is low, in the second 

period is increased considerably, while in the third period decreases compared to the second 

period. Thus, the number of clients at any time of the day can be described by the equation: 

( ) 240,12)( 2 ≤≤−−= xxNxβ     (4.3) 

where N denotes the maximum number of clients that the system can serve and is assumed to 

be N=144. It has to be mentioned that in this case study it is assumed that k = 10. 

The total expected downtime cost of the model during the day is given by the function: 

( )
( )
( )
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2

2

xx

xx

xx

xCTED     (4.4) 

Hence, by observing the behavior of the cost function, it is clear that the optimal policy 

consists in adopting increased rejuvenation rates in the first period, decreased rejuvenation 

rates in the second one, and then again augmented rejuvenation rates compared to the second 

period but decreased compared to the first period. 

It is interesting to investigate further the rejuvenation policies to adopt. As it is already 

stated, rejuvenation can be partial or full with varying effects. Questions that arise from the 

above study consist in determining when exactly to perform rejuvenation, which degradation 

level has the system to reach in order to initiate rejuvenation and finally which is the most 

appropriate rejuvenation action (partial or full) according to the degradation levels. Many 

different rejuvenation policies can be scheduled and compared either in terms of downtime 

cost or system’s availability depending on the quantity of interest. 

4.1.2.2 Cost-effectiveness of EPGCGS method over direct solution methods 

In section 2.2.2 two different models are introduced to describe free physical memory 

allocation and release. The first model consists in enabling partial and full rejuvenation 

actions in order to prevent resource exhaustion, though the second one consists in enabling 

only partial rejuvenation actions, as shown in Figures 2.7 and 2.8. The aim of the present 
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numerical study is to distinguish which model is optimal in terms of asymptotic total 

expected downtime cost. To do so, approximate inverse preconditioning is adopted to solve 

efficiently linear systems of algebraic equations resulted from the homogeneous continuous 

time Markov model. 

After setting up the rates of initiating and terminating applications along with the 

rejuvenation and repair rates, the purpose is to derive the optimal frequency of performing 

rejuvenation in both strategies. The TEDC indicator of the system is determined and its values 

for both strategies are compared in order to determine the optimal one in terms of cost. 

Moreover, for the optimal strategy, the study is extended on the cost optimization. 

Additionally, the applicability and effectiveness of the generalized explicit approximate 

inverse preconditioning for solving sparse linear systems is examined. 

The values of model parameters for both strategies are shown in Tables 4.7 and 4.8 

respectively. As far as the width parameters of the coefficient matrix B are concerned, for 

either the iterative or direct solution methods are set to be 11035 21 +== n, n ll  for the first 

strategy and 110 21 == ll ,  n  for the second. The iterative process for the EPGCGS method 

is terminated when 4
i 10r −

∞
< . Moreover, the termination criterion for the power method of 

the iteration matrix ([84]), is that the absolute difference of all matrix elements between 

successive iterations is less than 10-4. 

Numerical results are presented in Tables 4.3 and 4.4 for the EPGCGS method in 

conjunction with the ODODGAIM algorithms [53], with various values of the “retention” 

parameter δl of the approximate inverse and the power method of the iteration matrix for 

several values of the order n of the linear system for the first and the second strategy 

respectively (cf. section 1.3). 

Additionally, in Tables 4.5 and 4.6, the timing (given in mm:ss.hh) of the iterative 

methods, i.e. the EPGCGS method for several values of the “retention” parameter δl of the 

approximate inverse and the power method of the iteration matrix against direct solution 

methods, i.e. using the class I exact inverse, i.e. DODGEIM algorithm and the Gaussian 

elimination method (Matlab implementation), with the order of the linear system set to 

n=1000 for both strategies respectively. In terms of timing, the EPGCGS method for all the 

values of the “retention” parameter δl is superior to the power method of the iteration matrix 

and much faster than the direct solution methods for both strategies.  
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It should be mentioned that parallel versions of the EPGCGS method has been 

successively implemented on various architectural platforms, including multiprocessor 

systems, multicomputer systems and grid computational platforms [61]. 

For each one of the models, it is assumed that αi = α for any i, and βj = β for any j and all 

the transition rates are assumed to be the same in both models. The TEDC is derived 

according to equations (2.39) and (2.41). Table 4.7 contains the values of all parameters of the 

first strategy, and furthermore the TEDC. 

For the second strategy, rejuvenation rates take values equal to r1 of the first strategy. 

The rewards of the rejuvenation states for the second strategy take values equal to the reward 

1rC  of the first strategy, since all of them are performed in order to release 20% of memory. 

Hence, Table 4.8 presents the values of all the parameters for the second strategy and the 

corresponding cost. Notice that the values of the reward rates are assigned in accordance to 

the existing literature on software rejuvenation [68]. In Table 4.9, TEDC for n=100, 200, 400, 

600, 800 and 1000 is shown for both strategies. According to Tables 4.7 and 4.8, the total 

expected downtime cost of the second strategy is higher than the corresponding cost of the 

first, confirming the claim introduced previously. 

In order to state the rest of the claims introduced in section 2.2.2, the optimal 

rejuvenation strategy along with the optimal policy should be determined. 

It is observed that when the value of the rejuvenation rates for the second strategy is 

13.7957h-1 the corresponding TEDC is equal to the TEDC of the first strategy. By setting 

==== 4321 rrrr 14h-1 the TEDC is 0.2164 as it is shown in Table 4.10, which is less than the 

corresponding cost of the first. Furthermore, when the in the case of triggering only partial 

rejuvenation actions the rejuvenation rates are increased more, the cost decreases. Hence, this 

strategy with rejuvenation rates r1 = r2 = r3 = r4 >13.7957h-1 is proposed in order to minimize 

the cost during downtime of a system as the one described in section 2.2.2. 

Studying further the behavior of the second strategy and taking into account that for r1 = 

r2 = r3 = r4 >13.7957h-1 the value of the TEDC is decreased, the variation of the downtime cost 

as the rejuvenation rates increse is presented in Figure 4.16. By observing this figure, a policy 

that consists in performing rejuvenation more often is proposed. Actually, the figure shows 

that as often rejuvenation is performed the TEDC decreases. The same computational 

procedure can be followed in order to determine the critical value of the rejuvenation rate for 

the rest of the state dimensions. That is because when performing rejuvenation more often, 

the system is prevented from failures more effectively, and consequently the process does not 

reach often the failure state which contributes more than any other state in the cost value. 
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Moreover, about the cost of performing only partial rejuvenation actions, derived in 

Table 4.10, it is observed that increasing more the rejuvenation rate values leads to cost 

reduction. Hence, another optimal value of the cost is derived by assigning the rates of Table 

4.11 to the rejuvenation rates. In this case, TEDC is less than the one of Table 4.10 and 

obviously less than the corresponding cost of triggering partial and full rejuvenation. 

As in the first policy proposed, the downtime cost decreases when the rejuvenation rates 

increase. In Figure 4.17, the behavior of the TEDC is depicted in different cases of increased 

rejuvenation rates, where in each case the rejuvenation rates take values: 

A: r1 = 14, r2 = 15, r3 = 16, r4 = 17 , B: r1 = 15, r2 = 16, r3 = 17, r4 = 18 , C: r1 = 16, r2 = 

17, r3 = 18, r4 = 19 , D: r1 = 17, r2 = 18, r3 = 19, r4 =20 , E: r1 = 18, r2 = 19, r3 = 20, r4 = 21 , F: r1 

= 19, r2 = 20, r3 = 21, r4 = 22 , G: r1 = 20, r2 = 21, r3 = 22, r4 = 23 

Based on the results of this section, a software rejuvenation policy consisting in 

triggering only partial rejuvenation is proposed for reducing the downtime cost of such a 

software system. Moreover, it is obtained that rejuvenation should be performed more often 

as resource degradation increases. 
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Partial and full rejuvenation  

n 
EPGCGS method Power method of 

the iteration matrix δl=1 δl=10 δl=20 δl=30 

100 25 8 2 1 11 

200 24 5 2 1 12 

400 24 5 2 1 13 

600 24 5 2 1 13 

800 24 5 2 1 14 

1000 24 5 2 1 14 

Table 4.3: The convergence behavior of the EPGCGS and power method of the iteration matrix 
when partial and full rejuvenation actions are triggered 

 

Only partial rejuvenation actions 

n 
EPGCGS method Power method of 

the iteration matrix δl=1 δl=10 δl=20 δl=30 

100 23 6 2 1 11 

200 24 5 2 1 12 

400 25 5 2 1 13 

600 24 5 2 1 13 

800 24 5 2 1 13 

1000 24 5 2 1 14 

Table 4.4: The convergence behavior of the EPGCGS and power method of the iteration matrix 
when only partial rejuvenation actions are triggered 

 

TIMING (given in mm:ss.hh) for partial & full rejuvenation actions with n=1000 

ITERATIVE METHODS DIRECT METHODS 

δl EPGCGS method 

Power method 

of the Iteration 

Matrix 

EXACT 

INVERSE 
GAUSS 

1 00:05.18 

19:04.00 01:29.10 00:26.62 
10 00:04.64 

20 00:04.74 

30 00:04.89 

Table 4.5: The performance of iterative and direct methods for the two (2) rejuvenation rates case. 

TIMING (given in mm:ss.hh) for only partial rejuvenation actions with n=1000 

ITERATIVE METHODS DIRECT METHODS 

δl EPGCGS method 

Power method 

of the iteration 

matrix 

EXACT 

INVERSE 
GAUSS 

1 00:00.52 

19:47.00 00:14.10 00:27.95 
10 00:00.43 

20 00:00.49 

30 00:00.58 

Table 4.6: The performance of iterative and direct methods for the four (4) rejuvenation rates case. 
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Partial and full rejuvenation actions: 

Parameter values and CostA 

α 2 h-1 

β 3 h-1 

µ 6 h-1 

µ1 4 h-1 

µ2 5 h-1 

fc  500 cost units 

1r
c  50 cost units 

2r
c  100 cost units 

Total Expected 

Downtime Cost 
0.216 cost units 

Table 4.7: Characteristics of partial and full 
rejuvenation model. 

 

Only Partial rejuvenation actions: 

Parameter values and CostB 

α 2 h-1 

β 3 h-1 

µ 6 h-1 

µ1=µ2=µ3 =µ4 4 h-1 

fc  500 cost units 

1r
c  50 cost units 

Total Expected 

Downtime Cost 
0.779 cost units 

Table 4.8: Characteristics when only partial    
                    rejuvenation actions are triggered 

 

 

 
Cost results 

n CostA CostB 

20 0.21 0.78 

100 3.77 × 10-7 2.212 × 10-5 

200 3.41 × 10-14 1.13 × 10-10 

400 2.78 × 10-28 3.08 × 10-21 

600 2.28 × 10-42 8.38 × 10-32 

800 1.86 × 10-56 2.28 × 10-42 

1000 1.52 × 10-70 6.20 × 10-53 

Table 4.9: Cost results for both rejuvenation cases for various model dimensions 

 

Only Partial rejuvenation actions 
Optimized case I : 

Parameter values and CostB 

α 2 h-1 

β 3 h-1 

µ 6 h-1 

µ1 14 h-1 

µ2 14 h-1 

µ3 14 h-1 

µ4 14 h-1 

cf 500 cost units 

cr1 50 cost units 

Total Expected 
Downtime Cost 

0.2164 

Table 4.10: Characteristics of optimized case I 

Only Partial rejuvenation actions 
Optimized case II : 

Parameter values and CostB 

α 2 h-1 

β 3 h-1 

µ 6 h-1 

µ1 14 h-1 

µ2 15 h-1 

µ3 16 h-1 

µ4 17 h-1 

cf 500 cost units 

cr1 50 cost units 

Total Expected 
Downtime Cost 

0.2132 

Table 4.11: Characteristics of optimized case IΙ 
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Figure 4.16:  Only partial rejuvenation: Variation of TEDC for different values of the rejuvenation 
rates (in hours-1) 
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Figure 4.17: Only partial rejuvenation: TEDC for different rejuvenation value 

 

 

4.1.3 Selective Denial of Service and Rejuvenation 

4.1.3.1 Priority classes’ blocking probabilities and optimization 

Website resource availability 

A methodology based on classifying website visitors into priority groups is proposed in 

section 2.3.1 for assuring high availability, based on reserved website resources that can 

be accessed only by these groups and simultaneously providing as many resources as 

possible to lower priority visitors. The problem is studied under two different scenarios. 

In the first scenario, the website visitors are classified into two classes, RoR and FA and 

consequently resources (g) are reserved only for the priority class RoR. In the second 



                    Chapter 4 162

scenario, website visitors are classified into three priority classes RoR or GF class, SF and 

FA class, in descending order. This indicates that an amount of resources g1 is reserved for 

GF and SF classes and an additional amount of resources g2 is reserved only for the GF 

class. 

Through the following numerical results the blocking probabilities of each class are 

derived with respect to the optimal reserved resources. In Table 4.12, parameter values 

that are used only for demonstration and are not taken of a real-life system, for the arrival 

rates and the service rate, are shown. Nevertheless, values of Table 4.12 are used only to 

illustrate the theoretical framework already presented. 

The time dependent arrival rate of equation (2.43) indicates that the arrival rates to 

be evolved in the problem are: 
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The service rate, that is independent of the system state, is the sum of service rates 

of the two visitors’ classes and is presented in equation (4.6). Free access visitors’ service 

rate and membership visitors’ service rate are also shown in Table 4.12. The service rate 

expresses the fact that visitors of both classes are served even when the resources have 

been degraded and no other free access visitors can have access to the resources. 

1h4 −=+= MFFA µµµ      (4.6) 

Hence according to equations (4.5) and (4.6) the blocking and RoR probabilities can 

be determined for different values of the total number of states. The total number of states 

depends on the discretization of the total amount of free resources, according each time to 

the demands of the problem to be solved. Three different cases of N values are examined. 

When N=10 the total amount of free resources is divided per 10%; hence each state of the 

model with 10 states represents the amount of free resources remaining available. 

Correspondingly, when N=50 the resources have been divided per 2% and when 

N=100 per 1%. As higher the total number of states is as detailed is the study of the model. 

The optimization problem to be solved in order to determine the optimal number of 

reserved states g is the problem of equation (2.55). By substituting the rates from 

equations (4.5) and (4.6) to equations (2.46) and (2.47) the blocking probability of free 

access visitors and the RoR probability for membership visitors are derived and the 

optimization problem is ready to be solved. The results are shown in Table 4.13, where 

Pb,FA,0 is the predefined level beyond which the blocking probability is demanded to be, g* 
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is the optimal value of the reserved states for the membership visitors and ∗
FAbP , , ∗

MFRoRP ,  

are the optimal values of the blocking and RoR probabilities correspondingly, after 

substituting the optimal g* in equations (2.46) and (2.47). 

As it can be obtained by Table 4.13, when the optimal number of reserved resources 

increases, indicating that more resources are reserved for membership fee visitors, the 

optimal RoR probability decreases providing high levels of availability to membership fee 

visitors, and the blocking probability for free access visitors increases as the resources 

available for them are limited. In Figure 4.18 the behavior of the RoR and blocking 

probability with respect to the predefined level and the number of reserved resources are 

shown. 

The arrival and service rates of each class when three priority classes appear are also 

given in Table 4.12. These empirical rates form the arrival and service rates that are 

evolved in the problem to be solved and are given by equations (4.7) and (4.8) expressed 

in hours-1. The service rate concerns visitors that have already access to website resources. 
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1h5 −=++= GFSFFA µµµµ     (4.8) 

As in the previous case, the arrival rate is state dependant in contrast to the service 

rate that is constant independently to which is the state of the process. 

By substituting the arrival rates λ1, λ2, λ3 and the service rate µ derived from 

equations (4.7), (4.8) and Table 4.12, the blocking probabilities for free access visitors, 

silver fee visitors and furthermore the RoR probability for golden fee visitors can be 

computed by equations (2.52)-(2.54) for various values of the total number of states N. 

These probabilities have been computed for N=10, 50 and 100. 

For each N value the blocking and RoR probabilities are substituted in the 

optimization problem of equation (2.56) in order to determine the optimal values ∗∗
21 , gg  of 

the reserved states. The results are shown in Table 4.14 where Pb,FA,0, Pb,SF,0 are the 

predefined values beyond which the blocking probabilities are demanded to be, ∗
FAbP , , 

∗
SFbP ,  and ∗

GFRoRP ,  are the optimal values of blocking and RoR probabilities 

correspondingly, after substituting optimal ∗∗
21 , gg  in equations (2.52), (2.53) and (2.54). 
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One Membership Class 

Visitor’s 

Class 

Arrival 

Rate 

Service 

Rate 

Values in h-1 

Arrival Service 

Free 

Access 
FAλ  FAµ  1 1 

Membe

rship 

fee 

MFλ  MFµ  2 3 

Two Membership Classes 

Visitor’s 

Class 

Arrival 

Rate 

Service 

Rate 

Values in h-1 

Arrival Service 

Free 

Access 
FAλ  FAµ  4 2.5 

Silver 

Fee 
SFλ  SFµ  2 2 

Golden 

Fee 
GFλ  GFµ  1 0.5 

Table 4.12: Transition rates for one and two 
classes reserved resources 

 

 

 

One Membership Class 

Ν=10 

b,FA,0P  *g  
*
RoR,MFP  *

b,FAP  

0.2 7 0.0015309 0.19442 

0.09 5 0.0029451 0.091299 

0.05 3 0.0061426 0.042998 

0.02 1 0.013349 0.013349 

Ν=50 

2 × 10-3 32 4.3919 × 10-13 1.8863 × 10-3 

2 × 10-5 16 2.8741 × 10-10 1.8835 × 10-5 

2 × 10-6 8 1.8782 × 10-6 7.3675 × 10-9 

2 × 10-7 2 8.3899 × 10-8 2.5170 × 10-7 

Ν=100 

2 × 10-6 58 6.5420 × 10-24 1.885 × 10-6 

2 × 10-10 26 2.8225 × 10-18 1.894 × 10-10 

2 × 10-12 10 1.8539 × 10-15 1.896 × 10-12 

2 × 10-13 2 4.7514 × 1014 1.425 × 10-13 

Table 4.13: Solutions of optimization problem 
for one membership class 

 

From Table 4.14, useful result can be derived. As far as the class of golden fee 

visitors it is obtained that when ∗
2g  is increased the RoR probability of the class decreases, 

a result that make sense since when ∗
2g  increases more resources are reserved for this 

class of visitors. Though for constant ∗
2g , when ∗

1g  increases the optimal RoR probability 

∗
GFRoRP ,  decreases too as more resources are allocated for silver fee visitors. 

For silver fee visitors, it is observed that when ∗
1g  increases the blocking probability 

of this class decreases which make sense as more resources are offered to this class. 

Furthermore, for constant ∗
1g , when ∗

2g  increases, the blocking probability ∗
SFbP ,  increases 

because more resources are available for golden fee visitors. 

At last the blocking probability of free access visitors depends mostly on the sum of 

∗
1g  and ∗

2g . When ∗∗ + 21 gg  increases the blocking probability for free access visitors 

increases too because the resources that are available to this class reduce. In Figure 4.19 

the behavior of the RoR and blocking probabilities with respect to the predefined level 

and the number of reserved resources are shown. 
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Two Membership Classes 

Ν=10 

b,FA,0P  
b,SF,0P  *

1g  *
2g  *

RoR,GFP  *
b,FAP  *

b,SFP  

0.6 0.07 3 6 3.8145 × 10-4. 0.34764 0.061 

0.55 0.04 3 5 6.1982 × 10-4. 0.36949 0.039 

0.5 0.2 1 8 1.9663 × 10-4 0.4993 0.199 

0.3 0.1 1 6 9.0867 × 10-4 0.20752 0.082 

Ν=50 

0.5 10-2 18 30 3.12 × 10-17 0.3999 1.80 × 10-5 

0.2 10-3 16 29 8.38 × 10-17 0.1545 1.94 × 10-5 

10-2 0.2 13 20 8.19 × 10-14 0.0085 4.97 × 10-6 

10-3 10-6 10 13 2.46 × 10-11. 0.0009 2.44 × 10-6 

Ν=100 

0.5 9 × 10-11 42 56 6.6 × 10-33 0.2835 8.5 × 10-6 

0.2 0.005 38 57 7.9 × 10-33 0.1545 2.5 × 10-10 

0.1 2 × 10-11 42 51 1.4 × 10-33 0.0905 1.9 × 10-11 

10-3 2 × 10-8 27 41 9.8 × 10-27 0.0003 1.3 × 10-10 

Table 4.14: Solutions of optimization problem for two membership classes 
 

 

 

One class of reserved resources, N=100
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Figure 4.18: Solutions of the optimization problem when resources are reserved for one 
membership class 
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Two classes of membership visitors, N=100
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Figure 4.19: Solutions of the optimization problem when resources are reserved for two 
membership classes 

 

 

Guaranteed resource availability 

A slight different perspective of the above problem is the one presented section 2.3.2, 

where from the website provider point of view, high levels of resource availability have to 

be guaranteed and consequently as many visitors as possible have to be served. The 

difference is due to the fact that the provider has to offer certain availability levels to 

higher priority classes and do not just provide them with as higher access as possible. 

A numerical example based on empirical data (cf. Table 4.15) that are closer to 

reality is also presented for this case. Moreover, the following study is determined for two 

different cases of the total number of states N, in order to highlight the effect of the 

modeling on the results of the optimization problem. 

For N=20 lets initially define Pb,GF,0 = 10-7 and Pb,SF,0 = 10-3. The solution of the 

optimization problem is =*
,FAbP 0.05685, =*

,GFbP 4.8× 10-8 and =*
,SFbP 9.32× 10-4 with 

optimal values of the decision variables )7,4(),( *
2

*
1

* == ggg . The variation of the optimal 

solution as Pb,GF,0 changes is shown in Figure 4.20. For lower values of Pb,GF,0 optimal 
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Visitor’s Class Arrival Rate Service Rate 
Values in h-1 

Arrival Service 

Free Access FAλ  FAµ  2000 2500 

Silver Fee SFλ  SFµ  1500 2000 

Golden Fee GFλ  GFµ  1000 500 

Table 4.15: Arrival and service rates per priority class 
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Figure 4.20: N=20: Optimal solution for varying Pb,GF,0 
 

blocking probability for the FA class increases as lower Pb,GF,0 indicates that more 

resources have to be served for the GF class and hence less amount of resources can be 

accessed by FA visitors.  

In the case where the amount of reserved resources is divided into N=100 levels, 

the optimal solution is =*
,FAbP  3.653× 10-6, =*

,SFbP  2.789× 10-7 with optimal values of the 

decision variables )3,2(),( 21 == ∗∗∗ ggg . By Figure 4.21 it is shown that once again *
,FAbP  

increases as guaranteed levels of resource availability for the GF class increases. Notice 

that variation of Pb,SF,0 does not importantly affect the optimal solution for both of the 

above cases. In order to highlight the fact that the optimal solution is mostly affected by 

the level of resource unavailability for the GF class, the behavior of the optimal solution 

for N=100 when Pb,GF,0 and Pb,SF,0 change simultaneously, is presented in Figure 4.22. 
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Optimal solutions for varying P b,GF,0
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Figure 4.21: N=100: Optimal solution for varying Pb,GF,0 
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Figure 4.22: N=100: Optimal solution for different levels of Pb,GF,0 and Pb,SF,0 
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Website fee optimization 

In section 2.3.3, website resource availability optimization is extended. The website 

visitors according to a fee paid or not can achieve higher levels of website resources and 

services. But in this case, along with resource availability of the priority classes, the 

purpose is to maximize the total profit of the website provider. Taking into account some 

cost factor that are weighted by a reward structure, a multiobjective optimization problem 

is formulated in order to determine the optimal fee that each priority class has to pay and 

the optimal amount of reserved resource for each priority class, that maximize the total 

provider’s profit and simultaneously minimize classes’ blocking probabilities. 

In the following, an empirical numerical example is presented. The data used in the 

example are used only for demonstration. As the entire framework including 

methodology and formulas is provided through section 2.3.3, once real data are available 

the presented model will effectively provide results.  

Suppose that the website provider earns the amount of 5.000€/year from 

advertisement that appear in the site. Furthermore, assume that in a competitive website, 

the total amount collected annually by the membership fee is 10000€. The lower bounds 

for the fee of the SF and GF classes are set to be CLB,SF = 10€/year and CLB,GF = 20€/year. 

Moreover suppose that the total number of unique visits of the website is 600000/year 

consisting of NFA, NSF and NGF as shown in Table 4.16. 

As far as the resource availability is concerned, due to priorities, the website has to 

provide higher levels of availability for the GF class that are paying a higher fee, than for 

the GF and FA classes. Hence, let the resource availability provided for GF class be 

99.999%. The SF class achieves an availability level of 99.9%. Finally, resource availability 

has to be provided in high levels for the FA class also, in order to make the website 

attractive to more FA visitors and hence the number of advertisements’ viewers to be 

increased. This level of resource availability is assumed to reach 99%. Consequently, the 

predefined levels consisting in the upper bounds for the blocking probabilities of each 

class can be then determined and they are shown also in Table 4.16. The discretization 

adopted consists in having N=100 states each one representing 1% of website resources. 

The number of states can vary according to the amount of website resources that model’s 

state represents. Solving the optimization problem provides the optimal number of the 

annual fee for the SF and GF classes, along with the optimal amounts of reserved 

resources. These quantities maximize the profit of the website provider and 
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simultaneously assure the desired levels of resource availability for each class. The 

solution of the optimization problem is shown in Table 4.17. 

According to these results, each SF member has to pay an annual fee of 

approximately 59€ though the corresponding annual fee for a GF member is around 203€. 

Moreover, 20% of website resources are reserved for both GF and SF classes and 50% of 

the resources can be accessed by GF visitors. Consequently, GF class can have access to 

100% of website resource, SF class can access 50% and FA visitors can access 30% of 

resources. Finally, the total profit for the website provider is approximately 51000€. 

It is reasonable that the optimal values derived by the solution are affected by the 

parameters’ values that were assumed. Changing these values will change the solution of 

the optimization problem. In fact, the solution of the optimization problem is affected 

mainly by the standard annual profit from advertisements α, by the lower bounds of the 

fees of each priority class CLB,SF and CLB,GF, by the number of subscribed visitors of each 

priority class SSF and SGF and finally by the upper bound of the annual profit from 

subscriptions CUB. The way that each of the above changes affects the solution of the 

optimization problems can be explained by the following figures. 

In Figure 4.23 it is clear that as the standard annual profit from advertisements 

appearing in the website increases, the total profit for the provider also increases. As a 

matter of fact, the profit is always greater than α. Hence, as higher α is, as higher the profit 

will be. Notice that α affects only the profit of the provider and not any other element of 

the solution of the optimization problem. 

Figures 4.24 and 4.25 represent the effects of the variation of the lower bounds for 

the membership fees (CLB,SF,CLB,GF) on the number of reserved and free resource and on the 

optimal fees correspondingly. It seems that the reserved and free resources vary totally at 

random when the pair (CLB,SF,CLB,GF) changes. Additionally the optimal fee does not reveal 

a pattern as (CLB,SF,CLB,GF) changes. But it is worthwhile to mention that for values of 

(CLB,SF,CLB,GF) that result in a very low number of reserved resources g1 for the SF class, the 

lowest values for the optimal fee eGF are obtained. This can be explained by considering 

that lower amount of reserved resources for the SF class without any important increase 

on the amount of reserved resources for the GF class, will enhance the FA users that can 

access more website resources. As a result, resource availability of GF class can be 

negatively affected and that is why they are asked to pay a lower fee in this case. 

 



4.1. Numerical Results for Minimizing Resource Exhaustion 171 

 

 
Model parameters Values 

α 5000 €/year 

SSF 100 subscribed visitors 

SGF 20 subscribed visitors 

wADV 0.05 €/visitor 

cADV 0.05 €/visitor 

NFA 500000 visitors/year 

NSF 80000 visitors/year 

NGF 20000 visitors/year 

g0 5 

CLB,SF 10€ 

CLB,GF 20€ 

CUB, 10000€ 

Pb,FA,0 0.1 

Pb,SF,0 0.001 

PRoR,GF,0 0.00001 

λFA 34560 /year 

λSF 17280 /year 

λGF 8640 /year 

µ 86400 /year 

Table 4.16: Model’s parameter values 

 
Objective and variables Optimal values 

Profit* 51000 €/year 

e*SF 59 €/year 

e*GF 203 €/year 

g*1 20 

g*2 50 

Table 4.17: Solution of the optimization 
problem 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

Similar results for the reserved resources are obtained in Figure 4.26, where the 

number of subscribed visitors for the priority classes varies.  

On the other hand, in Figure 4.27 it is obtained that as SF and GF subscribers 

increase, simultaneously the optimal fees eSF and eGF decrease. This is because when the 

number of subscribers increases the total profit can be increased even with lower fees for 

the priority classes’ visitors. 

Finally, from Figures 4.28, 4.29 and 4.30 it is shown that when the upper bound SUB 

increases, the profit also increases but simultaneously the optimal fees are importantly 

increased. That is why in order to reach the upper bound SUB without increasing the 

number of subscribers, the optimal fee for the SF and the GF classes have to be increased. 
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Figure 4.23: Standard profit’s from advertisements contribution to the total provider profit  
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Figure 4.24: Variation of the lower bounds of optimal fees vs. reserved resources 
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Figure 4.25: Variation of optimal fees (in €) lower bounds vs. optimal fees for SF and GF classes 
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Figure 4.26: Reserved resource for varying number of subscribers for both SF and GF classes 
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Figure 4.27: Optimal fees (in €) for varying number of subscribers for both SF and GF classes 
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Figure 4.28: Optimal Profit variation for different SUB levels 
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Figure 4.29: Reserved resources variation for different SUB levels 
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Figure 4.30: Optimal fees (in €) variation for different SUB levels 
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Server resource reservation policies 

A case study is introduced according to section 2.3.4, in which a university server which 

provides resources to everyone that can have access to a university computer or 

workstation is considered. Hence, the four classes introduced in section 2.3.4 are settled 

as: academic faculty denoted in the following as AC, corresponding to class A, 

administrative personnel denoted by ADP, corresponding to class B, postgraduate 

student and researchers denoted by PR, corresponding to class C and finally 

undergraduate students denoted by UN, corresponding to class D. 

Under the above problem configuration, reserved resources g3 can be accessed only 

by academic faculty, g2 by academic faculty and administrative personnel, and reserved 

resources g1 by all classes apart from undergraduate students. Hence, the aim is to 

distinguish the optimal resource reservation policies that minimize the blocking 

probability for the academic faculty and simultaneously providing as many resources as 

possible to the rest of the classes.  

The optimal server resource reservation policies are obtained by the optimization of 

a blocking probability which involves the computation of the steady-state probability 

distribution. This distribution can be given analytically when the system is modeled by a 

CTMC where as in the case of a CNHMC modeling, generalized approximate inverse 

preconditioning has to be used as it is shown in the following. Data used are empirical 

and in accordance with system administrators. 

In the case that a CTMC is used to model resource availability, the arrival rates of 

each class are: λAC = 1h-1, λADP = 2 h-1, λPR = 3 h-1, λUN = 4 h-1 resulting in λ1 = 10 h-1, λ2 = 6 h-

1, λ3 = 3 h-1, λ4 = 1 h-1, and the repair rate is set to be µ = 12 h-1 . Moreover, the predefined 

levels of blocking probabilities are: Pb,ADP,0 = 0.0001, Pb,PR,0 = 0.01 and Pb,UN,0 = 0.1. Notice 

that the discretization decided is to divide the total amount of server resources in equal 

parts of 5% and hence the steady state transition diagram includes N = 20 states. 

Solving the linear system of equations 1  ,
E

== ∑ ∈i iπ0πQ , where Q = [qij] (i,j)∈Ε× E 

is the 20 by 20 matrix, provides the steady-state probabilities that are used in order to 

compute the blocking probabilities for all the users’ classes based on equations (2.66)-

(2.69). Hence the blocking probabilities derived can be substituted in the optimization 

problem of equation (2.74). It is worth mentioning that as the constraints g1 ≥ 2, g1 < g2 and 

g2 < g3 hold and g1, g2, g3 are integers, it is obvious that g2 ≥ 3 and g3 ≥ 4. Adding these 

constraints to the optimization problem will help to find a solution easier. Based on
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Pb,ADP,0 P*b,AC g*1 g*2 g*3 P*b,ADP P*b,PR P*b,UN 

0.000001 3.76904 × 10-12 3 5 6 1.0231 × 10-6 0.0038 0.0845 

0.000005 6.33039 × 10-13 2 5 7 2.0621 × 10-6 0.0070 0.0774 

0.00001 2.11016 × 10-13 2 4 8 2.0621 × 10-6 0.0070 0.0774 

0.0001 7.03434 × 10-14 2 3 9 3.3 × 10-5 0.0070 0.00773 

0.001 7.03434 × 10-14 2 3 9 3.3 × 10-5 0.0070 0.00773 

0.005 7.03434 × 10-14 2 3 9 3.3 × 10-5 0.0070 0.00773 

Table 4.18: Varying PB,ADP,0 
 

Pb,PR,0 P*b,AC g*1 g*2 g*3 P*b,ADP P*b,PR P*b,UN 

0.005 1.2536 × 10-11 3 4 7 4.0925 × 10-6 0.0038 0.0845 

0.0075 6.60787 × 10-13 2 3 8 2.0621 × 10-6 0.0077 0.00774 

0.009 7.03434 × 10-14 2 3 9 3.3 × 10-5 0.0077 0.00773 

0.01 7.03434 × 10-14 2 3 9 3.3 × 10-5 0.0077 0.00773 

0.05 7.03434 × 10-14 2 3 9 3.3 × 10-5 0.0077 0.00773 

0.09 7.03434 × 10-14 2 3 9 3.3 × 10-5 0.0077 0.00773 

Table 4.19: Varying PB,PR,0 
 

Pb,UN,0 P*b,AC g*1 g*2 g*3 P*b,ADP P*b,PR P*b,UN 

0.05 6.29008 × 10-11 2 3 7 2.049 × 10-5 0.0048 0.048 

0.075 6.60787 × 10-13 2 3 8 2.583 × 10-5 0.006 0.0605 

0.09 7.03434 × 10-14 2 3 9 3.3 × 10-5 0.0077 0.00773 

0.1 7.03434 × 10-14 2 3 9 3.3 × 10-5 0.0077 0.00773 

0.5 1.7307 × 10-15 3 4 10 4.2919 × 10-5 0.01 0.1006 

0.75 1.7307 × 10-15 3 4 10 4.2919 × 10-5 0.01 0.1006 

Table 4.20: Varying PB,UN,0 
 

Nelder-Mead methods supplemented by differential evolution, the optimal solution is 

derived. The solution derived corresponds to a global minimum. The optimal reservation 

policy that derived consists in g1 = 2, g2 = 3, g3 = 9 and ( )9,3,2,
∗

ACbP  = 7.03434× 10-14 with 

( )9,3,2,
∗

ADPbP  = 3.2996× 10-5, ( )9,3,2,
∗

PRbP  = 0.0077 and ( )9,3,2,
∗

UNbP  = 0.0773. Hence, the 

optimal resource reservation policy in order to satisfy the resource availability 

requirements consists in reserving 45% of server resources that can be utilized only by 

class AC, an additional amount of 15% that can be utilized by classes AC and ADP and 

finally an additional amount of 10% that can be used by classes AC, ADP and PR.  

Apart from deriving the optimal resource reservation policy, the contribution of 

each predefined level Pb,ADP,0, Pb,PR,0, Pb,UN,0 to the optimal policy is also studied. Hence in 

Tables 4.18, 4.19, 4.20 and Figures 4.31, 4.32 and 4.33 the optimal solution for varying 

Pb,ADP,0, Pb,PR,0, Pb,UN,0 correspondingly is shown. The gray shadowed row in the tables is 

the initial optimal solution. 

According to Figure 4.31 if the level Pb,ADP,0 is reduced resulting in higher resource 

availability for class ADP, the resource availability of the AC class is also reduced a fact 

that is out of our aims. An increase of Pb,ADP,0 does not affect ∗
ACbP , . The same results are 

observed when changing PbPR,0. When reducing Pb,UN,0 resource availability of class AC is 

also reduced while when increasing Pb,UN,0, 
∗

ACbP ,  is also reduced, a fact that is desirable 
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although the optimal blocking probabilities of the other classes increase. The solution 

provided by the optimization methods used, correspond to a global minimum as it can be 

verified by using the proposed algorithm of section 2.3.4. 
 

Results vs. Variation of P b,adp,0
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Figure 4.31: Behavior of optimal solution for varying Pb,ADP,0 
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Figure 4.32: Behavior of optimal solution for varying Pb,PR,0 
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Results vs. Variation of P b,un,0
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Figure 4.33: Behavior of optimal solution for varying Pb,UN,0 

 

 

4.1.3.2 Effectiveness of explicit approximate inverse preconditioned conjugate gradient type 

methods 

Server resource reservation policies 

Due to the nature of the above case study, not all the classes request for resources with the 

same rate during a day. For instance, administrative personnel work in a certain schedule. 

Consequently, the arrival and service procedure reveal a non-homogeneous behavior. But 

since classes’ behavior is periodic from day to day, a CNHMC is the appropriate process 

for modeling how users’ classes are served. In this case, deriving the steady-state 

probability distribution is not a trivial issue. To efficiently compute the limiting 

probability distribution of the CNHMC explicit approximate inverse preconditioning is 

used. 

The EPGCGS method used, is terminated when 6
2

10−<ir . In Table 4.21, the 

convergence behavior of the EPGCGS method is presented for various values of the 

“retention” parameter δℓ with δu= δℓ-1 and the width parameters of the coefficient matrix 

B, are settled to 2=1l  and 1=2l , cf. section 1.3. 
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N 

PRECONDITIONED CONJUGATE GRADIENT METHOD 

EPGCGS 

δl= 1l  δl=2 1l  δl=3 1l  δl=4 1l  δl=6 1l  δl=8 1l  δl=10 1l  (g1, g2, g3) 

20 14 10 7 5 * * * (3, 5, 7) 

100 18 13 7 6 4 3 3 (25, 30, 35) 

200 21 13 9 6 5 4 3 (50, 65, 70) 

1000 23 19 10 8 5 4 3 (150, 200, 550) 

Table 4.21: Convergence behavior of the EPGCGS method 
 

 High Traffic Period Low Traffic Period 

Optimal Resource Reservation Policy 
(g*1, g*2, g*3) 

(3, 4, 8) (2, 5, 10) 

P*b,AC 5,4917 × 10-13 4.74647 × 10-14 

 P*b,ADP 4.548 × 10-7 1.9708 × 10-6 

P*b,PR 3.1032 × 10-4 4.4831 × 10-3 

P*b,UN 1.3832 × 10-2 5.7398 × 10-2 

Table 4.22: Solution of the optimization problem in the CNHMC case 
 

Moreover, by the proposed algorithm of section 2.3.4 the optimization problem is 

solved for the high and the low traffic period. 

 On the other hand, it is decided to test the optimization problem by demanding 

higher levels of resource availability for all the classes. Hence, for the high traffic period 

the predefined levels for B, C and D are set to be =high
ADPbP 0,, 5 × 10-7, =high

PRbP 0,,  5 × 10-4 and 

=high
UNbP 0,, .5 × 10-2. Since in the low traffic period the arrival rates are lower than in the high 

traffic period, the corresponding predefined levels are relaxed in: =low
ADPbP 0,,  5 × 10-6, 

=low
PRbP 0,,  5 × 10-3and =low

UNbP 0,,  0.5. The arrival and the service rates for the low traffic 

period are set to be λAC = 0.02 h-1, λADP = 0.01 h-1, λPR = 0.05 h-1, λUN = 0.01 h-1 and µ = 1 h-1. 

As it is shown, the arrival rate of class ADP is equal to the one of class UN since in the low 

traffic period the administrative personnel is not supposed to work. The solution of the 

optimization problem for the two periods is shown in Table 4.22. By Table 4.22 it is 

obtained that the resource availability for class AC is increased in the low traffic period as 

the corresponding blocking probability decreases. Hence, class AC takes advantage of the 

resource reservation in the low traffic period. The rest of the classes experience an 

increase on the corresponding blocking probabilities, but always in accordance with the 

predefined levels of resource availability.  

Nevertheless, the algorithm presented can provide the optimal resource reservation 

policy that provides the optimal blocking probabilities inside the region that is defined by 

the constraints of the optimization problem. It is worth to mention that in the case of not 

relaxing the availability demands for classes ADP, PR and UN in the low traffic period, 
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the optimal blocking probabilities are achieved by adopting the same resource reservation 

policy in both traffic periods. 

 

Server resource reservation with rejuvenation 

A client server system as those presented in sections 2.3.1, 2.3.2, 2.3.3 and 2.3.4 can be 

further studied in terms of resource availability. As a continuously running and serving 

system, it can suffer from resource degradation which until this point is counteracted by 

the method of reserving resources. However, it is interesting to consider a technique 

which will prevent resource degradation and additionally minimize the probability that a 

user/visitor/client experiences a denial of service. In other words, when system’s 

resources degrade, apart for reserving an amount of resources for priority classes, it 

would be useful to take actions that will not let the remaining resource degrade further, 

leading the system with reserved resources only left. Hence, before denying service to 

lower priority classes, the phenomenon of resource degradation can be counteracted. 

These beliefs led to combining resource reservation and software rejuvenation to be used 

both as methods of preventing resource degradation and hence increase client-server’s 

system resource availability. The corresponding rejuvenation model was presented in 

section 2.3.5. 

To illustrate the theoretical framework, a case study based on empirical data is 

presented. As in section 2.3.4, consider a university server providing resources to users 

that are logged on. Due to their status, users are classified into priority classes. Priority 

classes are defined exactly as in section 2.3.4. 

The university server runs continuously for a long time period. The arrival and 

service procedure due to the nature of the problem reveal a periodic behavior from day to 

day. Thus, during a day, two periods, high traffic period (from 08.00-16.00) and low traffic 

period (from 16.00-08.00) are distinguished. A CNHMC is used to model server resource 

allocation, with exponential inter arrival, service, rejuvenation and recovery from 

rejuvenation times, with parameters shown in Table 4.23. 

The discretization is set to be such that each of the model states representing 5% of 

system resources resulting in N=20 total number of states for the case without 

rejuvenation and (20+3 rejuvenation states) = 23 states when software rejuvenation 

technique is adopted. Furthermore, it is assumed that rejuvenation when triggered 

releases 10% of server resources and hence k = 10. As far as the reserved resources are 
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concerned, two different cases are assumed. Case I where the amount of reserved 

resources for classes AC, ADP and PR is greater than 10% and the total amount of 

reserved resources for all priority classes cannot exceed 90% of server resources. These 

constraints are assumed in order to let some server resources free to access from the UN 

class. Hence for Case I: 2,1 ≥jg  and 2
3

1 , −<∑ =
Ng

i ji , with j∈{high, low}. Correspondingly 

for Case II it assumed that 3,1 ≥jg  and 3
3

1 , −<∑ =
Ng

i ji . 

The procedure that it is followed in order to examine whether rejuvenation manages 

to minimize the blocking probabilities of each class, consists firstly in solving the 

multiobjective optimization problem introduced in section 2.3.4 for deriving the optimal 

RRVs for the high and the low traffic periods. By setting 
high

ADPbP 0,, = 5× 10-5, 
high

PRbP 0,, = 5×10-4, 

high
UNbP 0,, = 5× 10-3 for the high traffic period and low

ADPbP 0,, = 5× 10-4, low
PRbP 0,, = 5× 10-3, low

UNbP 0,, = 

5× 10-2 for the low traffic period, the optimization results in =*

,1 high
g  2, =*

,2 high
g  3, =*

,3 high
g  7 

and =*

,1 low
g  2, =*

,2 low
g  3, =*

,3 low
g  10. Given the optimal reservation policy for each period, 

rejuvenation is performed as stated in section 2.3.5.2. Suppose that a rejuvenation policy 

among the ones shown in Table 4.23 has to chosen in terms of which of these policies 

minimizes the blocking probabilities for each class. It turns out that for rejuvenation rate 

r* > 0.167 hours-1 lower blocking probabilities are achieved. To assure optimality, it is 

proposed in this case to perform rejuvenation in the low traffic period every 2 hours (r* > 

0.5 hours-1). The results of adopting the stated rejuvenation policy are shown in Table 4.24 

and in Figure 4.34.  

From Table 4.24, it is clear that the optimal software rejuvenation policy importantly 

improves resource availability by minimizing the blocking probabilities. Notice that the 

only class that is not affected by rejuvenation is the UN class. This result is of minor 

importance since firstly; it does not appear for every rejuvenation policy, secondly since 

the UN class is the only class without priority and finally since the increase of the 

corresponding probability is not that high. The same results will hold for Case II. 

In Figure 4.35, the percent reduction of the optimal blocking probability for AC class 

when rejuvenation is performed comparing with the case of not performing rejuvenation 

is presented suggestively. Notice that the level of reduction when rejuvenation is 

triggered is similar for the rest of the priority classes apart from UN class. 
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Following the same procedure for Case II, let 
high

ADPbP 0,, = 5× 10-5, 
high

PRbP 0,, = 5× 10-3, 

high
UNbP 0,, = 5× 10-2 for the high traffic period and low

ADPbP 0,, = 5× 10-4, low
PRbP 0,, = 5× 10-2, low

UNbP 0,, = 

5× 10-1 for the low traffic period. The optimal numbers of reserved resources for this case 

are: 7,4,3 ***

,3,2,1
===

highhighhigh
ggg  and 9,4,3 ***

,3,2,1
===

lowlowlow
ggg . Among the 

rejuvenation policies of Table 4.23, it turns out that for rejuvenation rate r* > 0.5 hours-1 

lower blocking probabilities are achieved when rejuvenation is performed. To assure 

optimality, it is proposed to rejuvenate server’s software with r* = 1 hours-1 for Case II. 

The corresponding results are shown in Table 4.24 and in Figure 4.35. Table 4.24 depicts 

the efficiency of software rejuvenation on server resource availability. 

In Figure 4.35 indicatively, the effectiveness of rejuvenation is shown by the percent 

reduction of the optimal blocking probability for ADP class. The rest of the priority 

classes, apart from the UN class, are also take advantage of software rejuvenation.  

In both Cases I and II, it is observed that software rejuvenation increases resource 

availability for the priority classes AC, ADP and PR. The increase is more intense for the 

high traffic period. That is why rejuvenation is not performed during this period and 

hence the service is rarely interrupted. Despite that, the high traffic period achieves the 

benefits of rejuvenating the system in the low traffic period. Hence, the proposed 

rejuvenation schedules improve system’s performance in terms of resource availability, 

especially in the high traffic period which is the period of major importance.  

To illustrate the use of the performability indicators for expressing the total 

expected downtime cost, consider Case I. By equations (2.82) and (2.83) the total expected 

costs due to class blocking and downtime are computed for the system without (NRTEC) 

and with rejuvenation (RTEC). For the computations data of Table 4.23 are used. 

As it is shown in Figure 4.36, the total expected cost when rejuvenation actions are 

triggered is less than the corresponding cost when no rejuvenation action is taken. Notice 

that the cost reduction depends on the rejuvenation cost and the rejuvenation policy. That 

is why always NRTEC and RTEC have to be compared before rejuvenation is adopted. 

Either in the case of not taking any rejuvenation actions or in the case of 

rejuvenating the server, approximate inverse preconditioning is used for computing the 

steady-state probability distribution of the corresponding CNHMCs. The width 

parameters of the coefficient matrix B were set to 2=1l  and 1=2l  for the problem 

without rejuvenation and 2=1l  and 3=2l  when rejuvenation is triggered.  
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Parameters Values Costs Values Rejuvenation Policies r 

λ1 0.261 h-1 CAC 50 0.0014 h-1 0.167 h-1 

λ2 0.26 h-1 CADP 20 0.0029 h-1 0.5 h-1 

λ3 0.21 h-1 CPR 10 0.006 h-1 1 h-1 

λ4 0.2 h-1 CUN 15 0.021 h-1 2 h-1 

µ 1 h-1 CR 0.1 0.042 h-1 
 

b 2 h-1 L 8640 h 0.083 h-1 

Table 4.23: Empirical data 
 

Case I 

 

High Period Low Period 

Without  
Rejuvenation 

Rejuvenation r* = 0.5 
Without  

Rejuvenation 
Rejuvenation r* = 0.5 

*
,ACbP  4,0416 × 10-8 1,6378 × 10-12 1,3415 × 10-8 2,0718 × 10-12 

*
,ADPbP  3,1022 × 10-5 3,2989 × 10-7 3,2472 × 10-4 6,2202 × 10-5 

*
,PRbP  4,995 × 10-4 5,5665 × 10-5 3,8684 × 10-3 3,1941 × 10-3 

*
,UNbP  2,3277 × 10-3 1,1575 × 10-3 1,8375 × 10-2 1,9869 × 10-2 

Case II 

 

High Period Low Period 

Without  
Rejuvenation 

Rejuvenation r* =1 
Without  

Rejuvenation 
Rejuvenation r* =1 

*
,ACbP  4,0416 × 10-8 2,1773 × 10-13 1,7522 × 10-8 2,7545 × 10-13 

*
,ADPbP  3,1022 × 10-5 4,3261 × 10-8 1,3585 × 10-4 1,8122 × 10-6 

*
,PRbP  1,2156 × 10-3 5,1495 × 10-5 4,0158 × 10-3 8,1422 × 10-4 

*
,UNbP  1,0652 × 10-2 3,0935 × 10-3 4,6435 × 10-2 2,6279 × 10-2 

Table 4.24: Optimal solutions 

 

The EPGCGS and EPBICG-STAB methods are terminated when 16
2

10−<ir . In 

Tables 4.25-4.29, the convergence behavior of the EPGCGS and EPBICG-STAB method is 

presented for various values of the “retention” parameter δℓ with δu= δℓ-1. It should be 

Noticed that with N=20 the parameter values of Table 4.23 are used. When N=100 and 

1000 the corresponding parameters were: λ1 =0.9 h-1, λ2 = 0.8 h-1, λ3 = 0.3 h-1, λ4 = 0.2 h-1, µ = 

4 h-1, b = 5 h-1. It should be also mentioned that despite the rate changes the behavior of 

the blocking probabilities and the total expected cost are similar with the case of N=20. 

When N=100 each state represents 1% of system resources. In this case two different 

scenarios are studied. In Scenario 1, rejuvenation releases 2% of resources and hence k = 2, 

though in Scenario 2 rejuvenation releases 5% of resources and k = 5. When N =1000 each 

state represents 0.1% of resources and rejuvenation releases 0.5% of resources. 

Higher order models (N =100, 1000) can be used when a more detailed case is 

studied, either for a fine-grained discretization or for adopting rejuvenation that releases a 

small amount of system resources. Notice that blocking probabilities and total expected 

cost for the higher order models reveal the same behavior as the case with N =20. 
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N = 20 

EXPLICIT PRECONDITIONED CONJUGATE GRADIENT TYPE MET HODS 
WITHOUT REJUVENATION 

EPGCGS EPBICG-STAB 
 (g1, g2, g3) 

δl= 1 δl= 1l  δl=2 1l  δl=3 1l  δl=4 1l  δl= 1l  δl=2 1l  δl=3 1l  δl=4 1l  

21 19 12 8 6 22 15 10 7 (3, 5, 8) 
 REJUVENATION  

Case I 75 39 16 11 7 40 15 12 8 HIGH *  g 1 = 2, g2 = 3, g3 = 7 
LOW*  g 1 = 2, g2 = 3, g3 = 10 

Case II 57 61 13 13 9 27 12 14 10 
HIGH *  g 1 = 3, g2 = 4, g3 = 7 
LOW*  g 1 = 3, g2 = 4, g3 = 9 

Table 4.25: Convergence behavior of the explicit approximate inverse preconditioned iterative 
methods with N= 20 and N=23 (for rejuvenation) 

 

 

EXPLICIT PRECONDITIONED CONJUGATE GRADIENT TYPE METHODS 

EPGCGS EPBICG-STAB 
(g1, g2, g3) 

δl=1 δl=ℓ1 δl=2ℓ1 δl=4ℓ1 δl=6ℓ1 δl=8ℓ1 δl=10ℓ1 δl=15ℓ1 δl=1 δl=ℓ1 δl=2ℓ1 δl=4ℓ1 δl=6ℓ1 δl=8ℓ1 δl=10ℓ1 δl=15ℓ1 

24 21 15 7 4 3 3 2 24 22 16 8 5 4 4 2 (20,25,12) 

Table 4.26: Convergence behavior of the explicit approximate inverse preconditioned iterative 
methods with N= 100 without rejuvenation 

 

 

EXPLICIT PRECONDITIONED CONJUGATE GRADIENT TYPE METHODS 

 EPGCGS EPBICG-STAB 

(g1, g2, g3) Rejuvenation 
Releases: 

δl=2ℓ1 δl=4ℓ1 δl=8ℓ1 δl=10ℓ1 δl=15ℓ1 δl=2ℓ1 δl=4ℓ1 δl=8ℓ1 δl=10ℓ1 δl=15ℓ1 

2% 56 51 23 15 3 65 27 21 13 2 
HIGH * g1 = 3, g2 = 10, g3 = 50 
LOW* g1 =3, g2 = 15, g3 = 70 

5% 91 34 22 22 4 68 24 15 15 4 
HIGH * g1 = 10, g2 = 15, g3 = 50 

LOW* g1 =10, g2 = 20, g3 = 55 

Table 4.27: Convergence behavior of the explicit approximate inverse preconditioned iterative 
methods with N= 103 with rejuvenation 

 

 

EXPLICIT PRECONDITIONED CONJUGATE GRADIENT TYPE METHODS 
 δl=1 δl= 1l  δl=2 1l  δl=4 1l  δl=6 1l  δl=8 1l  δl=10 1l  δl=20 1l  δl=25 1l  (g1, g2, g3) 

EPGCGS 24 21 15 7 4 3 3 2 2 
(20,25,12) 

EPBICG-STAB 24 22 16 8 5 4 4 2 2 

Table 4.28: Convergence behavior of the explicit approximate inverse preconditioned iterative 
methods with N= 1000 without rejuvenation 

 

 

EXPLICIT PRECONDITIONED CONJUGATE GRADIENT TYPE METHODS 
 δl=2 1l  δl=4 1l  δl=8 1l  δl=20 1l  δl=25 1l  δl=50 1l  (g1, g2, g3) 

EPGCGS * 463 150 97 27 4 HIGH * g1 = 150, g2 = 200, g3 = 250 
LOW* G1 =150, G2 = 250, G3 = 550 EPBICG-STAB 593 158 147 63 25 2 

Table 4.29: Convergence behavior of the explicit approximate inverse preconditioned iterative 
methods with N= 1003 with rejuvenation 

 

 



                    Chapter 4 186

 

99,91%

99,92%

99,93%

99,94%

99,95%

99,96%

99,97%

99,98%

99,99%

100,00%

r = 2  b=2 r = 1  b=2 r = 0,5  b=2 r = 0,167 
b=2

r = 0,083 
b=2

r = 0,042  b
=2

r = 0,021  b
=2

r = 0,006 
b=2

r = 0,0029  b
=2

r = 0,0014  b
=2

Software Rejuvenation Policies and Recovery Rate

(P
bA

C
_n

o 
re

j  
- 

 P
bA

C
_r

ej
) 

%

high low

 

Figure 4.34: Case I: Percent reduction of P*b,AC with rejuvenation for both traffic periods(r, b in h-1)  
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Figure 4.35: Case II: Percent reduction of P*b,ADP with rejuvenation for both traffic periods(r, b in h-1) 
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Figure 4.36: Comparison of total expected cost with and without rejuvenation 

 

 

4.2 Numerical Results for Rejuvenation in Redundant, Distributed 

and Communication Systems 

4.2.1 Software Rejuvenation in Redundant and Cluster Systems 

4.2.1.1 Availability, total expected downtime cost and mean times for the redundant system 

In section 3.1.1, rejuvenation is modelled in a redundant computer system via a semi-

Markov process in order to counteract software aging. An alternative rejuvenation 

modeling is also introduced, in which two different actions; partial and full rejuvenation 

are performed according to the degradation level. Moreover, failed rejuvenation is 

considered. Numerical results for system’s asymptotic availability with respect to the 

optimal time to perform rejuvenation are presented. Additionally the expected down time 

cost along with some dependability measures are also studied. The main purpose is to 

distinguish the optimal rejuvenation schedule that will improve not only system’s 

asymptotic availability but also the downtime cost and its performance. 
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Par. Value Par. Value Par. Value Par. Value 

γ=q=q2 0.999 β 24 days-1 γ4 0.00005 c4 0.00005 

p 0.0001 αR 24 days-1 βR1 288 days-1 γ′1 0.8 

λW 2 βR 144 days-1 βR2 144 days-1 γ′2 0.00005 

αW 1.5 γ1 0.8 c1 0.999 s γ′3 0.19995 

kE 2 γ2 0.00005 c2 0.00005 q1 0.99 

λE 2.5 γ3 0.1999 c3 0.0009 λR (1/60)days-1 

L 365 days CAMF 10 cost units CF 1000 cost units CI 1 cost units 

Table 4.30: Transition rates & probabilities 

 

In order to illustrate the theoretical study, numerical results are presented. The data, 

provided in Table 4.30 are only for demonstration and do not come out of a real life 

system. 

Firstly, the asymptotic availability of the system can be computed by equation (3.11) 

resulting in Ano_rej= 0.99995342. The corresponding availability of the system with only full 

rejuvenation depends on the rejuvenation interval tr. Hence, this function is maximized 

with respect to tr according to (3.20) and the availability is A*rej = 0.9999551523, which is 

higher than Ano_rej, and is achieved by performing rejuvenation every 37.7817days. Notice 

that the increase of availability is rather insignificant.  

In the two-level model, asymptotic availability depends also on tr which in this case 

denotes the time to enter the inspection state I where partial or full rejuvenation is 

decided. By the corresponding maximization problem, A*2-rej = 0.99996 for t*r = 952.747 

days. The rejuvenation interval is rather long but it is observed that the optimal value of 

A2-rej can be approximately achieved by setting tr = 5 days, indicating that the inspection 

about the kind of rejuvenation has to be performed every approximately 5 days.  

By Figure 4.37, two-level rejuvenation availability is compared with the one-level 

and no rejuvenation model’s asymptotic availability, and it is clear enough that the 

asymptotic availability of the two-level model is higher. Consequently, in order to 

increase system’s asymptotic availability the two-level rejuvenation model is proposed. 

The optimal value of the availability can be achieved by entering the inspection state 

approximately every 5 days. The benefits achieved by the two-level model refer mainly to 
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the fact that partial rejuvenation action that lasts much less than full rejuvenation actions, 

can take place often improving system’s availability. 

In the case of failed rejuvenation, the behavior of the availability differs. Although 

both rejuvenation models provide higher levels of availability, the predominance of the 

two-level model it is not that clear. 

Despite that, optimal availability of the failed one-level model is A*fail-rej = 

0.9999551523, approximately the same with A*rej and it is achieved by the same 

rejuvenation policy; though is higher than Ano_rej. On the other hand, A*fail-2-rej ≈ A*fail-rej 

achieved by the same rejuvenation policy as shown in Figure 4.38. Finally, as it is 

expected A2-rej > Afail-2-rej,  for tr > 1 day, as shown in Figure 4.39, since rejuvenation failure 

leads the system to state (0,1) from where it is more possible to reach a failure state. 

As far as TEDC is concerned, TEDCno_rej = 16.1674 and TEDCrej= 16.1611 which is 

achieved by performing rejuvenation approximately every 96 days. By adopting the two-

level rejuvenation model, one can manage to importantly reduce the total expected down 

time to TEDC2-rej = 3.69667 by entering the inspection state every 2.5 hours. Although the 

time to enter the inspection state is very short, TEDC is extremely lower compared not 

only with the case of no rejuvenation but also with the one-level rejuvenation model. In 

Figure 4.40, the predominance of the two-level model is shown though in Figure 4.41 the 

behavior of TEDC2-rej for tr less than a day period is presented. From studying these 

figures, it is obvious that the two-level model provides importantly less expected 

downtime as the system units are been frequently rejuvenated, resulting in rare software 

failures. 

In the case of failed rejuvenation models, TEDC*fail-rej ≈ TEDC*2-fail-rej ≈ TEDC*rej with 

t*r-fail-rej  ≈ 7 days. The TEDC*2-fail-rej can be reached by inspecting unit software degradation 

every approximately 10 days. It seems that the optimal rejuvenation interval does not 

affect the optimal TEDC values for the failed rejuvenation models. This is due to the fact 

that rejuvenation failures lead the system to the state where one unit is failed and one is 

operational. This fact increases the probability that the operational unit experiences a 

failure and hence the system enters a down state. Figure 4.42 depicts the aforementioned 

behavior of the TEDC metric. Figure 4.43 provides a comparison for the TEDC metric 

between two-level rejuvenation and two-level failed rejuvenation model where it is 

obvious that rejuvenation failures result in higher TEDC. 
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System’s MDT as shown in Figures 4.44 and 4.45, is importantly decreased by 

performing two-level rejuvenation every tr = 18 hours. Actually, the above rejuvenation 

policy results in MDT*2-rej = 6.78× 10-4 days. << MDTno_rej. On the other hand, MDT*rej > 

MDTno_rej as the corresponding optimal rejuvenation interval is extremely high, denoting 

that not only the system units are rarely been rejuvenated but also the system is more 

probable to enter the failure state FR resulting in an MDTrej increase. The same behavior, 

shown in Figures 4.46 and 4.47, holds for the failed rejuvenation models where MDT*fail-2-

rej = 7.057× 10-4 days. << MDTno_rej for tr = 0.733 days and MDT*fail-rej > MDTno_rej, although 

the rejuvenation interval for the one-level failed model is approximately 1.27 days. 

Two-level rejuvenation model does not improve system’s MUT more than the one-

level rejuvenation model does. Though, when rejuvenation is performed (either one of 

two-level) every approximately 11 days, results in an increase of about 798 days of MUT, 

a fact that makes rejuvenation compulsory for achieving higher mean up time. Figure 4.48 

depicts MUT of the redundant system with and without rejuvenation and in Figure 4.49 

the two-level rejuvenation models are compared in terms of MUT, where the negative 

effects of failed rejuvenation on the mean up time are shown. 

By the numerical results presented in this section, it is shown that the performance 

metrics for the redundant system are mainly improved by rejuvenation and moreover by 

the two-level rejuvenation model. Consequently the two-level rejuvenation model is the 

appropriate configuration proposed for such a redundant system. 

By solving the optimization problems of equation (3.21), the optimal rejuvenation 

policies for the two-level model that improve redundant system’s performance can be 

proposed. The optimal rejuvenation interval for the two-level model is t*r = 5.00675 days 

(enter inspection state approximately every 5 days) and the corresponding optimal 

metrics’ values are: A*2-rej = 0.99996, TEDC*2-rej = 8.36282, MDT*2-rej = 0.348672. Notice that 

these values are better than the corresponding one for the one-level rejuvenation model. 

For the failed two-level rejuvenation model, the optimal policy consists in entering 

the inspection state approximately every 5 days resulting in A*fail-2-rej = 0.999955149, 

TEDC*fail-2-rej = 16.1617, MDT*fail-2-rej = 0.355147. The results are better comparing the system 

without rejuvenation, indicating that even in the case that it fails, rejuvenation improves 

system’s performance. System’s performance when rejuvenation failures occur is worst 

than in the absence of failures during rejuvenation. 

.
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Figure 4.37: Asymptotic availability vs. rejuvenation interval 
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Figure 4.38: Availability vs. rejuvenation interval for failed rejuvenation models 
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Figure 4.39: Availability comparison between two-level rejuvenation models 
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Figure 4.40: TEDC vs. rejuvenation interval 
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Figure 4.41: TEDC2-rej vs. rejuvenation interval less than a day 
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Figure 4.42: TEDC2-rej vs. rejuvenation interval for failed rejuvenation models 
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Figure 4.43: Two-level TEDC comparison 
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Figure 4.44: MDT (in days) vs. rejuvenation interval 
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Figure 4.45: MDT (in days) vs. rejuvenation interval less than two days 
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Figure 4.46: MDT(in days)  vs. rejuvenation interval for failed rejuvenation models 
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Figure 4.47: Two-level MDT (in days)  comparison 
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Figure 4.48: MUT (in days) vs. rejuvenation interval 
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Figure 4.49: Two-level MUT(in days) comparison 

 

 

4.2.1.2 Cluster system asymptotic availability 

A two node cluster system is considered in section 3.1.2, in which software and hardware 

failures occur. Hardware failures are permanent and hence they are counteracted by a 

repair or replacement. On the other hand, software rejuvenation is performed when the 

node’s software experiences degradation in order to avoid an unscheduled reboot. Two 

different clustering techniques are studied and compared in order to determine the best 

configuration which provides the highest level of availability. The behavior of the cluster 

is modeled by a CTMC. 

To study asymptotic availability, consider a CTMC X={X(t), t ≥ 0}, which represents 

the evolution of the system in time and assume that the transition times are exponentially 

distributed. After partitioning the state space of the system into two subsets, one 

containing the operational and the other the down states, the asymptotic availability for 

the cold and the hot standby cluster can be computed. Steady-state probability 

distribution exixst, since X(t) is an irreducible recurrent process. 

In the case of the cold standby system with rejuvenation performed, the operational 

states are: UCS = {1, 2, 4, 5}. Hence the asymptotic availability is given as follows: 
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In the case of the hot standby system with rejuvenation performed the operational 

states are: UHS = {1, 2, 4, 5, 8, 10}.Hence the asymptotic availability is given as follows: 

∑
∈

→∞
==

HSUi
iHS

t
HS t π)(AlimA     (4.10) 

The behavior of the asymptotic availability in each case depends on the steady-state 

probabilities that are involved in equations (4.9) and (4.10) correspondingly. In order to 

compute the asymptotic availability of this two node cluster system, and decide which 

technique is preferred, a numerical illustration is presented. 

Two different cases are introduced. In the first case, the rejuvenation rates of each 

model are supposed to be equal independently of the nodes that are available. In contrast, 

the second case focuses on determining the availability when the rejuvenation rate in the 

case of two available nodes is different from the rejuvenation rate when one node is 

available. For both models, the transition rates (in hours-1) are: λHW = 0.00002, µHW = 0.25, 

λSW = 0.0001, µSW = 60, α = 0.005, γ =1. In the first case, where the rejuvenation rates are 

equal independently of how many nodes are available, the value of the rejuvenation rate 

is set to range from 1 to 60. In Figures 4.50 and 4.51 the behavior of the steady-state 

availability for these values of the rejuvenation rate is presented for the cold and the hot 

standby mode respectively. In comparison with the availability in the case of not 

performing rejuvenation, the cold standby technique provides a higher value when 

rejuvenation is performed with rate equal or higher of 20. In the hot standby technique, 

for rejuvenation rate values higher than 17, steady-state availability is higher when 

rejuvenation actions are triggered as it can be shown in Figure 4.51 According to these 

figures, for each value of the rejuvenation rate, the cold standby technique provides 

higher levels of asymptotic availability, although the difference between them is very 

small.  

Hence, for a cluster system as the one described in section 3.1.2, when software 

rejuvenation is performed to counteract software degradation independently of the 

available nodes, the cold standby technique is preferable in order to achieve higher 

asymptotic availability. For the second case, where the rejuvenation rate value r1, differs 

from the rejuvenation rate value r2, in both configurations, the behavior of the asymptotic 

unavailability, is shown in Figures 4.52 and 4.53. 
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Figure 4.50: Steady-state availability for cold standby configuration 
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Figure 4.51: Steady-state availability for hot standby configuration 
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Figure 4.52: Asymptotic unavailability for      
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Figure 4.53: Asymptotic unavailability for hot 
standby configuration 
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As in the case of Figures 4.50 and 4.51, the difference between cold and hot standby 

availability is very small. Despite that fact, once again the cold standby configuration 

provides slightly higher levels of availability. Hence, in the case of performing software 

rejuvenation either with the same rate or different rates depending on the available nodes, 

the cold standby technique is preferable for achieving higher availability. 

An issue that arises by the proposed policy is the cost issue. Software rejuvenation, 

when performed, stops the server for a time period, without shutting the system down, 

cleans the internal state and then the system returns to a more usable state. By studying 

the behavior of the availability as the rejuvenation rate values range (measured in h-1), it is 

intuitively obtained that in the cold standby configuration it would be more cost effective 

to perform rejuvenation of rate r1 (case with two nodes available) more often than r2, and 

that is because the availability converges to 1 faster when r2 is increased (thus higher 

availability can be achieved with smaller values of r2). The same observation can be made 

for the hot standby configuration. 

4.2.2 Software Rejuvenation in the Grid Environment 

4.2.2.1 Grid availability and performance results 

A case study is presented for examining the behavior of asymptotic availability in a Grid 

computing environment according to the theoretical framework of section 3.2.1. The 

hypothetical case study concerns a Grid computing environment which could be installed 

at the University of the Aegean and particularly at the Business School. The aim is to 

distinguish rejuvenation policies which increase Grid availability, by counteracting 

software degradation on the nodes of this system. Recall from section 3.2.1 that 

availability can be studied in node, cluster and Grid level.  

Business School (BS) at the University of the Aegean consists of three departments; 

the Department of Financial and Management Engineering (FME), the Department of 

Business Administration (BA) and the Department of Shipping, Trade and Transport 

(STT). A cluster is assumed to be settled at each one of the departments. Hence, the 

Business School Grid is assumed to be composed by four different clusters, one for each 

department and the central cluster that administrates the job schedules. 

Business School’s Grid environment configuration is shown in Figure 4.54. 

Furthermore, the central cluster consists of a central server that acts like a job
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Figure 4.54: Business School Grid 

 

administrator among the rest of the clusters. All of the other three clusters are configured 

according to the star topology, where there is a central department server, who schedules 

the tasks arriving at the department’s cluster and distributes them to the department’s 

nodes. After task completion, the server collects the results, and delivers them to the 

central server of the Grid. The central server is responsible for responding those results to 

the cluster that has demanded a task completion. Afterwards, the server of the cluster that 

asked for the task completion delivers the result to the requesting node. Figure 4.54 

depicts how the clusters and moreover the nodes of each cluster, are connected. 

Furthermore, the nodes structure of all clusters is the one assumed in section 3.2.1. Each 

cluster follows the star topology as shown in Figure 4.54. 

It is assumed that every node of a certain cluster, experiences the same resource 

degradation, fails with the same frequency, is repaired after a failure in the same repair 

rate and recovers after rejuvenation with the same rate. These parameters are constant 

and as a matter of fact, the Grid availability to be derived is a function only of the 

rejuvenation rate of each cluster, indicating the rejuvenation policy to be followed in order 

to increase Grid availability. These rejuvenation rates are denoted by rFME, rBA, rSTT and rCC 

for the FME, STT, BA and the Central Cluster (CC) correspondingly. 

With regard to the star topology that is assumed for the Grid, the entire Grid 

availability can be derived using equation: 
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Cluster 

Failure Repair Degradation Recovery. 

λ  

(hours-1) 

µ 

 (hours-1) 

α 

 (hours-1) 

β  

(hours-1) 

FME 0.005 0.5 0.02 1 

BA 0.004 0.5 0.025 1 

STT 0.0045 0.67 0.018 1 

CC 0.00083 1 0.002 0.2 

Table 4.31: Clusters’ central node parameter 
values 

Cluster. r* (hours-1) A* 

FME 0.001 0.988701 

BA 0.008 0.989305 

STT 0.0067 0.991792 

CC 0.00166 0.99260 

Table 4.32: Optimal rejuvenation and 
availability values  

 

where  

( )

{ }CCSTT,BA,FME,

)()(

)(
Ai

∈

++++
++

=−

i

rara

ra
r

iiiiiiiiiii

iiiii
iNODE µβλµλµβ

µβλ
     (4.12) 

The values of the parameters along with the assumptions about the similarity of the 

node structure are based on experimental data approved by the Business School system 

administrators. Based on their expertise, the parameters for each department cluster’s 

central node are given in Table 4.31 in hours-1.  

Based on Table 4.31 and equation (4.11), the availability values AFME, ABA, ASTT, Acc, 

for each of the clusters can be derived with respect to the corresponding rejuvenation rate. 

In Figure 4.55, the behavior of each cluster’s availability with respect to the 

rejuvenation value is shown. Rejuvenation rate varies from r = 0 (no rejuvenation) to r = 

30 hours-1. 

As stated in previous sections, there are two different strategies for increasing Grid 

availability by performing software rejuvenation. The first strategy consists in adopting 

the same rejuvenation policy for every computer node in the Grid, and the second one 

consists in adopting a different rejuvenation policy for every cluster in the Grid. Effects of 

the first policy can be importantly significant for the increase of Grid availability, but the 

assumption that all nodes act in the same way seems ideal. Hence, the strategy of 

adopting a cluster-level rejuvenation policy is more reasonable and is the policy proposed 

for the case study examined. 

Due to the configuration of the clusters, the availability of the central node of each 

cluster is taken under consideration, and the rejuvenation policy for a cluster is derived
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Figure 4.55: Cluster-level availability 

 

with respect to this node. The aim is to derive the optimal rejuvenation rate that 

maximizes the asymptotic availability of the central node of each cluster. 

The optimization problem to be solved for each one of the clusters in order to derive 

the optimal rejuvenation policy and consequently compute the increased Grid availability 

is given as follows: 

( )
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i

r

i

r
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where Ri,π and Fi,π  denote the steady-state probabilities of the rejuvenation and the 

failure state correspondingly, of the central node of cluster i, { }CCSTT,BA,FME,∈i . By 

equation (4.13) the optimal rejuvenation values, indicating the optimal rejuvenation 

policies, and moreover the optimal availability values for each cluster can be derived. The 

results are shown in Table 4.32. 

In Table 4.32, the optimal rejuvenation policy proposed for each cluster consists in 

performing software rejuvenation every 100 hours on FME central node, every 125 hours 

on BA central node, every 149.25 hours on STT central node and every 602.41 hours on the 

central cluster’s server. As shown in Figure 4.55, the availability of each cluster as a 
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function of the rejuvenation rate r, is a strictly monotone function indicating that the 

maxima of Table 4.32 are global maxima. The above policies lead to a total policy that 

increases Grid-level availability. By substituting the availability optimal values of Table 

4.32 in equation (4.11), the optimal Business School Grid environment availability is 

0.9924991. 

4.2.2.2 Efficient Computation of total Grid availability and performance measures using explicit 

preconditioned conjugate gradient type method 

A Grid computing environment with a star topology is modeled in section 3.2.2, in which 

software rejuvenation is performed in order to achieve higher levels of Grid availability. 

Furthermore, the performance of the Grid is studied through some indicators derived. 

The aim is to determine optimal rejuvenation policies that can increase Grid’s asymptotic 

availability and performance. In addition, indicators providing the level of contribution of 

each Grid node are defined along with the performability indicators. In order to model 

the behavior of the studied system a CTMC is used. Due to the complexity of the derived 

linear system of algebraic equations to be solved for computing all the above measures, 

efficient methods are needed. Based on empirical data, explicit generalized approximate 

inverse preconditioning is adopted for solving efficiently these sparse linear systems. The 

effectiveness of these methods is highlighted through their convergence behaviour. 

In a Grid computing environment with structure similar of Figure 3.10 in section 

3.2.2, the state transition diagram of a process describing an application executed on the 

RMS and the RNs has the structure of Figure 4.56, where one RMS and three RNs are 

considered. The model parameters measured (hours-1), are shown in Tables 4.33 and 4.34. 

These values correspond to three different data sets. The links’ characteristics are identical 

for all data sets. 

According to equations (3.30) and (3.32), GCI for each of the four nodes participating 

into the Grid can be then computed. These quantities are functions of the corresponding 

rejuvenation rate values, i.e. )(RMS RMSrGCI , )(
11RN RNrGCI , )(GCI

22RN RNr , )(
33RN RNrGCI . 

The decision on whether rejuvenation benefits each node, depends on the values of these 

indicators, under the cases of performing or not rejuvenation, for all the data sets. Notice 

that three different data sets are used in order to examine the dependency of 

dependability measures on data. 
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Figure 4.56: Case Study: Transition state diagram of a Grid node 

 

For data set 1, 0/RMS >RMSdrdGCI , which indicates that as the rejuvenation rate 

increase RMSGCI also increases and hence performing rejuvenation does not contribute to 

the RMS availability. The same result is obtained for the rest of the distributed nodes and 

hence performing software rejuvenation on a Grid computing environment characterized 

by the rates of data set 1, does not increase the Grid’s availability. In such a case, 

rejuvenation should not be performed. 

For data set 2, 0/RMS <RMSdrdGCI  denoting that increasing RMSr , RMSGCI  

decreases leading to higher levels of RMS availability and hence to an effective 

contribution of the RMS to the total Grid availability. In contrast, 0/GCIi <idrd , i∈{ RN1, 

RN2, RN3}, indicating that software rejuvenation does not benefit any of the distributed 

nodes. Hence, software rejuvenation is recommended only for the RMS in order to 

achieve higher levels of the Grid availability.  

Finally for data set 3, 0/i <idrdGCI , i∈{ RN1, RN2, RN3} and consequently as the 

rejuvenation rate increases the GCIj, j∈ {RMS, RN1, RN2, RN3}decreases leading to higher 

levels of the Grid availability. Hence, rejuvenation benefits all the Grid nodes in terms of 

higher availability. 

The TGA and the effects of the rejuvenation policies followed at each Grid node can 

be also studied. In the case of data set 1, where there is no benefit earned by performing 

rejuvenation, there is no meaning of determining the optimal rejuvenation policy. In 

contrast, for the data set 2, where only the RMS can contribute to the Grid availability 

when rejuvenation actions are triggered, the behavior of the TGA with respect to the 
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RMS’s rejuvenation rate rRMS value can be studied, by setting ri = 0, i∈{ RN1, RN2, RN3}. 

When no rejuvenation action is triggered on the RMS the corresponding TGA with respect 

to the variable rRMS (TGA(rRMS,0,0,0)), is TGA(0,0,0,0) = 0.999973334 according to equations 

(3.33) and (3.34). As the rejuvenation rate rRMS increases, the TGA(rRMS,0,0,0) also increases, 

indicating triggering rejuvenation on the RMS immediately when the application running 

enters the failure probable state P.  

For data set 3, where all of the Grid nodes contribute to the Grid availability, by 

rejuvenation, the Total Grid Availability )(
321 RNRNRNRMS ,r,r, rrTGA  increases as the 

rejuvenation rate values increase. Thus, the rejuvenation policy proposed for the 

applications running on the Grid nodes characterized by data set 3, consists in triggering 

rejuvenation on the RMS and the RNs immediately when the applications enter the failure 

probable state in order to avoid failures and hence achieve higher levels of the Grid 

availability. 

The optimal values of the rejuvenation rates are 006.0****

321
==== RNRNRNRMS rrrr  

(hours-1), which corresponds to performing rejuvenation once a week. In fact, the above 

rate values illustrate our statements and are not restrictive as rejuvenating immediately 

after entering the failure probable state means that ri = ∞, i∈{ RN1, RN2, RN3}. 

For each node and for all data sets, an increase of the corresponding rejuvenation 

rate causes an increase of the performance measure. Hence, as often rejuvenation is 

performed as higher the performance of the node is. By this, it seems that rejuvenation 

improves node performance. Nevertheless, the present study focuses on node availability. 

Hence, a tradeoff between the rejuvenation policies that increase the performance and the 

availability has to be distinguished. 

Due to the importance of the availability measure for a system like the Grid, 

rejuvenation is proposed to be implemented at each node, since it increases its 

performance, but only in the case that node’s availability is also increased. 

Correspondingly, the behavior of Grid asymptotic performance measure given in 

equation (3.46) has to be in accordance with the rejuvenation policy that increases the 

TGA indicator. For example, in the case of data set 3, where the optimal value of TGA is 

achieved by setting 006.0****
321

==== RNRNRNRMS rrrr (hours-1), the asymptotic value of the 

measure E[Wgrid] can be derived and compared with the corresponding value when 

rejuvenation is not performed. 
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Rate 
Parameters’ values in hours-1 

Data Set 1 Data Set 2 Data Set 3 

αRMS 0.004 0.00001 0.00001 

αRN1 0.005 0.00002 0.00002 

αRN2 0.0075 0.00025 0.000025 

αRN3 0.006 0.0005 0.00003 

λRMS 0.0006 0.00002 0.00002 

λRN1 0.0001 0.00005 0.00003 

λRN2 0.0015 0.00001 0.00004 

λRN3 0.002 0.00008 0.00004 

βRMS 3 1 1 

βRN1 2.5 2 2 

βRN2 2 1.3 1.5 

βRN3 2.5 2 2.5 

µRMS 2 0.25 0.25 

µRN1 2 2 0.3 

µRN2 1 0.4 0.25 

µRN3 1.5 0.5 0.4 

Table 4.33: Node’s parameters

 

Rate 
Parameters’ values in 

hours-1 

λ1 0.000001 

λ2 0.000005 

λ3 0.000008 

µ1 6 

µ2 3 

µ3 2 

Table 4.34: Communication link’s parameter 

 

N ℓ1 ℓ2 

EXPLICIT PRECONDITIONED CG-TYPE METHOD 

EPGCGS EPBICG-STAB 

δℓ =1 δℓ =ℓ1 δℓ =2ℓ1 δℓ =1 δℓ =ℓ1 δℓ =2ℓ1 

32 4 9 3 2 2 3 2 2 

64 7 17 3 2 2 3 2 2 

128 14 33 3 2 2 3 2 2 

256 25 65 3 2 2 3 2 2 

512 50 129 3 2 2 3 2 2 

1024 91 257 3 2 2 3 2 2 

Table 4.35: Convergence behavior of the EPGCGS and EPBICG-STAB method 

 

 

By this comparison, one can distinguish that the entire Grid performance reaches 

higher levels when rejuvenating each node’s software once a week. 

In the case of studying a Grid structure with many RNs, the complexity increases 

considerably, since the number of states for each application running on a certain node is 

increased. 

The Explicit Preconditioned Conjugate Gradient - type methods were terminated 

when 610 −<
2ir . In Table 4.35, the convergence behavior of the EPGCGS and EPBICG-

STAB method is presented for various values of the “retention” parameters δℓ and δu = 

δℓ-1. 

Furthermore, it should be Notice that approximate inverse preconditioning has been 

implemented for solving efficiently sparse linear systems on multiprocessor system, using 

Java multithreading and OpenMP, and on multicomputer systems, using MPI 

communication library [53]. 
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4.2.3 VoIP systems with Software Rejuvenation 

4.2.3.1 VoIP availability and service reliability 

In section 3.3.2, the study is focused on the resources that are allocated for VoIP calls. 

Resource allocation in a VoIP system and resource degradation when new demands for 

resources arrive at the system are modeled. To counteract resource degradation and 

improve availability and service reliability, software rejuvenation is proposed. Due to the 

fact that the rate of resource allocation can be importantly affected by the time that an 

amount of resources is allocated in order to serve VoIP calls, a semi-Markov process is 

used for modeling system’s evolution in time. 

Numerical results are based on empirical data. To derive the VoIP service 

availability function, the parameters values shown in Table 4.36 are assumed. The 

probability p of returning to state 2 after the resource check completion in C1, is higher 

than the probability q of returning to state 2 after check in C2, because the level of resource 

exhaustion in state 3 is higher than the one in state 2, since more calls are served at this 

time. As far as the Weibull distribution of the time spent in states 2 and 3 is concerned, the 

parameter is chosen to be α = 2, as it has to be an IFR distribution and furthermore it is 

assumed that λ=0.78 days-1. Moreover, the time that the system spends at the check states 

C1 and C2 is importantly lower than all the other sojourn times and can be considered as 0, 

without loss of generality. 

In Figure 4.57, the service availability function is shown for r values varying from 0 

(no rejuvenation) to 1 indicating rejuvenation every day. Moreover in Figure 4.58, the 

service availability function is depicted for different γ1 values. The mean sojourn time γ1 is 

examined because it depicts VoIP traffic and consequently can affect r* and A*(r*). By 

Figure 4.58, it is obtained that higher levels of availability are achieved when the process 

spends more time in state 1, because resource exhaustion and transitions to the down 

states are delayed. 

By solving the optimization problem of {max A(r), 0 <r <1}, the optimal rejuvenation 

policy r*= 0.36 days and the corresponding service availability value A* = 0.962571 are 

derived. The optimal rejuvenation policy indicates that rejuvenation has to be triggered 

every 8.64 hours in order to achieve the higher level of VoIP service availability. The 

corresponding maximum availability values for varying γ1 gets higher for γ1 >1, derived 

by adopting rejuvenation policy r < r* and lower for γ1 < 1, derived by adopting
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Parameters Values 

p 0.8 

q 0.2 

γ1 1 day 

γR 1/12 days 

γ4 1/3 days 

Table 4.36: Empirical data 
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Figure 4.57: VoIP service availability vs. software rejuvenation rate in days 
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Figure 4.58: VoIP service availability for mean sojourn time γ1 values (r in days) 

 

 

rejuvenation policy r > r*. The optimal time to trigger rejuvenation r* provides the 

corresponding MTTF value, MTTF(r*) = 61 days, which is a measure of how the optimal 

rejuvenation policy affects the VoIP service reliability. 

γ1 = 1/2 

γ1 = 1 

γ1 = 2 

γ1 = 3 
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4.2.3.2 Availability and mean time to failure for a VoIP system with redundancies 

VoIP availability and reliability have gained a lot of research effort recently. A VoIP 

system consisting of the main parts that can affect the VoIP service such as SIP servers, 

routers, ISP Internet service provider, firewalls and finally the electrical power is 

considered in section 3.3.3. Although it’s evolutionary and innovative nature, VoIP faces 

some problems consisting in either hardware or software malfunctions. The most severe 

of them seems to be some software failures on VoIP components that are caused mainly 

by software aging. To counteract software malfunctions, mainly concerning servers and 

routers, software rejuvenation is proposed. Aiming in determining how VoIP 

dependability measures can be affected by rejuvenation, a CTMC is used to model 

system’s function. Numerical results are presented in the following, indicating optimal 

two-component rejuvenation policies that a VoIP service administrator can adopt in order 

to improve system’s performance. 

The results are based on empirical data, according to the managing director’s 

opinion of VoIP Webacall.com Company. In Tables 4.37, 4.38 and 4.39 the numerical 

values of system’s parameters are shown. Based on the data and the equations previously 

presented, the availability and the MTTF measures can be determined in both cases of 

rejuvenating or not the running servers and routers. 

In Figure 4.59, it is clear enough that the VoIP system when server and router 

rejuvenation are enabled, achieves higher levels of asymptotic availability in comparison 

with the case of not initiating any rejuvenation actions. In the figure availability is plotted 

with respect to the rejuvenation policies that can be adopted on the server (server 

rejuvenation rate r1) and the router (router rejuvenation rate r2). It is not difficult to 

observe that as often rejuvenation is performed in both components, as higher system’s 

asymptotic availability is. The reason is that enabling rejuvenation prevents the system 

from entering server and router failure states. That is because, the active server and/or 

router enters the rejuvenation state before it experiences any software failure. By this, not 

only the probability of being in an operational state, independently of the failures 

occurred in the past, increases, but also the time until the occurrence of software failures 

is extended. Consequently, as shown in Figure 4.60, performing more frequently software 

rejuvenation increases also the mean time that the systems remain fault free. Likewise 

asymptotic availability, the MTTF when server and /or router rejuvenation is enabled, is 

higher than in the case of no rejuvenation actions. Notice that for rejuvenation policies: r1 
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= 0.991y-1 for the server and r2 = 0.9997y-1 for the router, availability and MTTF are higher 

compared with the corresponding measures in the case of not enabling rejuvenation. This 

means that performing software rejuvenation about once a year on both server and router 

of the system, increases its dependability measures. 

Another observation coming out of Figures 4.59 and 4.60, is that server and router 

rejuvenation policies do not contribute equally on VoIP dependability measures. By 

observing these figures, it seems that server rejuvenation contributes more to the 

availability increase, though MTTF is increased mainly due to router rejuvenation. The 

above statement indicates that if a VoIP system administrator had to decide only for one 

component rejuvenation then server rejuvenation should be preferred in order to achieve 

higher availability and router rejuvenation when more important MTTF is desired. An 

administrator may be in front of this dilemma if for instance operational cost issues 

impose restricted use of software rejuvenation. 

Notice also that rejuvenation rates take values from 0 to 104 y-1, which is a rather 

high value for rejuvenation. Actually, as already stated, rejuvenation provides higher 

levels of asymptotic availability and MTTF, even if it is performed only once a year. But in 

order to highlight how server and/or router rejuvenation affects the dependability 

measures, it is decided to assign these values to the rejuvenation rates. Notice also that the 

scaling on rejuvenation axes is settled actually in 100 y-1.  

To highlight even more the way that rejuvenation affects system’s dependability 

measures, Figures 4.61 and 4.62 are also presented which let the rejuvenation rates reach 

even higher values. The corresponding values are unlikely to be adopted; however these 

figures are presented mainly in order to highlight how importantly availability and MTTF 

are affected from rejuvenation and secondly to indicate which of the two rejuvenation 

actions contribute to which dependability measure. 

Improving availability in order to reach five or six nines level is nowadays of major 

concern. In Figures 4.63, 4.64 and 4.65 it is shown that depending on the availability levels 

that the VoIP administrator desires to assure for the clients, the server and router 

rejuvenation policies have to be decided. Hence, assuring 99,99% of system availability 

indicates certain rejuvenation policies. Thought it can be also seen that asymptotic 

availability is much higher when rejuvenation is performed even once upon a year, 

compared with the availability achieved for the system without rejuvenation which 

reaches 99,986 % level.  
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Failure Rates Values in y-1 

λs 4 

λr 0.2 

λISP 0.00066 

λp 15 

λUPS 17520 

λPIX 2 

λrej 4 

λ’rej 1 

Table 4.37: Failure rates 

 

Repair Rates Values in y-1 

b1 1051200 

b2 518400 

µs 525600 

µr 17520 

µisp 365 

µp 26280 

µPIX 10512000 

µman_1 26280 

µman_2 8760 

Table 4.38: Repair rates 

 

Probabilities 

α 0.99 

γ1 0.99 

c 0.99 

  Table 4.39: Model probabilities 

 

 

 

 

 

 

 

Consequently, enabling rejuvenation provides higher dependability measures 

compared with the case of rejuvenating neither the server nor the router. This is because 

rejuvenation helps the system to avoid entering server and router failure states. Actually, 

rejuvenation prevents software failures that are responsible for server and router failures. 

Notice that the results of the current study obviously depend on the empirical failure and 

repair rates that are assigned. Despite that, the present model proves that enabling server 

and/or router rejuvenation under certain policies, improves importantly system’s 

dependability measures. Nevertheless, in a real world VoIP system where redundancies 

on routers and servers consist in enabling a huge number of devices, rejuvenation will 

help the system to reach the desired level of five or even six nines 
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Figure 4.59: Asymptotic availability with and without rejuvenation (rejuvenation rates in y-1) 

 
 

 

Figure 4.60: MTTF with and without rejuvenation(rejuvenation rates in y-1) 
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Figure 4.61: Asymptotic availability vs.server and router rejuvenation rates  
(rejuvenation rates in y-1) 

 
 

 

Figure 4.62: MTTF vs. server and router rejuvenation rates (rejuvenation rates in y-1) 
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Figure 4.63: Asymptotic availability comparison (rejuvenation rates in y-1) 

 
 

 

Figure 4.64: Asymptotic availability comparison –projection i (rejuvenation rates in y-1) 
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Figure 4.65: Asymptotic availability comparison-projection ii (rejuvenation rates in y-1) 
 



 

5. CHAPTER 5        

        

CONCLUSIONS  

 

5.1 Thesis Overview and Contribution 

The present thesis focuses on modeling ways in which rejuvenation can be implemented 

in a variety of computer systems in view of optimizing the latter’s performance and 

dependability. The appropriate stochastic tool should be selected in order to derive 

computer systems’ dependability and performance measures, taking into account the 

characteristics of the system such as failure and repair rates. The dynamic evolution of the 

system can be modeled along with different rejuvenation levels and policies using 

homogenous or non-homogeneous Markov modeling. As for the rejuvenation strategy to 

be followed, it can consist in deciding how often rejuvenation should be performed and 

the level of rejuvenation required. An appropriate framework is provided in order to 

determine firstly whether the system actually benefits from rejuvenation. Secondly, if this 

turns to be the case, optimization techniques are used to compute the optimal time or 

threshold, indicating which rejuvenation actions have to be initiated. 

Since rejuvenation includes a cleanup of the software’s internal state, it may release 

amounts of resources, such as memory space, that were previously captured by 

applications unable to free them.  

Therefore, rejuvenation is modeled on software systems that suffer from resource 

exhaustion due to resource consumption. The latter can be imputed either to the system’s 

activity or to its users’ requests. To this purpose, a client-server system is examined, in 

which aging phenomena occur. Besides modeling software rejuvenation, both full and 

partial, the innovative concept of failed rejuvenation is introduced to model cases when 

rejuvenation cannot be accomplished successfully. This system is modeled employing a 

CNHMC, since the suggested rejuvenation policy indicates that actions of rejuvenation 
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partial, full or of both sorts should be performed according to a traffic load that is not 

constant over time. The asymptotic expected downtime cost, considered a performance 

measure, decreases when the suggested rejuvenation scheme is at work. Based on the 

results, it follows that rejuvenation should be performed immediately after the base 

longevity interval elapses. Under this policy, not only the total limiting downtime cost 

decreases, but also the computed downtime cost is lower in each period. Therefore, in 

order to decrease the cost of service unavailability, rejuvenation action, partial, full or of 

both sorts, should be performed with respect to the load of the system. 

Additionally, the effects of partial, full and failed rejuvenation are considered in the 

transient phase of the system’s evolution. Maximum likelihood estimators for the 

instantaneous availability, reliability and failure rate functions are proposed and their 

behavior for various rejuvenation policies is examined in view of selecting the optimal 

one.  

In the same context, a software system is examined, the free physical memory of 

which is used as a measure for the degrading resources. An optimal rejuvenation policy is 

proposed, consisting in activating partial rejuvenation actions more often than full 

rejuvenation ones in order to minimize the downtime cost. Furthermore, to capture the 

dependence of the rejuvenation rates on time, a CNHMC can also be used for modeling 

the system’s behavior.  

Although partial and full rejuvenation actions both, do improve the software 

systems’ performance, other rejuvenation strategies exist that could improve it further. 

Two different rejuvenation models are studied in view of substantiating the above 

assumption. The first consists in performing partial and full rejuvenation actions, while 

the second in triggering only partial rejuvenation actions. It is observed that the second 

model incurs less downtime cost than the first one. 

Modeling computer systems’ resource usage and enabling software rejuvenation to 

improve resource availability can be studied further and in detail, always with respect to 

the system considered and its specifications. Rejuvenation can also enhance resource 

availability when performed as soon as the system enters a degraded performance state. 

Rejuvenation can release amounts of resources such as free physical memory, and restore 

an application or a software system to a more usable state. Software rejuvenation can be 

combined with other techniques, such as resource reservation, so as to contribute to 

resource availability optimization. In the context of a client-server type software system 
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serving different priority classes of users, CNHMCs are introduced to model the extent to 

which rejuvenation and resource reservation can reduce the denial of service probability. 

According to the results, an optimal resource reservation policy can be obtained but on 

top of that an optimal rejuvenation schedule can be derived, one that maximizes each 

class’s resource availability, and simultaneously minimizes the total expected cost. 

Since rejuvenation counteracts aging, it can prevent future software failures due to 

resource exhaustion and consequently it can increase not only the system’s availability 

but also its lifetime. Therefore, software rejuvenation models are developed for computer 

systems suffering from resource degradation with a twofold purpose: to compute 

dependability measures and to optimize their performance. The effects of different 

rejuvenation actions and policies are studied in redundant, cluster, distributed and 

telecommunication systems via CTMCs or SMPs.  

Two different rejuvenation models are proposed and metrics such as availability 

and total expected downtime cost are derived for a redundant system. Besides adopting 

an innovative two-level rejuvenation policy which improves the system’s performance, 

the appropriate framework for determining the optimal rejuvenation policies is provided. 

Additionally, in this case, the concept of failed rejuvenation is also taken into account, to 

highlight the fact that even when rejuvenation is not perfect, the system that undergoes it 

performs better than when no rejuvenation action takes place.  

A two-node cluster system is also studied in which rejuvenation is enabled. 

Rejuvenation in this case is modeled under two different configurations the efficiency of 

which is examined in terms of asymptotic availability. From the empirical results the 

optimal clustering technique for increased availability is detected, among cold standby 

and hot standby options. The corresponding optimal rejuvenation policy that reduces the 

operational cost is also obtained.  

An attempt to model how rejuvenation can be implemented on a Grid environment 

is presented in the context of distributed computer systems. The metrics of concern in this 

case are availability and performability. The Grid computing environment consists of a 

star topology which in its turn is composed by the Resource Management System, the 

distributed Root Nodes and the communication links. Software rejuvenation is modelled 

on each of the Grid’s nodes in order to increase Grid’s availability, when possible. 

Indicators about the total Gird availability as well as the contribution of each node to it 

are derived and the latter’s behavior with respect to software rejuvenation is studied. 
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Furthermore, by deriving the appropriate indicators, the performance of each separate 

node as well as a measure for the performance of the entire Grid are examined. 

Finally, the evolutionary technology of VoIP can also benefit from software 

rejuvenation. Hence, it is examined whether rejuvenation can counteract a number of the 

problems of IP telephony. Thus, rejuvenation in VoIP systems is studied under two 

different perspectives. The first involves a VoIP service system and features the analysis 

of the effects of performing software rejuvenation in order to prevent system failures. 

Such failures were caused by resource exhaustion due to the increasing number of calls. 

The model is studied under the semi-Markov modeling framework, in order to capture 

the dependencies of the system’s behavior over sojourn times. Asymptotic availability 

and service reliability with respect to the optimal rejuvenation policy are derived. The 

second involves the modelling of a simple VoIP system consisting of some critical 

components and redundancies. Software rejuvenation is suggested so as to improve 

availability and service reliability, and to counteract software failures in the VoIP servers 

and routers that suffer from degraded performance. A numerical study demonstrates that 

when rejuvenation is triggered, system availability and reliability improve.  

Independently of the stochastic tool used for this purpose, modeling rejuvenation 

derives a linear system of algebraic equations that need to be solved efficiently in order to 

compute the dependability and performance measures. In some cases, the systems’ 

dimension is too large and the classic methods such as Gauss elimination are rather slow 

in performing such computations. Techniques from numerical analysis are examined in 

view of solving these systems efficiently. The techniques in question are based on 

generalized explicit approximate inverse preconditioning. The effectiveness of the explicit 

preconditioned iterative method lies in the fact that the approximate inverse exhibits a 

similar “fuzzy” structure to that of the coefficient matrix B of the resulted sparse linear 

system Bu=s, to which the former is also a close approximant.  On the strength of their 

performance and their fast convergence to the solution, these methods may prove to be of 

critical importance, especially when modeling the evolution of client-server systems 

where the arrival and service rates can be updated during the observation period. In such 

cases the asymptotic probability distribution has to be re-computed fast in order to decide 

on the rejuvenation policy. 

Concluding, the purpose of the present thesis is to develop a framework based on 

stochastic models and specifically adapted to computer systems comprising a variety of 
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software rejuvenation policies, in order to optimize their performance and dependability. 

Also, the thesis provides the appropriate framework and the corresponding mathematical 

methods for dealing with rejuvenation as a software preventive maintenance technique. 

Finally, an innovative scenario is introduced and modeled, that of failed rejuvenation. 

Last but not least directions to future work on the field of software rejuvenation that will 

expand its effectiveness in designing fault free software systems are provided based on 

the developed stochastic models for rejuvenation. 

 

5.2 Future Directions  

In the logical conclusion of this thesis, some future directions for research are suggested in 

the field of stochastic modeling of software rejuvenation in computer systems. They can 

be classified under three categories. Firstly, a number of new ideas concerning software 

rejuvenation and its new application areas are introduced. Secondly, additional metrics, 

besides those already presented in this thesis, are suggested for study in cases where 

software rejuvenation is triggered and finaly some new directions are given in the 

stochastic modeling of software rejuvenation. 

Over the last decades, the computer systems’ complexity rendered its management 

difficult. This growing complexity was at the origins of the idea of autonomic computing. 

The core of autonomic computing systems is self-management, which aims to take the 

burden of the details concerning system operation and maintenance off the shoulders of 

the system administrators and to provide users with computer systems running 

continuously at a high performance. 

The main characteristics of autonomic computing are self-configuring, self-

optimizing, self-healing and self-protecting. Software rejuvenation can play an important 

role in autonomic computing by enhancing computer systems with self-healing features. 

Computer systems can run diagnosing routines in order to detect the accumulation of 

error conditions or the occurrence of aging phenomena. When, for instance, predefined 

levels of software degradation, are reached, the system triggers software rejuvenation in 

order to prevent future software failures. In other words, a self-healing system has the 

capacity to recognize and diagnose deviations from normal conditions and take 

rejuvenation actions in order to normalize them. 
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The present thesis features software rejuvenation models for freeing up system 

resources, optimizing resource availability and for generally improving computer 

systems’ performance. These models can be used for building up a self-managing 

software system in which rejuvenation is considered a self-healing technique to improve 

the system’s performance and efficiency. For example, the way to build cluster systems, of 

common use nowadays, with fault-free software, can be inspired by the rejuvenation 

models introduced in the present thesis. The rejuvenation models under consideration, 

despite their implementation in rather small systems, do provide an appropriate 

background against which one can design how to adapt rejuvenation for large-scale 

cluster systems and, furthermore, to decide on the optimal rejuvenation schedule. 

A number of interesting new problems emerge as far as rejuvenation in large-scale, 

networked and self-healing systems is concerned. For large-scale distributed computing 

systems such as the Grid, self-healing is an important issue. Since managing all the 

distributed resources is not obvious, rejuvenation can be implemented as a self-healing 

feature in order to automatically prevent software failures, thus contributing to the Grid’s 

performance.  

Modeling the implementation of rejuvenation in systems like the Grid presents a 

number of problems imputable to its large-scale nature. These problems are mainly 

centered on the definition of the system state. Consequently, alternative software 

rejuvenation models, such as hierarchical or tree-structured ones, can be suggested. An 

initial step on modeling software rejuvenation in large-scale environments has been 

presented in this thesis by the approach introduced, concerning software rejuvenation in a 

Grid computing environment. Nevertheless, there are still unexplored perspectives 

concerning the building of a fine-grained model to examine the effectiveness of 

rejuvenation on such systems 

A rather new trend in the software rejuvenation literature is the use of virtualization 

to improve the latter’s effects. The number of research studies pertaining to the field is 

limited but the idea of using virtual machine-based rejuvenation can be further extended. 

The results of this limited number of approaches are rather encouraging: indeed, software 

rejuvenation has been proven highly effective in the sense of minimizing downtime. 

Consequently, virtualization can be perceived as an approach to software rejuvenation 

that could contribute to the development of self-healing technologies. 
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In addition to its importance in the area of self-healing systems and autonomic 

computing, a number of new ideas are introduced concerning software rejuvenation per 

se. 

The first is the idea of triggering multiple rejuvenation actions. It can be proven very 

challenging since it brings up issues concerning the number of rejuvenation actions to be 

triggered and the nature of the conditions under which it is possible to do so. 

Consequently and according to the framework proposed earlier in this work, the 

development of a fine-grained rejuvenation model aiming to determine the optimal 

number of partial rejuvenation actions to be triggered, promises to be an interesting 

enterprise. Obviously, this idea requires testing the way in which an additional partial 

rejuvenation action affects the software’s or application’s downtime cost. Nevertheless, 

the key notion is to enable minimal preventive/corrective actions in order to avoid future 

software failures due to resource exhaustion. 

In many application areas, such as the area of security, the need of highly available 

computer systems is of significant importance. A lot of research effort has been paid on 

the key security issues such as confidentiality, information integrity and user 

authentication. Building a secure system was the main concern of most of the qualitative 

attempts in security validation. The need for a quantitatively validate system security has 

risen as it became obvious that, in practice, it is impossible to build a perfectly secure 

system. Recently, the classic dependability analysis has been suggested in the scope of 

qualitative validation of security. The difference between this approach and the classic 

security one consists in using stochastic models for the attacker behavior or system 

vulnerabilities.  

Software rejuvenation could be modeled for such a security infrastructure in order 

to improve reliability, availability and performance. A straightforward approach in this 

area involves implementing software rejuvenation in authorities’ servers that are 

responsible for checking the validity of various certificates. The aforementioned servers’ 

software may with time undergo degradation due to the operating system resources’ 

exhaustion, but also as a result of particular attacks. To avoid this inconvenience, software 

rejuvenation can be adopted and thus resource exhaustion can be prevented. 

There is a lack in the software rejuvenation literature concerning the behavior of the 

mean residual life and how it can be affected by rejuvenation. Mean residual life (MRL) in 

life testing situations signifies the expected additional lifetime given that a component or 
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a system has survived until time t; MRL is a function of t. Hence, since rejuvenation is 

implemented to avoid future failures and to extend software’s time elapsed before the 

next failure occurs, it would be interesting to examine how rejuvenation can affect the 

time left until the next failure occurs. The study of mean residual life and rejuvenation can 

be substantiated by the fact that many research studies have been dedicated to the 

derivation of estimators for the former.  

The effects of rejuvenation on measures like availability, reliability and 

performability of a software system are challenging, therefore it would be interesting to 

further examine if and how rejuvenation can affect survivability. Since rejuvenation 

affects the time to failure, it can possibly affect the system’s behavior post-failure. For 

example, a rejuvenation scheme has been suggested in the relevant literature in which 

rejuvenation is performed even at the aftermath of a failure incident.  

Finally, when implementing rejuvenation in systems handling large-scale 

applications, failed rejuvenation can also be modeled. Despite its low probability of 

occurrence, modeling failed rejuvenation will contribute to a better approximation of a 

real-life system’s behavior. The suggested framework enables heretofore to take the 

malfunctions during the rejuvenation procedure under consideration. 

The new ideas stated above can be studied by developing rejuvenation models 

using the stochastic modeling tools presented so far, as well as new ones such as Non-

homogeneous semi-Markov processes (NHSMP). The advantage of NHSMPs consists in 

capturing the software system’s behavior when a certain number of the model parameters 

depend on time. Hence, let us assume that a state-space model is developed to describe 

the evolution of an application over time and that rejuvenation is considered in a fixed 

time interval (non-exponential). If the rest of the waiting times in the system states are 

exponentially distributed, a semi-Markov model is necessary. However, if one or more of 

the waiting time parameters depend on time, a non-homogenous semi-Markov process is 

required to model such system. Non-homogeneous semi-Markov processes have been 

used in reliability theory and consequently, they can be applied in software reliability 

when rejuvenation is performed. 
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